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Framework Principles

� Installation

� Automation of complete p r oc e s s
� R e p r od uc ib l e
� C l e ar  ins tal l ation:

� Short, clean, and reproducible K ick s tart bas e ins tallation
� All Sof tw are ins tallation by  R P M
� Sy s tem  conf ig uration by  one tool
� C onf ig uration inf orm ation throug h uniq ue interf ace, f rom  

uniq ue s tore

� Maintenance:

� The running system must be ‘updateable’
� The updates must go  into  new  installatio ns af terw ards
� S ystem updates hav e to  be auto mated,  but steerable
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Configuration Data Base (CDB)
C o n f i g u r a t i o n  In f o r m a t i o n  s t o r e .  T h e  

i n f o r m a t i o n  i s  u p d a t e d  i n  t r a n s a c t i o n s ,  i t  i s  

v a l i d a t e d  a n d  v e r s i o n e d .  P a n  T e m p l a t e s  a r e  

c o m p i l e d  i n t o  X M L  p r o f i l e s  

S erv er M od ul es
P r o v i d e  d i f f e r e n t  a c c e s s  p a t t e r n s  t o  

C o n f i g u r a t i o n  In f o r m a t i o n

C o n f i g u r a t i o n  In f o r m a t i o n  i s  s t o r e d  

i n  t h e  l o c a l  c a c h e .  It  i s  a c c e s s e d  v i a  

N V A - A P I

H T T P  +  notific ations
•n o d e s  a r e  n o t i f i e d  a b o u t  c h a n g e s  

o f  t h e i r  c o n f i g u r a t i o n

•n o d e s  f e t c h  t h e  X M L  p r o f i l e s  v i a  

H T T P

P an T em p l ates
w i t h  c o n f i g u r a t i o n  

i n f o r m a t i o n  a r e  i n p u t  

i n t o  C D B  v i a  GUI &  C L I

p a n

S

O

A

P
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Config/ S W  Cons id e r a t ions

� Hierarchical configuration specification
� Graph rather than tree structure
� C o m m o n pro perti es set o nl y  o nce

� N od e profiles
� C o m pl ete speci f i cati o n i n o ne X M L  f i l e
� L o cal  cache
� T ransacti o ns /  N o ti f i cati o ns

� E x ternally  specified ,  V ersioned :  C V S  repos.
� O ne tool to m anage all S W :  S P M A

� S y stem  and  appl i cati o n

� U pd ate v erification nod es +  release cy cle
� P roced ures and  W ork flow s
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NCM details

� Modules:
� “Components”
� I nv oc a ti on a nd  noti f i c a ti on f r a mew or k
� Component su ppor t l i b r a r i es
� Conf i g u r a ti on q u er y  tool

� N C M i s r esp on si b le f or  en sur i n g  t h a t  r ea li t y  on  a  n ode 
r ef lec t s t h e desi r ed st a t e i n  C D B .
� c omponents w h i c h  ma k e th e nec essa r y  sy stem c h a ng es

� components do not i nsta l l  sof tw a r e,  j u st ensu r e conf i g i s cor r ect
� components r eg i ster  w i th  th e f r a mew or k  to b e noti f i ed  w h en th e 

nod e conf i g u r a ti on i s u pd a ted  i n C D B .
� Usually, this implies regenerating and/or updating local conf ig

f iles ( eg.  /etc/sshd_config )
� Use standard system f acilities ( S ysV scripts)  f or managing

serv ices
� C omponents noti f y  ser v i ces u si ng  S y sV scr i pts w h en cf g ch a ng es.

� P ossib le to def ine conf iguration dependencies b etw een 
components
� E g .  conf i g u r e network b ef or e s end m a i l
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Hardware variety

hardware_diskserv_elonex_1100
hardware_elonex_5 00
hardware_elonex_6 00
hardware_elonex_8 00
hardware_elonex_8 00_m em 102 4 m b
hardware_elonex_8 00_m em 12 8 m b
hardware_seil_2 002
hardware_seil_2 002 _int erac t iv
hardware_seil_2 003
hardware_siem ens_5 5 0
hardware_t ec has_6 00
hardware_t ec has_6 00_2
hardware_t ec has_6 00_m em 5 12 m b
hardware_t ec has_8 00

template hardware_diskserver_elonex_1100;

" / hardware/ c pu s"  =  list( c reate( " hardware_c pu _G enu ineI ntel_P entiu m_I I I _1100" ) ,
c reate( " hardware_c pu _G enu ineI ntel_P entiu m_I I I _1100" ) ) ;

" / hardware/ harddisks"  =  nlist( " sda" ,  c reate( " pro_hardware_harddisk_W D C _2 0" ) ) ;
" / hardware/ ram"  =  list( c reate( " hardware_ram_102 4 " ) ) ;
" / hardware/ c ards/ nic "  =  list( c reate( " hardware_c ard_nic _B roadc om_B C M 5 7 01" ) ) ;

structure template 
h ard w are_ cpu_ G en ui n eI n tel_ P en ti um_ I I I _ 1 1 0 0 ;

" v en d o r"  =  " G en ui n eI n tel" ;
" mo d el"   =  " I n tel( R )  P en ti um( R )  I I I  C P U  f ami ly  1 1 3 3 M H z " ;
" speed "   =  1 1 0 0 ;

stru c tu re template hardware_c ard_nic _B roadc om_B C M 5 7 01;

" manu f ac tu rer"  =  " B roadc om C orporation N etX treme B C M 5 7 01 G ig ab it E thernet" ;
" name"          =  " 3 C om C orporation 3 C 9 9 6 B -T  1 0 0 0 B a s e T X " ;
" m e d i a "         =  " G i g a B i t E t h e r n e t " ;
" b u s "           =  " p c i " ;
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What is in CDB ?

�Hardware
�CPU
� H a r d  d i s k
� N e t w o r k  c a r d
� M e m o r y  s i z e
� L o c a t i o n

� S o f t ware
� R e p o s i t o r y  d e f i n i t i o n s
� S e r v i c e  d e f i n i t i o n s  =  g r o u p s  o f  p a c k a g e s  ( R PM s )

� S y s t em
� Pa r t i t i o n  t a b l e
�Cl u s t e r  n a m e  a n d  t y p e
�CCD B  n a m e
� S i t e  r e l e a s e
� L o a d  b a l a n c i n g  i n f o r m a t i o n
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quattor i n s tal l ati on
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cache Packages
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Installation server

DHCP
handling
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handling

KS/JS
generator

Node
Install

CCM

Node (re)install?
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SWRep

� Client- s er v er  to o ls u ite f o r  th e storage o f  s o f tw a r e 
p a c k a g es

� U niv er s a l r ep o s ito r y :
� Extendable to multiple platforms and package formats 

( R H L inux/ R P M ,  S olaris/ P K G , …  oth ers like D ebian dpkg)
� M ultiple package v ersions/ releases
� C urrently ,  R P M  for R H 7 3 ,  R H 2 1 ES  and soon R H 1 0  on L X S ER V  

cluster
� Management (“product maintainers”) interface:

� ACL based mechanism to grant/deny modification rights 
( p ack ages associated to “ areas” )

� M anagement done by F I O /F S
� C l ient access: v ia standard protocol s

� O n LX S E R V :  H T T P
� R epl ication: using standard tool s (eg.  rsy nc)

� Av ail abil ity,  l oad bal ancing
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SPMA

� Runs on every target node
� All LXPLUS/LXBATCH/LXSHARE/ … nodes; except old 

RH6 1  nodes

� P l ug- i n f ram ew ork  al l ow s f or p ortab i l i ty
� F I O /F S u ses i t f or  RPM ,  PS g r ou p w i ll u se i t f or  Sola r i s 

( PK G )

� C an m anage ei th er all or a s u b s e t of  p ac k ages on 
th e nodes
� Configured by FIO/FS to manage ALL packages.
� Which means:  N ot configured packages are w iped out.
� A nd :  P ackages missing on node but in configuration are 

(re) instal l ed.

� Addresses scalability
� P ackages can be stored ah ead in a l ocal  cache ,  av oiding 

peak l oads on softw are repository serv ers (simul taneous 
upgrades of l arge farms)
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SPMA (II)

� SPMA functionality:
1. C o m p a r e s  t h e  p a c k a g e s  c u r r e n t l y  i n s t a l l e d  o n  t h e  l o c a l  

n o d e  w i t h  t h e  p a c k a g e s   l i s t e d  i n  t h e  c o n f i g u r a t i o n
2 . C o m p u t e s  t h e  n e c e s s a r y  i n s t a l l / d e i n s t a l l / u p g r a d e  

o p e r a t i o n s  
3 . I n v o k e s  t h e  p a c k a g e r  R P M T / P K G T  w i t h  t h e  r i g h t  

o p e r a t i o n  t r a n s a c t i o n  s e t  

� R PMT  ( R PM tr ans actions )  is  a s m all tool on top  of 
th e  R PM lib r ar ie s ,  w h ich  allow s  for  m ultip le  
s im ultane ous  p ack ag e  op e r ations  r e s olv ing  
d e p e nd e ncie s  ( unlik e  R PM)
� E x a m p l e :  ‘ u p g r a d e  X ,  d e i n s t a l l Y ,  d o w n g r a d e  Z ,  i n s t a l l  T ’  

a n d  v e r i f y / r e s o l v e  a p p r o p r i a t e  d e p e n d e n c i e s
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Currently deployed at CERN

� Scale
� 1400 node profiles
� 3 M  lines of node X M L  spec ific a t ions
� F rom  2 8 k  lines of P A N  definit ions

� Scalab i li t y
� 3  node loa d b a la nc ed w eb  serv ers c lu st er

� For Configuration profiles
� For S W  R epository

� Time smeared transactions
� P re-dep l oy ment cach ing

� Security
� G P G  k ey  p air p er h ost – du ring  instal l ation
� P er h ost encry p ted f il es serv ed
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Examples

� Clusters
� LXPLUS, LXBATCH, LXBUILD, LXSHARE, O r a c l e DBs
� Ta p e Se r v e r s , Di s k Se r v e r s , St a g e Se r v e r s

� S up p o rted  P la tf o rm s
� RH7 . 3 . 3 2 4 0 0  p a c k a g e s
� RHES 1 3 0 0  p a c k a g e s
� RH1 0

� K D E / G n o m e sec uri ty  p a tc h  ro llo ut
� 0 . 5  G B o n t o  7 0 0  n o d e s
� 1 5  m i n u t e  t i m e  s m e a r i n g  f r o m  3  l b -s e r v e r s

� L S F  4 -5  tra n si ti o n
� 1 0  m i n u t e s
� N o  q u e u e s  o r  j o b s  s t o p p e d
� C. f .  l a s t  t i m e  3  w e e k s , 3  p e o p l e !



2003/09/23 F a b r i c  M a n a g e m e n t :  T i m . S m i t h @ c e r n . c h 22

Plans

� Deploying NCM
� Port SUE features to NCM for RH10

� Use for Sol ari s10

� Deploying S t a t e Ma na ger  ( S MS )

� U s e c a s e t a r get t ed G U I s

� W eb  S er v er s
� Sp l i t:  F ron tEn d /  B ac k En d A rc h i tec ture
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Conclusions

� Maturity brings…
� Degradation of initial state definition

� HW + SW

� A c c u m u lation of innoc u ou s tem p orary  
p roc edu res

� S c al e  brings…
� M arginal ac tiv ities b ec om e fu ll tim e

� Many hands on the systems

� Combat with strong management 
au tomation


