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Authentication control flow EDG gatekeeper
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Local Centre Authorization Service (LCAS)

�Current version LCAS- 1 . 1 . 1 6  ( integ ra ted  in d ev tb ,  E D G  2 . 1 )

� Authorization p l ug in framework

� A u t h ori z at i on  d ec i s i on  b as ed  on  p rox y  c ert i fi c at e ( an d  R S L )

� 3  s t an d ard  p l u g i n s p rov i d ed :  lcas_userallow.mod, 
lcas_userban.mod, lcas_timeslots.mod

� N ew p l u g i n :  lcas_voms.mod
� Replaces lcas_userallow.mod

� A u t h o r i z at i o n  b ased  o n  V O M S  i n f o r m at i o n  i n  u ser  pr o x y

� A u t h o r i z ed  V O s f r o m  ei t h er  g r i d - m apf i le o r  G A C L  f i le

� S u ppo r t s ‘ o ld - st y le’  u ser  pr o x i es as w ell

� Documentation:

� L C A S :  h t t p: / / w w w . d u t ch g r i d . n l/ D at aG r i d / w p4 / lcas/ ed g - lcas- 1 . 1 /

� G A C L :  h t t p: / / w w w . g r i d pp. ac. u k / au t h z / g acl
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Local Credential Mapping Service (LCMAPS)

LCMAPS-0 . 0 . 1 6  ( i n t e g r a t e d  i n  d e v  t b ,  E D G  2 . 1 )

� Plug- i n  framework, driven by comprehensive p o li c y  d e s c r i p t i o n  la n gua ge

� M apping  based on u ser ident it y, V O  affil iat ion, sit e- l ocal  pol icy

� P rovides l ocal  credent ial s needed for j obs in fabric

� S u pport s st andard U N I X  credent ial s ( incl .  pool  accou nt s)

� L C F G  obj ect :  edg - l cfg - l cmaps- 1 . 0

� T o be done:  A F S / K rb5  su pport :  N ovember ?

� D ocu ment at ion:  ht t p: / / www. du t chg rid. nl / D at aG rid/ wp4 / l cmaps/ edg -
l cmaps- 0 . 0 . 1 6
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LCMAPS – m o d u l e s

�Modules represent atomic f unc ti ona li ty

� S ta nda rd a c q ui si ti on m odules:

� lcmaps_localaccount.mod: from user DN assign local UID

� lcmaps_poolaccount.mod: from user DN assign UID from p ool

� V O MS  a c q ui si ti on m odules:

� lcmaps_voms.mod: ex t ract  V O M S  info from p rox y

� lcmaps_voms_localgroup.mod: assign G ID b ased  on V O M S  info

� lcmaps_voms_poolgroup.mod: assign G ID from p ool,  b ased  on V O M S  info

� lcmaps_voms_poolaccount.mod: assign UID from p ool,  b ased  on DN,  V O M S  and  
G IDs

� E nf orc em ent m odules

� lcmaps_posix_enf.mod: set reuid ( ) ,  set regid ( )  and  set group s( )  in gat ek eep er p rocess 

� lcmaps_ldap_end.mod: up d at e d ist rib ut ed  user d at ab ase

� I n prog ress

� G et  A F S / K rb 5  t ok en b ased  on user DN ( gssk log)

�…
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edg- ga t ek eep er

�Current version: edg-ga tek eep er-2 . 2 . 8

� S up p orts L CA S  ( eith er ‘ dl op ened’  or l ink ed in)

� S up p orts L CM A P S  ( eith er ‘ dl op ened’  or l ink ed in)

� N ew  version sup p orts th e server version of  L CA S  
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Integration LCAS & LCMAPS

�Basic integration finished end of last week

� A few problems with VOMS servers and the like are solved

� VOMS servers only  for I T eam and W P 6

� L C M A P S

� edg-lcfg-lcmaps works fine

� I nvolves one manu al step:  c reation of a g rou pmapfile ( u se edg l-lc fg -filec opy
obj ec t ! )

� defau lt E D G  L C MAP S c onfig u ration:  N o L D AP , N o poolg rou ps

� L C A S

� edg-lcas-voms2gacl c reates L C AS G AC L  file au tomatic ally  from g rid-mapfile

� T esting on the dev elop m ent testb ed continu es …  ( ? )



Martijn Steenbakkers – Gridification progress report   – 2003.09.26  - Heidelberg

To be done

�Job repository

� Store job status, local credential mapping (plugin L C M A P S), job description, user 
prox y , global job I D  (f rom jobmanager)

� R epository  and access A P I

� L D A P  directory

� F oreseen deliv ery :  O ctober/ N ov ember

� A F S / K erberos su pport in  L C M A P S

� F oreseen deliv ery :  N ov ember ?

� L C A S  serv er im pl em en ta tion

� M ay  inv olv e a f ew  ch anges in th e edg-gatek eeper

� F oreseen deliv ery :  N ov ember

� (F rom G A C L   to X A C M L ) ?

� G iv e su pport f or ed g -g a tek eeper,  L C A S ,  a n d  L C M A P S



Martijn Steenbakkers – Gridification progress report   – 2003.09.26  - Heidelberg

Dissemination

�GGF (various WG and RG: authorization WG, site AAA RG)

� E val uation b y  P P D G/ GriP hy N p roj ec ts

� I n the N etherl ands: V L -E  (V irtual  L ab oratory  f or E -sc ienc e)
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Timetable gridification components

??S e p t e m b e rF L I D S

??N o v e m b e rF A B N A T

S e p t e m b e r  ??E n d  o f  A u g u s t  ?J o b  R e p o s i t o r y

S e p t e m b e rE n d  o f  J u l y / A u g u s t
L C A S - 2 . 0  ( s e r v e r  +  
V O M S  p l u g i n )

J u l y  ? ( a f t e r  V O M S )E n d  o f  J u n e
L C M A P S - 1 . 0  ( +  e d g -
g a t e k e e p e r - 2 . 2 )

IntegrationR el eas eC om p onent


