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« Within the scope of LCG we are responsible for monitoring how
the grid is running — who is up, who is down, and why

 Identifying Problems, Contact the Right People, Suggest Actions

* Providing scalable solutions to allow other people to monitor
resources

* Manage site Information — definitive source of information

« Accounting — Aggregate Job Throughput (per Site, per VO)
« Established at CLRC (RAL)

« Status of LCG2 Grid here:

http://goc.grid-support.ac.uk/

Dave Kant
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J Why We Monitor
Keep systems up and running
Notice failures; grid-wide services mds;
Knowing what services a site should be running
no point raising an alert if the site isn’t meant to run it!
definition of services and which sites run them (SLA)

. What Tools Do We Use
Job Submission; Gridilce; Nagios
How — Database
Developments Planned nagios

] Plans over next 12 months

Dave Kant
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GOC Site Database

* Develop and maintain a database to hold Site Information
« Contact Lists, Nodes, IP, URLs, Scheduled Maintenance

« Each Site has its own Administration Page where Access is
Controlled through the use of X509 certificates. (GridSite)

« Monitoring Scripts read information in database and run a set of
customised tools to monitor the infrastructure

* To be included in the monitoring a site must register its
resources (CE,SE,RB,RC,RLS,MDS,RGMA,BDII,..)

Dave Kant
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GOC

Secure Database Management via HTTPS / X.509

People, Contact Information, Resources

Scheduled Maintenance

https

Y

N
GOC

GridSite
My SQL
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Resource Centre

Resources & Site Information

EDG, LCG-1, LCG-2,

~
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ce

se
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RC

bdii

rb

SQL

am<xomw

adc0d 5 cern ch

adc0018 cernch

Certificate Lifetime

GlUIE attr
GlueCFinfoHostName

GIS attr sitelame

Gatelesper
Authertication Test

GridFTP Service

Certificate Lifetime

GIE attr
GlueCFinfoHosthame

GIS attr stelame

Gatelesper
Suthertication Test

GridFTP Service

GlUIE attr
GlueCFinfoHosthame

GIS attr sitelame

Gateleeper
Authertication Test

Draft vO.1

# No information

® Not responding

Globug K
via GERN RB.OK S
RAL CAM MNIKHEF
IC Prague Krakow
FZK
CERN - CSCS BUDAPEST
Mi
IN2P3 2,
Usc -e!FCA - o oNar
ROME
uaM 4 UH
CIEMAT |F 5
oK 21-01-2004 11:03:21 2d th14m&1s 1153 Certificate expires: {37 ks {B)dys {2)hrs {46)min {12)sec

21-01-2004 11:26:30 0d Oh 25m 75 313

CRTIGADN 21-01-2004 11:43:36 0d Dh 9m 575 363

ok 21-01-2004 11:45:47 5d 18h 38m 42 1/3
ok 21-01-2004 11:05:38 5d 16h 18m 345 113
ok 21-01-2004 11:15:47 5d 16h 58m 255 113

21-01-2004 11:43:55 0d Oh 9m 375 313

CRIGADN 21-01-2004 11:4%:03 04 Dh 4m 375 153

ok 21-01-2004 11:05:55 5d 18h 38m 17 113
ok 21-01-2004 11:19:03 5d 16h 18m 8= 143
ok 21-01-2004 11:34:28 5d 16h 37m 265 1/3

21012004 11,4337 QO 3m 575 113
CRITIGADN 21-01-2004 11:04.23 04 Dh 49m 75 153

ok 21-01-2004 11:19:37 5d 168h 17m 18 113

(Return code of 127 is out of bounds - plugin may be missing)
(Return code of 127 is out of bounds - plugin may be missing)
GRAM Avthertication test successful

GRIDFTP Test Pass

Certiticate expires: {37 jwks {6)dys {2)hrs {30)min {49)sec
(Return code of 127 i5 out of bounds - plugin may be missing)
(Return code of 127 is out of bounds - plugin may be missing)
GRAM Authertication test successful

GRIDFTP Test Pass

Certificate expires: {47 pvks {Bldvs {23hrs {36 }min {0 }zec
(Return code of 127 is out of bounds - plugin may be missing)
(Return code of 127 is out of bounds - plugin may be missing)

GRAM Avthertication test successful

Dave Kant
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EXAMPLE: RAL Site

People: Who do we notify when there are problems

Iy,

Contacts:

Trewvor Daniels

Dave Kant

martin Bly

Steve Traylen
Andrew Sansurm

John Gordon
Alistair Mills

Matt Thorpe

Deployment Team Member

Deployment Team Member

Deployment Team Member
Deployment Team Member
Deployment Team Member
Deployment Team Member

GOC DB Webh Admin

t.danielsdorl. ac.uk

d.kantdr. ac.uk

m.].blydrl.ac.uk
s traylendrl, ac.uk
r.a.sansumidmrl. ac. uk

L.c.gordondrl.ac. uk
a.b.mills@rl. ac.uk

tn.s. thorpedorl. ac. uk

+44 (011235

+44 (011235

+44 (011235
+44 (011235
+44 (011235
+44 (011235
+44 (011235

+44 (011235

[Click to add a new contact]

F7a093

77E1va

446951
446777
445863
446574
446054

77E1va

0g00 - 1700
(Mon-Wed)

0900 - 18.00

(Maon-Fri}

0230 - 1700
(Maon-Fri}

Dave Kant
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Nodes:

Type
LCFG
MDS

BDII
PRO=
FB
EE
BDII
U1
U1
EE
FB
ELS
MM
M

Hosthame
Icfg
lcges01
lcgrbOl
lcgeoe0l
Icgsenl
lcguiol
Icgbdii
lcgrbpOl
lcgrboz
lcgoen2
lcgbdiinz
lcguioz
gppuid4
gppcellb
gppse0s
gpprlis05

gpprg0s
gppnmia&

IP Address

130.246.183.
130,246,183,
130.246.183.
130.246.183.
130.246.183.
130.246.183.
130.246.183.
130.246.183.
130.246.183.
130.246.183.
130.246.183.
130.246.183.
130.246.183.
130.246.187.
130.246.187.
130.246.187.
130.246.187.
130.246.187.

[Click to add a new node]

EXAMPLE: RAL Site

111
187
184
182
151
123
185
186
159
128
191
194
172
142
140
153
151
145

Draft vO.1

Node Information (Type, Hostname, IP Address, Group)

Group

LCG-1
LCG-1
LCG-1
LCG-1
LCG-1
LCG-1
LCG-1
LCG-1
LCG-2
LCG-2
LCG-2
LCG-2
EDG
EDG
EDG
EDG
EDG
EDG

Dave Kant
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Monitoring Services

* There are many frameworks which can be used to monitor distributed
environments

« MAPCENTRE http://mapcenter.in2p3.fr/

« GPPMON http://goc.grid-support.ac.uk/
 GRIDICE http://edt002.cnaf.infn.it:50080/gridice/
* NAGIOS http://www.nagios.org/

« MONALISA http://monalisa.cacr.caltech.edu/

 Example: Mapcentre 30 sites ~ 500 lines in config file (static version)
 Example: Nagios 30 sites, 12 individual config files with dependencies

» Developed Tools to Configure these services to make the job easier
NAGIOS, MAPCENTER and GPPMON

Dave Kant
D.Kant@RL.AC.UK
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GOC Features — GPPMon

Status of Grid, based on the success of job submission to resources,
displayed as a world map, with sites represented by coloured dots

* SQL Query of Database -> List of Resources (CE , RB)
*Job Submission to each Site in Two Ways:
Direct to CE = globus-job-run
Indirect to CE via Resource Brokers = edg-job-submit
* Responses Collected and Translated into a Site Status Colour Index
Success via RB = Green, Globus Only = Orange, Fail = Red

» Geographical View Presented Against World Map

Dave Kant
D.Kant@RL.AC.UK
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SQL\
QUERY
/\

GOC (Ul

V

Build List of
CE, RB
Resources

GOC Job Submission Flow Diagram

Draft vO.1

h 4

wget http://goc_ui/ack.cgi?RB.CE Q
WN

received acknowledgement

sent
acknowledge

—

create

JOB Script
RB.CE

T

o«

Other.GlueCEUnNIiquelD [

edg-job-submit

Dave Kant
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GOC Job Submission Flow Diag@faft VO_ 1

1
SQL
QUERY

V

Build List of
CE, RB
Resources

|l Comene

wget http://goc_ui/ack.cgi?GLOBUS.CE

sent \ 3
acknowledge

 —
create

JOB Script
GLOBUS.CE

received acknowledgement

4

»
»

2

globus-job-run

@«

Dave Kant
D.Kant@RL.AC.UK



\

@ CCLRC LCG2 CORE SITES Status: 8th May 2004 17.00
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Draft vO.1
GOC Features — Nagios Monitoring

Nagios is a powerfull monitoring service that supports
notifications, and the execution of remote agents to correct

problems when faults are discovered.

\\&%

. Advantages => proactively monitor grid (NRPE daemon)
. Automatic Configuration of Nagios based on Database

. Developed a set of plugins which focus on service behaviour
and data consistency
Do RBs find resources?
Does Site GIIS’s publish correct hostname?
Is the site running the latest stable software release?
Does the Gatekeeper authentication service work?
Are the host certificates valid e.g Issued by Trusted CA
Are essential services running e.g GridFTP
. Further plugins are being developed (e.g certification)

Dave Kant
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Service Summary for Nodes:

Nagios ScreerD&hfot/0.1

Certificate Lifetime Check , GridFTP , GRAM Authentication
Site Attributes via GIIS (siteName, Tag, ...)

HOST PLUGIN STATUS

adc001S cern.ch Cerificate Lifetime Dk 03-02-2004 132759 7d 21h49m 45=
IS attr 4
GlueCEnfaHosthame Dk 03-02-2004 12:41:39 7d 21h 11m 39=
IS attr sitebliame Dk 03-02-2004 12:54:40 7o 20kh:58m =
Gateleeper S
B Dk 03-02-2004 13:07:49 7d 21h 439m 29=
EHdETE Service Dk 03-02-200413:28:00 7d 21hE1m Tz

SRS DR UESIREBRNE Certficate Litetine  OK (03-02-2004 13:28:00 7d 21h 30m 255
GIIS st i
R - 03-02-2004 124300 7d 21h 48m 203
GIS st siteriame  RITIGARN 03-02-2004 12:55:32 7d 20h 57m 13
zatekesper AT
el 03-02-2004 13:03:30 7d 20 43m 435
Gridf TP Service  OK (03-02-200413:26:20 7d 21h 48m %
RRDTadl OK 03-02-2004 13:34:17 Td 21h 9m 33

113
143
143
113

143
143

113

113

113

113
111

STATUS INFORMATION

Cerificate expires: {36 ks i0dys A0 hre 121 3min {534 ksec
GlueCElinfoHostMame attribute is adc0015 cern.ch
ziteMame iz CERMN-LCGT dataGridYerzion is LCGT-1 1.3
GRAM Authentication test successful

GRIDETP Test Pass
Cedificate expites: {46 ks f05dys [00rs {42 inin 729558

[ Socket: INET: connect: Conmection refused
[ Socket : INET: connect: Connection refuzed
GRAM Authertication fest successful

GRIDETR Test Pazs

GRAM Authentication test successful
Dave Kant
D.Kant@RL.AC.UK
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Site view

http://grid-ice.esc.rl.ac.ugjggdice0 1

GED VI

io(CE

the eyes of the Grid

GFIS wiew

Gro{ch sa poduct of

Select Site

Site
cern.ch
chaf.infh.it
cr.cnaf.infn.it
fnal.gow
fzk.de

grid.sinica. edu. tw

hikhef.nl
triumf.ca

TOTAL

Generated: Mon,

Slot#

(IR uininin

Computing Resources

SlotFree SlotLoad i Funlob ‘Waitlob

CPU# CPULoad

Paower

To2647

433978

v 1106625

Storage Resources

Total

Available
67.5 Gb 69.1 Gh

262.0 cb 299.7 cb DHEEE

E9.8 Gb ©69.0 Gb

8.2 Gb 16.8 Gb
E.6 Th Z22.4 Th
1.4Th 1.7 Thb

729.1 Gb731.1 Gb

8.6 Th 259 Th

GridICE Homepage
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Site wiew WD wiew GED wiew Gris wiew

Select Site ﬂ and/or Role ﬂ Full “igw

gridpp.rl.ac.uk

. P Ma  PaA - Full
lcgrbo2.gridpp.rl.ac.uk RB ) UDP{LY)

CPL Time

s Mame Lat irs st 1Man L 1Ma: Ayg ! K=k A
condorg-scheduler s 1 1-3:15 1-3:15 | O o | 0 o | 0-0:0 o0-0:0
condor-master s 11 1-3:15 1-3:15 | 0 o | 0 o | 0-0:0 o0-0:0
frmon-agent s |1 1-3: 16 1-3:16 | 0 o | 0 o | 0-0:0 0-0:0
ftp-server s 11 1-2: 15 1-2:1a | 0 o | 0 o | 0-0:0 0-0:0
job-controller s 11 1-3:15 1-3:15 | 0 o i o o | 0-0:2 0-0:2
local-logger =] 1 1-2:1 1-2:1 1] 0 0 a 0-0:0 0-0:0
BIrelEy local-logger-

b S B 1-4:1 0-3:11 0 ] ] a o-0.3 o-0.3
interlog

logging-and-
bookkeeping
log-monitor
network-server
proxy-renewal
workload-manager

1 1-3:11

P11 1-2:55 0-0:7
: 1-3:11
bo21 1-3:13 1-3:13
L4 1-3:16 1-3:14
L4 1-3: 16 1-3:16

wloomom m
o e T o Y e S
oOooooao O
[ o RS
oOoooo O
i
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P& Full
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ok 1
) | o o o R

lcgeeD?2.gridpp.rl.ac.uk CE UpTime: 7-2 1S, 2 Socket: TC 3 LUDP{18)

FS MWa P& Full

lcgseDl.gridpp.rl.ac.uk S UpTime: 7 Socket: TCP{16) UDP{12)

+00an GridICE Homepage



=7 LCG Accounting Overvieraft vO.1
We have an accounting

CE solution.

PBS/LSE The Accounting Is provided

Jobmanager Log by RGMA

At each site, log-file data is

GateKeeper processed from different
sources and published into a

Listens on port 2119 local database

GRAM Authentication

| MON
GIIS .| RGMA
LDAP Information .| Database
Server

Dave Kant

D.Kant@RL.AC.UK
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Total Number of Jobs per VO per Site (ok)

Total Number of Jobs per VO aggregated over all sites (to be done)

Tailor plots according to the requirements of the user community

Taipei Statistics Feb/Mar
FR00

LCG Accounting — How it W‘EBFaft vO.1
GOC provides an interface to produce accounting plots “on-demand”

B0

anoo -

G000

000

# Jobs

20000

1000

|:| [ | [ |

Total Jan Fek Mar

& dteam @—azlice -W-cns
- bahar

~ 1000 Alice Jobs

dteam 86.95%

alice 11.24%

cms 0.17E
habar O 00
atlaz 1.63%

B dtean 6452 W—alice 539 B cpz 13

- habar O B—atlas 122
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@ CCLRC LCG Accounting  Draft v0.1

CNAF Statistics March RAL Statistics March
~ 10,000 Alice Jobs ~ 6,300 Alice Jobs
Mar M

alice 33.41%

alice 7d.00%
cmE 3008

habar 0028
atlas 3.68%

cms 2,508
habar O .00F
atlaz z.19%

dteam 21.31%

dtean 59.36%

B dteam 2951 W zlice 10250 B-cms 346 B dtean 11716 @ 3zlice 6316 W—cmz 574
& pabar 0 B atlaz 304 - babar 3 B stlaz 595

Dave Kant
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LCG Accounting — How it Workp raft VO- 1

=,
=
CE MON
&)
(D
DATA SOURCE q
|
PBS EVENT LOGS | seL

—

/var/spool/pbs/server_priv/accounting
20040203 20040204 20040205

PbsRecords Table

LcgProcessed Table

PBS filter to extract data from the event log records.

RGMA-API publishes data to a PbsRecords database table on the
MON box and records the names of the processed logs for book-

keeping

Dave Kant
D.Kant@RL.AC.UK




:_y-_//_,/ LCG Accounting — How it WorkD raft VO. 1

“END” EVENT RECORDS CONTAIN THE FOLLOWING INFORMATION

S SRR SS S S TSRS +
Field Type | MON

S SRR SS S S TSRS +

RecordldentityP varchar(255)|

SiteName | varchar(50) | SQL| PbsRecords Table
JobName varchar(100)

LocalUserlD varchar(20)

LocalUserGroup varchar(20)

WallDuration varchar(30)

CpuDuration varchar(30) The actual table schema
WallDurationSeconds | int(11) | : . :
CpuDurationSeconds | int(11) | conta_lns more information
StartTime varchar(30) | than is shown here.
StopTime varchar(30) |

SubmitHost varchar(50) | Dave Kant

D.Kant@RL.AC.UK
1



7)) LCG Accounting — How it Work
@__//CCLRC Draft v0.1

]
—

)var/log:
globus-gatekeeper.log.20040201040203.9z

messages.2.gz messages.3.9z

Extract data from globus-gatekeeper and system messages logs

Record a list of files processed to reduce network traffic/load

Dave Kant
D.Kant@RL.AC.UK



e S +
| Field | Type
e S +

RecordldentityG | varchar(255) | MON

GramScriptJobID | varchar(100) |

LocalJoblD varchar(50)

GlobalUserName | varchar(255) SQL  GKRecords Table
SubmitHost varchar(50)

SiteName | varchar(50) |

ValidFrom | date |

ValidUnti] | date | The actual table schema
Fommmmm oo Fommmmmomm e t  contains more information that

IS shown here.

Dave Kant
D.Kant@RL.AC.UK
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23 LCG Accounting — How it Work
@__///CCLRC Draft vO.1

=

In order to match the authenticated user DN’s to the corresponding jobs
we need to process the system message logs.

Record ID : [GK] =/= Record ID [PBS]

PBSJobNamelD
1390.Icgce02.gridpp.rl.ac.uk

—

1761820949:1390 >

GramScriptJobID
1076820949:lcgpbs:internal _1476347454:10033.1076820948

HO000000000000a
00000000000000O0

Gatekeeper log Messages log PBS Event log
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LCG Accounting — How it Work

GIIS

)

_
0 DATA SOURCE

LDAP GIIS Server

J

- 3
-\“-)

<GS

-'§|

>

Draft v0.1

MON

SQL

SpecRecords Table

GIIS filter to collect CPU performance benchmarks for the worker
nodes from the subclusters attached to the CE.

RGMA-API publishes data to SpecRecords database table on the MON

box

Dave Kant
D.Kant@RL.AC.UK




S S +
| Field | Type |
- T + MON
Recordldentity | varchar(255)
SiteName varchar(50) SQL| SpecRecords Table
ClusterID varchar(50)
SubClusterID | varchar(50)

SpeclInt2000 Int(11) |
SpecFloat2000 | int(11) |

CPU Performance benchmarks for ~ The actual table schema
the worker nodes in the subclusters _contams more information that
attached to the CE IS shown here.

Dave Kant
D.Kant@RL.AC.UK




7, LCG Accounting — How it Work
@ccu{c ) Draft v0.1

3-Way join matches records and writes them to the LcgRecords Table.
LcgRecords records are unique

Site now has a copy of its own accounting data. Dave Kant
D.Kant@RL.AC.UK




% LCG Accounting — How it Work
@__//CCLRC Draft v0.1

Data processed at each site is streamed to the GOC server

GOC has then aggregated information for all sites Dave Kant
D.Kant@RL.AC.UK
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Total Number of Jobs per VO per Site (ok)

Total Number of Jobs per VO aggregated over all sites (to be done)

Tailor plots according to the requirements of the user community

Taipei Statistics Feb/Mar
FR00

LCG Accounting — How it W‘EBFaft vO.1
GOC provides an interface to produce accounting plots “on-demand”

B0

anoo -

G000

000

# Jobs

20000

1000

|:| [ | [ |

Total Jan Fek Mar

& dteam @—azlice -W-cns
- bahar

~ 1000 Alice Jobs

dteam 86.95%

alice 11.24%

cms 0.17E
habar O 00
atlaz 1.63%

B dtean 6452 W—alice 539 B cpz 13

- habar O B—atlas 122
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@ CCLRC LCG Accounting  Draft v0.1

CNAF Statistics March RAL Statistics March
~ 10,000 Alice Jobs ~ 6,300 Alice Jobs
Mar M

alice 33.41%

alice 7d.00%
cmE 3008

habar 0028
atlas 3.68%

cms 2,508
habar O .00F
atlaz z.19%

dteam 21.31%

dtean 59.36%

B dteam 2951 W zlice 10250 B-cms 346 B dtean 11716 @ 3zlice 6316 W—cmz 574
& pabar 0 B atlaz 304 - babar 3 B stlaz 595

Dave Kant
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LHC Accounting SummaryDraft v0.1
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1. PBS log processed daily on site CE to extract required data, filter acts
as R-GMA DBProducer -> PbsRecords table

2. Gatekeeper log processed daily on site CE to extract required data, filter
acts as R-GMA DBProducer -> GkRecords table

3. Site GIIS interrogated daily on site CE to obtain Specint and SpecFloat
values for CE, acts as DBProducer -> SpecRecords table, one dated
record per day

4. These three tables joined daily on MON to produce LcgRecords table.
As each record is produced program acts as StreamProducer to send
the entries to the LcgRecords table on the GOC site.

5. Site now has table containing its own accounting data; GOC has
aggregated table over whole of LCG.

6. Interactive and regular reports produced by site or at GOC site as
required.
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1. There is no R-GMA infrastructure LCG-wide, so most sites are not able to
install and run the accounting suite at present. It is expected that R-GMA
and the MON boxes will be rolled out in LCG2 soon after the storage
problems are resolved. Until this happens the complete batch and
gatekeeper logs will have to be copied to the GOC site for processing.

2. The VO associated with a user’'s DN is not available in the batch or
gatekeeper logs. It will be assumed that the group ID used to execute user
jobs, which is available, is the same as the VO name. This needs to be
acknowledged as an LCG requirement.

3. The global jobID assigned by the Resource Broker is not available in the
batch or gatekeeper logs. This global jobID cannot therefore appear in the
accounting reports. The RB Events Database contains this, but that is not
accessible nor is it designed to be easily processed.

4. At present the logs provide no means of distinguishing sub-clusters of a CE
which have nodes of differing processing power. Changes to the
information logged by the batch system will be required before such
heterogeneous sites can be accounted properly. At present it is believed all
sites are homogeneous.
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