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el Qutline
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m Terms and Concepts
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® Proxies
m Single and double firewalls
m Proxy clusters for scalability

® Security transformations
# Conclusions & Acknowledgements
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. A manager isan optionally
:replicated xrootd/olbd pair
‘N functioning asa root node

Up to 64 servers
or cells can connect
to a manager

A server isan xrootd/olbd
pair leaf node that
deliversdata

A cell is 1-t0-64 entities (serversor cells)
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=) Extending Access

# Easy clustered local access
m Everyone sees everyone
m Simple configuration
= L ow human overhead to maintain

B Remote access
m Difficult because of connection constraints
= Want to make it humanly administrable

m Critical to minimize cross-domain knowledge

#t Utilize the peer-to-peer nature of xrootd
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=) Scaling Proxies

i Need to provide more than one proxy
m Selection criteriafor proxies?

# Utilize natural rooted clustering
m Create proxy clusters

m Automatically load balance
m No practical limit on number
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<) Dealing With L ockdowns

# Double Firewalls
m Reality setsin.
= |[ncoming and outgoing traffic limited
ut Utilize peer-to-peer nature of rooted
= Maintains practical ssmplicity
u Alternative not particularly appealing

= Application controlled firewall
m LBL and ANL modelsfor gridFTP.

m Could use xrootd’ s for this as well, though.
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el N-to-M Authentication 1ssues

i Clusters of proxies on each side
m Random server-server connections

= Authentication key management issues
m Complex because of size and interactions
m Would like to smplify key distribution

m Use a security transformation
m GSl to global session key
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1 Authenticate & develop session key

2 Distribute session key to authenticated subscribers
3 Serverscan log into each other using session key

MWSG 5-6 June 2006 16: http://xrootd.slac.stanford.edu O



Sta nford

LII"IEB!‘

ol Extending Security Transforms

# xrootd protocol allows security transforms

m Redirect can pass along a CGl string
= Anyone can redirect!
m No practical redirect l[imit.

m Allows security framework substitutions
m Minimizes GSlI intra-cluster overhead
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el Conclusion

B xrootd has a security enabling architecture
m Protocol was designed with security in mind

m Accommodates security transforms
m Server-to-server
m Client-server

m Very easy to administer
m Critical for maintaining security
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