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The Grid world

* The Grid is composed of two parties
- Users (looking for resources)
— Computing Sites (providing resources)

* The Grid is supposed to be generic

- No technical restrictions on what is run on the
resources, only usage policies

* But this implies that Sites trust the Users
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Site trusts user

1 — Establish trust
(once per site

. 3 — Job starts
T 2 gebusibrn s

- gIObUS'jOb'run 100s of sites and " WN
100k users

Does not scale! WN

WN

Useful only
for exceptions

User Example: Short term contractor. Site
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Site trusts VO that trusts user

4 - globus-job-run

100s of sites and

00sof VOs
P vous /

i
3- voms:-proxy-init 4 11— Establis.h trust o
(once per site) 5 — Job starts

e

VOM
\; WN
2 — Establish trust
(once per VO)
100s of users per VO WN
a few VOs per user
WN

Sites can still selectively
white or blacklist single users.

User VO Site
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With delegation come responsibilities

* Sites don't trust the users Users directly,
anymore
— They trust them because a higher body
guarantees for them!
* All links in the Chain of Trust must

behave properly

— If a single piece of the chain fails,
the whole chain is broken!
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VOs need to be responsible

* VOs guarantee for their users

* |If a VO is notified that a user misbehaved
- The VO needs to take action against the user

* |f a VO fails to correct the problem, the trust
relationship will be broken

But what does really mean
being responsible for the users?
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The simple scenario

2 - globusAob-run |~ EAASALS
/ . 3 — Job starts
1- voms-proxy-init

a WN

WN

WN

User VO S|te

Nov 14th 2006 The Chain of Trust



A simple VO portal

1- voms-proxy-init_ BRVe]\Y/f

3 - globus-job-run 4 — Job starts

\ “~d WN
| T VO portal

2 - VO-JOb—run WN

WN

VO guarantees
for its middleware.

Usel’ VO S|te
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A user provided infrastructure

The site probably does not even notice.

VOMS
P vous
4 — Job starts

The VO should be A~
d : " WN
aware of it!
2 - group-job-run
WN
Group portal
3 - globus-job-run WN

VO guarantees
for its users.

User VO Site
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A pilot VO portal

1- voms-proxy-init - BAVel\V/ 3 - globus-job-run

with VO Pilot DN
Pilot starts
O /

CE
a WN
2 - VO-job-ru

ob starts

WN

VO guarantees
for its middleware.

Usel’ VO S|te
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A pilot group portal

The VO should be
aware of it!

1- voms-proxy-init

ﬂ 4 — Pilot starts

* VOMS

2 - groyp-job-run

\~ WN
m

Pilot globus-|

queue with Group Pilot DN

5 — Job starts WN

.

Group portal

VO guarantees
for its users.

User VO Site
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Mix and match — an example

be aware of it

1-
2 - groyp-job-run

Pilot
queue

Group portal

The VO should

VW

- VO-job-run

4 - globus-job-run

_———r 5 — Pilot starts

a WN
__—— TN

VO portal

Job

ith Group Pilot DN
W Hp Job starts

WN

VO guarantees

User
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VO responsibilities

* VOs are responsible for

- The users

- The VO middleware

* If users set-up their own middleware, the VO is
indirectly responsible for that, too

— since it guarantees for the users
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VO Middleware can help

* The VO must monitor both
— user jobs, and
— user work practices

* The VO Middleware is the ideal place to do it

— But only if users use it!
— No control when users submit directly to the sites
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Can sites help?

* Today, sites know very little of what is going on
in the VOs
- VOs on their own when things go wrong

* |deally, the site should distinguish between the
various scenarios

— To help identify the source of the problem

— To disable the offending jobs without affecting
legitimate ones
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A complex problem

* |In the standard Push model:
- Single out compromised submit machines
— Distinguish between VO portals and user machines
— Detect improper user portals

* |In the pilot world:
— Distinguish a pilot job from a regular job
— Enforce pilots talk to the local security infrastructure
— Distinguish official pilots from user pilots

Nov 14th 2006 The Chain of Trust 16



Conclusions

* The Chain Of Trust is getting longer and thus
more complex

* VOs are responsible for their users
— And any infrastructure they put in place

* The Grid Middleware is needed to verify the
trust is not abused
— What we have today is not enough!
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