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Trust Model: Experiments and Sites 
§  Bilateral trust  

•  Sites trust Experiments 
•  Experiments trust Sites 

Ø  But not only: also experiments and sites trust their users 

§  Working together  
•  Trust works best between individuals 
•  Unrealistic to have sufficient expertise from all the 

involved partners: 
à  fundamental to build the Trust together 
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A real example: bitcoin mining (Dec 2013) 
- 9:43am: A site admin, after having noticed “strange” processes on one of its WNs, 
contacted the ATLAS security contacts 
- 11:30: User is banned from ATLAS 
- 12:30: User contacted and incident fully understood. ATLAS experts have in the 
meanwhile identified all the affected jobs (which started that same morning at 2am) 
- 15:43: Official announcement with the description of the complete (already closed) 
incident to WLCG-security contacts 
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excerpt 

Site - Experiment Security contacts - WLCG security team 
Security is based on collaboration, it relies on the trust between the players 



Do we have an issue?  
don’t think so! 

but… 

§  Reputation is always at stake 
•  Not only for “real” security incidents 
•  very difficult to control the flow of the “rumors” 
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?!? 
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