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Abstract

The paper describes a lightweight implementation of a peer-to-peer protocol. The implementation is intended as a
testbed for ideas concerning the utilization of the peer-to-peer paradigm. The protocol takes the Gnutella protocol as a
starting point, although the present implementation differs from the Gnutella protocol regarding intent as well as routing solutions.
The protocol is implemented in Python since various data types and modules offered by Python make it possible
to limit the code to a manageable size. The GUI is implemented with Tkinter.
The design has two substantial features. Firstly, the protocol is transaction-based. As a consequence, the pong
messages are no longer required since every successfully transferred message, independent of type, is a sign that a
node is active. An adaptive ping algorithm further reduces the load on bandwidth. Secondly, there is only one entry
point to the router. The way in which the router communicates with the GUI is symmetrical to the way in which it
communicates with the network. This means that the connections between the router and the GUI are characterized
by socket communication and protocol messages. This results in a fairly independent user interface, which creates a
basis for further utilization of peer-to-peer systems.

1 Introduction
A basic notion underlying all peer-to-peer (p2p) systems is that ordinary PC-users have something valuable
to share [20]. This may be network capacity, CPU-cycles or storing capacity. The notion of nodes acting as peers
is not new, even if the actual term peer-to-peer is of a fairly recent date. The Arpanet was created in 1969, and
the nodes in the Arpanet were peers. These could locate other nodes, share files, and take part in distributed
computing [28, 30].
The term p2p came into being as a way to describe new applications for file sharing [20, 22, 39] and distributed computing [4]; hence, the definitions often deal with features related to these networks, such as topology
[27], connectivity [39] and performance [18]. Nodes in a p2p network have a limited awareness of the structure
as well as of the resources of the network. This awareness varies according to whether the network is based on a
structured or on an unstructured design.
The conceptual ancestor of the present design is to be found in the Gnutella protocol [13, 14]. This means,
that the design adopts broadcasting as a means of communication. However, the design differs from the Gnutella
protocol in several respects: the design is transaction-based, the pong message is eliminated from the protocol,
the ping message carries information load and; furthermore, the ping message is sent according to an adaptive
algorithm. The intent of the design also differs from the intentions behind the Gnutella protocol. Various versions of Gnutella are used for locating (often copyrighted) material. The present design is intended as a testbed
for ideas concerning the development and utilization of p2p protocols. One conclusion drawn from the implementation is that the protocol would benefit from being rewritten into a pure ASCII protocol. Furthermore, the
fairly independent user interface combined with the transaction-based design suggest the utilization of a web-
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based interface. One possible consequence is to employ HTTP as the means of communication between p2pnodes.
In the next section, we present the peer-to-peer paradigm, its definitions and main research areas. We then
describe the Gnutella protocol messages. These constitute the comparison material for the algorithms and solutions presented in this paper. Next, we describe a transaction-based p2p protocol design. The design entails opportunities for further developing the protocol. One recommendation is to utilize HTTP as a means of exchanging p2p messages. Finally, we present an illustration of the transition from a local p2p node to a web based node.
Throughout the paper the terms “node”, “peer” and “host” are used interchangeably. The terms refer to the
participating entities in a p2p network. The term “leaf node” is used to denote a node that is connected to a central node that controls at least a part of the operations of a network.

2 The peer-to-peer paradigm
2.1 Definitions
The p2p concept has been delimitated against client/server concepts [37], as well as against grid computing
[11]. Explicit discussions on definitions [5, 16, 37] and frameworks for analyzing and classifying p2p applications have been offered [3, 5, 21].
Although there is an abundance of p2p definitions, the majority can be distilled into three concepts: decentralization, self-organization and resource-sharing. For an analysis of how these three concepts are interrelated,
see Aberer and Hauswirth [1]. There is also a line of thought that emphasizes the locality and connectivity of the
nodes participating in the investigated network [39]. This results in two sets of p2p criteria for classifying protocols and applications [11]. One emphasizes locality and connectivity of the nodes. This view does not consider
the direct communication between nodes to be a constituting feature of the concept of p2p. The other gives
prominence to decentralization, self-organization and direct communication between nodes.
2.1.1 Definitions based on locality and connectivity of nodes
A frequently cited definition of p2p is formulated by Shirky [39], who states that “peer-to-peer is a class of
applications that takes advantage of resources – storage, cycles, content, human presence – available at the edges
of the Internet. Because accessing these decentralized resources means operating in an environment of unstable
connectivity and unpredictable IP addresses, peer-to-peer nodes must operate outside the DNS and have significant or total autonomy from central servers.” An application meets the p2p criteria if it allows for variable connectivity and temporary network addresses, and if it gives the nodes at the edges of the network significant
autonomy.
Shirky points out that the novelty does not lie in the direct communication between nodes. The breakthrough
consists of the chances to utilize previously unused resources offered by devices that bypass the Domain Name
System (DNS). This definition encompasses systems such as Napster [29] and Seti@home [36], which rely on
centralized servers for their operations.
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2.1.2 Definitions based on decentralization and self-organization
In the present context, decentralization refers to topological properties. A decentralized network develops as
a consequence of local decisions made by the nodes of the network on the basis of local information. This means
that these networks have routing mechanisms of their own. Gnutella [13] and Freenet [22] are examples of networks that are designed to function in a decentralized way. In practice, many p2p network architectures in use
represent a hybrid version which includes both decentralized and centralized features.
Self-organizing nodes frequently have the ability to build an application level network [32]. The nodes cooperate for the benefit of the whole network, and the result is an application that could not be provided by a single
node. The management functions of the nodes are indispensable for the self-organization of the nodes. Graham
explains that “the more management power we take out of a peer […] the more we degrade the p2p architecture
[16].”

2.2 Areas of development and research
Unstructured p2p systems such as Gnutella [13, 14] do not engage in any book-keeping activities that would
keep the nodes informed of the resources of the neighboring peers. Content is queried using flooding or random
walks. These choices have caused a strain on bandwidth load. In order to solve the bandwidth problem, structured p2p systems such as CAN [31], Chord [40] and Pastry [35] were developed. These systems build distributed data structures based on peer identifiers. This facilitates query routing but render self-organizing more difficult. The self-organizing properties of the nodes give them the ability to build a virtual network on the application level [32]. Hybrid systems such as YAPPERS [12], P-Grid [2] and Structella [6] were developed in order to
support self-organization while keeping the advantages of structured systems.
An important line of p2p research has focused on the development of algorithms and structures for efficient
search in structured systems. One reason for the concentration on structured overlay networks is that unstructured systems such as Gnutella are associated with several problems concerning scalability and performance.
These problems rise from the unstructured design and the resulting algorithms for message passing. Furthermore,
the traffic on the Gnutella network does not map well to the physical network infrastructure [32]. Paradoxically,
the weaknesses make the network interesting. They have given rise to a multitude of research projects concerning many issues related to decentralized networks, e.g. [7, 23]. One result of the investigations of the Gnutella
network is the conclusion that in order for a network to function well, it cannot be fully decentralized. A hybrid
which consists of both centralized and decentralized features is preferable [7, 10]. Another result concerns message routing. Many researchers, e.g. [19, 20, 26, 32] mention an unnecessary network traffic which has to be
reduced. Massey et al. [26] recommend a restraint on ping, pong and push messages.
Another prominent line of research addresses the lack of interoperability between p2p networks. This stems
from the fact that the majority of the protocols and interfaces are application specific. As a consequence, there is
an extensive research aimed at creating standardized interfaces for p2p applications. The aim of JXTA [44] is to
provide interoperability by offering a programming platform for p2p applications. Dabek et al. [8] offer a common API for structured p2p overlays, and Aberer et al. [3] propose a general reference architecture for overlay
networks.
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3 The Gnutella protocol
3.1 Gnutella messages
The Gnutella protocol consists of messages and rules. There are five different types of messages. Two of
them, ping and pong, are used in order to register a node’s presence in the network. These messages are required
in case of a disconnection in the network. A node that has access to the information offered by the pong messages is later able to contact the registered peers. Two of the message types, query and query hit, relate to the
search function of the protocol. The last message type, push, concerns the transmission of files [13].
The nodes also have a routing function. This is expressed through the rules of the protocol. The rules govern
the way in which the nodes exchange messages. Ping and query messages are sent to all nodes that are situated
on a certain distance from the source node. These messages are answered with a pong or a query hit message
respectively. The answers are propagated back to the source node over the same nodes that forwarded the incoming message. The expression “search horizon” is used to illustrate the farthest set of hosts reachable by a search
request. A Gnutella node’s standard horizon is seven steps, usually referred to as hops [20].
In early implementations of the Gnutella protocol [13], ping messages were broadcasted over the network,
which caused a considerable strain on network performance. Modern Gnutella servents cache pong messages
[14], which means that a node does not forward ping messages to the nodes whose addresses are contained in the
pong cache. This diminishes the number of recipients reached by a ping message. The frequency of the ping
messages seems to pose a problem. The developers of Gnutellium suggest that ping messages comprise of approximately 50 % of the network traffic. They further state that one of the problems is that the investigated nodes
seemed to send ping messages on a periodical basis. The protocol does not seem to contain any regulations as to
the frequency with which to send pings. The specification draft for version 0.6 gives a somewhat alarming indication of the ping traffic. It states that a node must, if possible, respond with a number of pong messages, if it
was at least one second since another ping was received on that connection. However, the specification draft also
discusses the possibility to reduce the number of pongs by altering the protocol to support ping messages which
include pong data.
The version 0.6 protocol suggests, that if ping messages containing pong data were to be used, the nodes do
not have to discover neighbors, they can wait for the peers to announce themselves. The principle of waiting for
messages from neighboring nodes has been applied by [6, 35]. In Structella, the Gnutella-like implementation of
Castro et al. [6], each node expects a message from each neighbor in each 30 seconds period. If the node does
not receive a message, it probes the silent node in order to investigate whether it still is present in the network.
Furthermore, Structella as well as Pastry use every message sent, not only the ping and pong messages to register
the presence of the network nodes. However, these solutions still expect the ping messages to be sent on a periodical basis.

3.2 The Gnutella network
3.2.1 Performance
The network performance is among other things jeopardized by the ping and pong messages. Group membership messages and search messages require a very large percentage of the bandwidth that is available to the net-
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work [32]. Performance is also affected by the number of connections of each node and by the number of hops a
message can propagate through the network. Each hop adds to the total bandwidth load.
3.2.2 Scalability
Gnutella was designed to support a few hundred to a few thousand users [41]. This is one of the explanations
to the commonly held view that the Gnutella network does not meet the demands on scalability [19, 33, 43]. According to Ritter [34], the Gnutella network is unable to grow into an extensive network. These conclusions have
been questioned by e.g. R. and G. Schollmeier [38].
One solution to the scalability problem is to modify Gnutella into a partly hierarchical network by using super peers [18]. Clip2 introduced the concept and realized it in the Clip2 Reflector program. The next step is a
version of a Gnutella node that can operate in three different modes: peer, client and server. BearShare has implemented this idea [42].

4 Implementation of a transaction-based protocol
4.1 Intended use of the implementation
The application is intended as a prototype for testing and developing p2p systems. The node can be contained
in separate computers that together form a network. It can also be used for simulations employing nodes that are
all running on the same computer.
In order to facilitate testing, the messages are complemented with information about the nodes that send and
forward messages. It is possible to monitor the individual nodes’ activities. The implementation makes it possible to trace the routes of the messages. Thus, it is possible to discover at what point the forwarding or back
propagating of a message has failed.

4.2 Elements of the local peer-to-peer node
The p2p node consists of the following structural entities: the router, the user interface (GUI) and three data
structures that support the internal book keeping regarding messages, files and peers. The entities are illustrated
in Figure 1. The hexagons represent the above mentioned data structures, which are referred to as tables. The
broken lines between the router and the three tables connote the uses that the router makes of these data structures.
The router communicates with the user interface and the network in a symmetrical way. In both cases the
communication is characterized by protocol messages and socket communication. The arrows between the router
and the user interface and between the router and the network illustrate this communication. The oval named the
Net connotes the peers of the node.
Four threads1 maintain the activities of the node. Two are assigned to the GUI. One runs the user interface,
and one maintains a socket listener for the user interface. A third thread contains the router listening for messages from the user interface as well as from the network. The fourth keeps track on when to send ping messages
to the nodes that are registered in the peer table.
1

The threads are encapsulated by a thread module created by Peter Nylund. The thread module utlizes the Future Class by David Perry[17].
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Figure1. Local node architecture

4.2.1 The graphical user interface
The graphical user interface is situated on the same local host as the router. It communicates with the router
by sending queries and receiving query hit messages. The user interface is implemented with Tkinter. The GUI
consists of a super class, which serves as a basis for any GUI application. The super class is responsible for
opening and closing the windows as well as for the geometry management involved in placing the windows in
their right position. The main program creates the root window, imports all the available modules and sets up the
menus of the root window.
4.2.2 The router
The router receives messages both from the surrounding network and from the user interface. Regardless of
the type of communication, the router is always involved as one party. There is only one entry point to the router,
which means, that the user interface communicates with the router utilizing the same type of protocol messages
that are exchanged between the router and the network. It is not necessary to define the messages coming from
the user interface as a special message type. The messages from the interface are recognized as such, because the
GUI has an identification number of its own, and the router and the GUI are aware of their respective identification numbers.
The router applies a symmetrical format and method for proceeding when replying to the messages that come
from the network and to the messages that arrive from the user interface. A match to a search query coming from
the interface can be found locally and/or in the network. When the router sends a query hit to the user interface,
it uses the same format as for a query hit to the network.
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4.2.3 Data structures
The file repository is an ordinary directory that contains the files and further directories that the person running the node wishes to share. The router utilizes local function calls to obtain the number of files and their total
size as well as the name and size of every entry matching the search string in a query. Aside from the file repository, the node requires two additional data structures, a descriptor table and a peer table. The descriptor table
contains the descriptor id, which is a 16–byte string uniquely identifying a message on the network. The value is
preserved when messages are forwarded between nodes. When a node forwards a message, it adds the descriptor
id of the message to the descriptor table together with information on the message type and the immediate address from which it was received. The peer table contains the addresses of the peers with which the node communicates directly.
4.2.4 The socket interfaces
The socket interfaces constitute the foundation for the p2p node. The user interface listens on a socket and
the router listens on a socket. The router socket is the sole entry point to the router. The only communication
between the threads of the node occurs through a socket interface.

4.3 Transaction-based connections
4.3.1 Connections between peers
A peer has the capability to function as a server, a client and a router, but these functionalities do not as such
determine the type of network in which the node is located. The context of the node is the determining factor.
The manner in which individual members of a set of nodes, NODE, are related to each other, can be described by
the relation connections ∈ P(NODE x NODE). A pair of nodes is connected if they are related by the closure of
-1

the relation (connections ∪ connections ). The existence of a peer table, peer_table ∈ NODE → P(NODE),
determines the routing capabilities and network awareness of a node. The power set includes the alternatives that
the peer table contains the empty set, or that the node is only able to search in its own database when receiving a
query.
4.3.2 A transaction-based design
According to Drucker and Kanane [9], a transaction is “a single conceptual transfer of high-level data or control. It is defined by its begin time, end time, and all the relevant information associated with the transaction.” A
session is a durable relationship between application end points.
The Gnutella protocol is session-based. A Gnutella node connects to the network by establishing a connection
with another node currently on the network. A node’s connections to other nodes are treated as open connections
during the session. Once a connection is established, the Gnutella protocol maintains the connection by sending
control signals in the form of ping and pong messages.
This paper introduces a transaction-based p2p node. It is to be noted that this design does neither presume nor
involve UDP-communication. Every transaction is conducted via TCP-sockets. The router continuously listens
for incoming messages, either from the user interface or from the network. The outgoing messages; however, are
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sent on a transactional basis. The router opens a connection, it sends a message and closes the connection. One
reason for applying session-based protocols is that they are well suited for large messages. In consequence, a
transaction-based router entails a restriction in the size of the packets that are transferred between the nodes on
the network. The length of user data in one Ethernet packet has to be less than 1500 bytes. In the IP layer of the
OSI model, messages that are longer than 1500 bytes are fragmented during transmission.
A weakness of the session-based design is the risk that the receiver of a message becomes out of synchronization with the input stream. The descriptor header includes a field for payload length. This is the only way for a
Gnutella node to find the beginning of the next message in the input stream. Since the messages consist of fixedfield binary packets, there is no guarantee that the node is able to register the loss of synchronization.
The transaction-based design also provides an opportunity to alter the way in which the ping and pong messages are utilized. This work does not implement the pong message. The pong data are added to the ping messages. Furthermore, an adaptive ping algorithm is implemented.

4.4 Signaling traffic
4.4.1 Ping payload
The present transaction-based node offers an opportunity to reduce the network traffic regarding pings and
pongs. Furthermore, it alters the significance of the ping message as it is implemented on the basis of the
Gnutella protocol. In a session-based context, the ping message extracts information about the presence of other
nodes. In a transaction-based environment, every message constitutes a separate connection. Every successfully
transferred message is a sign of life, whether it be a ping, pong, query or query hit that produces this sign. Furthermore, both the sender and the receiver benefit from this information. The sender can update its peer table
regarding the receiver and, correspondingly, the receiver can update its information regarding the sender.
Since every successfully transferred message, independent of type, is a sign that the node is active, pong
messages are no longer necessary for the sake of notifying nodes of active peers. This affects network performance because it reduces the load on bandwidth required. The information transferred by these messages is still
needed. The present work adds this information to the ping message.
4.4.2 Adaptive ping timing
One of the problems regarding the session-based Gnutella node is that ping messages are sent frequently as
well as periodically. The present paper presents an implementation of an adaptive algorithm for sending ping
messages. The algorithm presumes the existence of a peer table containing the address of each node, a value for
time and date, and an interval in minutes. The time interval is proposed to grow successively, e.g. in powers of
two, starting with a one minute interval and ending with a 64 minutes interval. The interval in minutes indicates
the length of the time elapsed between two pings sent to the same node.
A node that is connected to the network for long periods of time will be sent a ping at most every 64 minutes
by the peers that have included this node in their tables. Since every successfully transferred message shows that
the sending node is active, nodes that actively participate in the network seldom receive a ping. When a node
does not accept a message, it is no longer active and; hence, it is removed from the peer table of the nodes that
discover this fact.
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4.5 Advantages of the Python programming language
The protocol presented in this paper is implemented with the Python programming language. Our intent in
the following is not to compare the Python language to other languages. Furthermore, we do not claim to offer
new programming code solutions or recipes. We make use of existing Python modules and functions in a way
that is in accordance with established programming practice. However, we have chosen to conduct the implementation with Python, because various data types, modules and libraries offered by Python make it possible to
limit the programming code to a manageable size. Thus, the following examples are presented in order to illustrate a few of the benefits of the language.
4.5.1 File operations
There is an inherent notion in the p2p concept that a node has to keep track on the files that it offers. In order
to gather this information, the node has to explore the file system. This can be done by using the os and / or the
os.path

module. os.listdir(path) returns a list containing the names of all files and subdirectories found in

the path directory. An added benefit of using this module is that we do not have to allocate memory for the list
returned by the module function. The example in Figure 2 uses the os.path module, which contains functions
for the analysis and transformation of path strings.
def amountFunction(arg, directory, names):
global DIRsize, nrDIRfiles
for name in names:
tmp = os.path.join(directory, name)
if os.path.isfile(tmp):
DIRsize += os.path.getsize(tmp)
nrDIRfiles += 1

Figure 2. Implementation using os.path

This function searches the File Repository and gives the number and total size of the files in the repository.
The example is not meant as a new recipe. Equivalent examples are to be found in e.g. [17, 24, 25]. The example
is intended to illustrate the statement that Python programming code can be kept at a manageable size.
4.5.2 Network protocol modules
Figure 3 is also intended as an illustration of the short and concise code made possible by the Python language. In order to send a ping message; a global variable is used, a ping object is created, a string is produced
and subsequently sent to the address supplied.
def sendPing(address):
global sessionid
ping = PingMsg.Ping(SERVNR, LocalPORTasHex, LocalIPasHex, sessionid)
msg = ping.constructMsg()
# the message string of a Ping object
sendMsg(address, msg)

Figure 3. Implementation of the method concerned with the sending of ping messages
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4.5.3 Sequence operations
When the router decides to forward a ping message that has arrived to the router, some of the values in the
message string have to be substituted. This can be carried out by slicing, as in Figure 4. By referencing segments
of the received message string, sections of the message sequence are extracted from the message and substituted
by values that reflect the forwarding router and the message’s remaining time to live.
def reactToPing(data, descrID, ttl, hops, retPort, retAddr):
ttl = checkTTL(ttl, hops)
if ttl >= 1:
forwMsg = (data[0] + LocalPORTasHex + LocalIPasHex + data[7:24] +
chr(ttl) + chr(hops) + data[26:36])
for key in Connections.keys():
if Connections[key].hops == 1 and (retAddr, retPort) != key:
sendMsg(key, forwMsg)

Figure 4. Example implementation that benefits from slicing

4.5.4 Data types
The data types tuples, dictionaries and lists substantially facilitate the handling of data structures. An added
benefit is that the programmer does not have to allocate memory for the data structures. The Descriptor Table
and Peer Table are both dictionaries that make use of the opportunity to gather objects of different types.
4.5.5 Conclusions based on the implementation of the local p2p node
The implementation has followed the praxis of the Gnutella protocol, which is characterized by a mixture of
ASCII text and binary code. Gnutella opens every session with an ASCII encoded handshake. Once the node has
connected to the network, it sends and receives packets that consist almost entirely of binary code. It is to be
noted that the search string in a query message is assumed to be pure ASCII. Files are downloaded with the help
of the HTTP protocol, which is ASCII encoded. A first proposal would be to rewrite the protocol to a pure
ASCII (UTF-8) protocol. The program code would be shorter, easier to read and easier to debug.
The second proposal concerns the development of a web-based p2p node. It is inherent in this design, that
since the user interface communicates with the router through sockets, it could connect to any router as long as it
is aware of the router’s address and listening port. This could be developed either into a network consisting of
super peers and leaf nodes, or into a design that consists of fairly independent user interfaces that contact nodes
for requests and download without providing any material of their own. This is one step from a web-based node.

4.6 HTTP as a means of peer-to-peer communication
4.6.1 The web-based peer-to-peer node
In the previously mentioned implementation of a transaction-based p2p protocol, the connections between
the router and the GUI are characterized by socket communication and protocol messages. The next evolutional
step would be to develop a web-based node, employing HTTP as a means of communication between p2p nodes.
This conclusion has resulted in a web-based implementation, which is illustrated in Figure 5.
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Figure 5. Web based node architecture

The hexagons in Figure 5 represent the data structures that facilitate the management of information concerning
messages, resources and peers. As in the previous local node, the broken lines between the router and the three
tables connote the uses that the router makes of these data structures. There is only one entry point to the router.
The router examines the requested URL in order to respond to the received p2p message in an appropriate fashion.
The user communicates with the web server. The requests from the user enter the server and are handled by
the router. The Net consists of the peers of the node. The peers are registered in the Peer Table. The unbroken
arrows connote HTTP-communication. They also connote the direction of the communication messages that are
sent.
4.6.2 Peer-to-peer messages contained in HTTP methods
The p2p messages are transferred by the HTTP protocol. The design employs three request messages, PING,
QUERY, and GUI. The PING payload is contained in the POST method. Correspondingly, a dictionary is included in the POST method when a QUERY is sent. GUI is a message directed to the graphical user interface.
The request messages give rise to text-based response messages as well as response messages that contain
HTML. The GUI is the only message that results in a response message containing HTML. The response messages to pings and queries contain plain text. In this case, one line represents one hit. It is also possible to return
the URLs of the hits in the response message to a PING or a QUERY. A small part (ping, query, GUI) of the
requested URL informs the router how to respond to a requested message.
Table 1 gives an overview of the p2p messages, the HTTP methods and the corresponding URLs. The term
node used in Table 1 connotes the server address in the form host_name: port_number.
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P2P Messages

Method

URL

PING
QUERY
GUI

HTTP POST
HTTP POST
HTTP POST/GET

http://node/ping
http://node/query
http://node/GUI

Table 1. P2P messages expressed as HTTP messages

4.6.3 Comparisons between the local node and the web-based node
The local node described in section 4 consists of a router, a graphical user interface and three data structures.
The transition from a local node to a web-based one leaves the Descriptor Table and Peer Table unchanged. The
Repository differs from the Repository Table in Figure 1. The local node offered information on files, while the
web-based node offers information on / links to resources.
The Tkinter implementation of the graphical user interface in the local node is substituted with HTML. However, the same features regarding search arguments and results are preserved.
The socket-based messages in the implementation of the local node are sent to a specific socket. The same
information is sent with the payload in the POST method. This method was designed to send input data to a
server, although the current use is to support HTML forms [15]. Since the communication is conducted with
HTTP, the message classes of the local node implementation are not required in the web-based solution. The
number of threads is reduced to a minimum of two threads: one for the ping generator and one for the router.
As a summary of the changes can be stated, that the resulting programming code is remarkably shorter than
the code that constitutes the local node.

5 Concluding remarks
This paper can be summarized as ”a peer-to-peer protocol design and its consequences.” The design refers to
the implementation of a local p2p node. This design creates a basis for further development of peer-to-peer systems. As a consequence of this, a web-based p2p node is developed. Thus, the paper presents two p2p implementations. The first implementation takes the Gnutella protocol as its starting point. The reason for this is that the
Gnutella protocol is a simple, well-documented open protocol. However, the presented implementation differs
from the Gnutella protocol regarding intent as well as routing solutions. The main features of this implementation are as follows: the transaction-based design, the adaptive ping algorithm, and the router’s symmetric way of
communicating with the GUI and the surrounding peers. The transaction-based design of the local node points in
the direction of the HTTP protocol. Based on this conclusion, a web-based p2p node has been developed and
presented. Both implementations are characterized by a transaction-based design, and both implementations
make use of the adaptive ping algorithm. Needless to say, the swift transition from a local p2p node to a webbased node also serves as an illustration of the flexibility and simplicity of the Python programming language.
The adaptive ping algorithm is based on the assumption that some nodes are more stable than other nodes.
There are nodes that connect to the network for short periods of time, and there are nodes that remain connected
to the network for a substantial amount of time. The adaptive ping algorithm assumes, that an active node that is
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considered stable will remain active in the near future. We have not yet explored these assumptions. We intend
to test the adaptive ping algorithm in a laboratory environment.
When a stable node ceases to be reachable, it might still be included in the peer tables of its peers during the
next hour. However, this is only the case as long as the other nodes do not see any reason to contact this node. A
consequence of the transaction-based design is that every message constitutes a separate connection. The router
opens a connection, it sends a message and closes the connection. If the addressee is not active, it is not possible
to open the connection. The sending node is immediately informed of this fact and updates its peer table correspondingly.
It is to be noted that HTTP is a stateless protocol. Thus, the communication is stateless; however, the p2p
nodes are not stateless. The nodes keep track on their environment and send pings to their peers according to the
given algorithm. A consequence of utilizing HTTP is that a user does not have to be in the presence of the computer running the p2p node. This creates a basis for a further development of p2p systems.
It has not escaped our notice that the presented implementations might lead to the application of the p2p concept in more mundane surroundings than the Gnutella protocol offers. The implementation, which concerns the
local node is intended as a testbed for ideas regarding the utilization of the p2p paradigm. The implementation
based on HTTP has been developed in a laboratory environment. The design will be further tested in the same
environment.
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