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Context ïCERN

ī PLCs for controlling vacuum, 

cryogenics, CV, etc. systems

+ safety systems

ī Failures might have negative impact

ī Increasing complexity

without decreasing quality?

© CERN



Context ïPLCs at CERN

ī Programmable Logic Controllers

robust industrial computers

ī Small computing capacity,

special programming languages

ī 1000+ PLCs at CERN

© Siemens AG 2014,

All rights reserved



Goal

ī To improve the quality by eliminating bugs
Å Complementing automated and manual testing

ī Model checking to find ñhigh qualityò bugs

ī Integrating formal verification to

the development process



What is formal verification?

ī Formal verification: mathematically sound methods to 

check properties of specifications / implementations / é

ī Model checking
Å Automated formal verification method

Å Checks all possible executions (contrarily to testing)

Å Goal: prove correctness OR find hidden/rare problems
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Testing vs. model checking

Testing Model checking

+
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Å Inputs are known,

outputs are checked

ÅE.g. the possibility of an output 

combination is checked.

ÅTemporal expressions are possible

add(5,3)=8 ? ÁÄÄƽƛƗƛƾ˱ʣ ơ



Usage of formal verification

ī Used both in industry and academia

Å Typically when the cost of failure is high

ī Formal verification for PLCs

Å Mostly in academic environment

Å Not widely spread yet in industry ïtoo difficult!

The presented logos are trademarks of the corresponding 

companies and their usage is nominative fair use. None of 

the companies endorse or support the presented work.



Main challenges of model checking

ī Formalization
Å é of source code

Å é of requirements

ī Performance

ī Making it accessible to the developers

(No general solution to date.)



Model checking (extended workflow for PLCs)
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Model checking (extended workflow for PLCs)
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The PLCverif tool

Eclipse-based editor for PLC programs



The PLCverif tool

Defining verification cases (requirement, fine-tuning, etc.)

No model checker-related things or temporal logic expressions



The PLCverif tool

Requirement patterns



The PLCverif tool

Click-button verification,

verification report with the analysed counterexample



Example ïSMTP safety system


