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Context1 CERN

|  PLCs for controlling vacuum,
cryogenics, CV, etc. systems
+ safety systems

| Failures might have negative impact

| Increasing complexity
without decreasing quality?
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Context1 PLCs at CERN

| Programmable Logic Controllers
robust industrial computers

I Small computing capacity,
special programming languages

I 1000+ PLCs at CERN
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Goal

To improve the quality by eliminating bugs
A Complementing automated and manual testing
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Integrating formal verification to
the development process
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What is formal verification?

1 Formal verification: mathematically sound methods to
check propertiesof speci fi cations [/

I Model checking
A Automated formal verification method
A Checks all possible executions (contrarily to testing)
A Goal: prove correctness OR find hidden/rare problems

Formal Model Formal Requirement
Model

checker

Real System
(hardware, software)

satisfiec not satisfied

Counterexample
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Testing vs. model checking

add(5,3)=8 ?

A Inputs are known,
outputs are checked
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Model checking
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A E.g. the possibility of an output
combination is checked.
A Temporal expressions are possible



Usage of formal verification

I Used both in industry and academia
A Typically when the cost of failure is high
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1 Formal verification for PLCs
A Mostly in academic environment
A Not widely spread yet in industry T too difficult!

The presented logos are trademarks of the corresponding
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Main challenges of model checking

Formalization
A é of source code
A é of requirements

Performance

Making it accessible to the developers

(No general solution to date.)




Model checking (extended workflow for PLCSs)

PLC code Requirement
(ST, SFC, IL) patterns

Formal

Reductions .
requirement

Model
checker

Satisfied Not satisfied

Counter-
example

Verification
report




Model checking (extended workflow for PLCSs)

PLC code Requirement

(ST, SFC, IL) patterns

ol

Settings  Help

B ®

[ Project Explorer = B8 DemoSource.s B Verification Case (Demol01) 52 =g [ Variables 57 Outline =8
o A& Verification case Variables
4 [z% DemoProject
[ DemoSource.scl ~ General Filter
B DemoVerifCaseve General information about the current verification case. Describe here the name of the case and explain its

Variable name

UNICOS_basetdt

1D: Demol01
instance.a

¥ Ais false, C cannot be true. instance.b

instance.c

If & is false, C cannot be true. As this function block models an AND-gate, if any of the inputs (A or B) is
false, the output should be false too.

Description: | The requirement is based on the documentation of the function block and the following Jira case:
https://icecontrols.its.cem.ch/j UCPC-1111

Source code: | DemoSource.scl ~ | [Refresh veriabies

» Requirement

» Advanced configuration

Verification
The verification can be started in this section. Alse, the result can be seen here.

Tool: MNuSMV

g Progress Generation Leg ™ Execution Output |[Bf Problems 53 v =09

0 items

Location

Description Resource Type

Verification
report

CERN




The PLCverif tool

T = ="
| Settings  Help
5] [ Gl =) =& [B /3
[ Project Explorer = B8 & DemoSource.scl 52 = 8 = Variables g= Outline 22 = B
BE ~ = FUNCTION_BLOCK - = Hide nen-structural elements <}:‘b 12
a4 B DemoProject - UM—?mL_ 4 = DemoSource
&l DemoSource.scl b - Bﬂ)L; 4 = [function_block] AndGate
. DemoVerifCazewvc END_VAR 4 = <unnamed>
UNICOS_base.txt e VAR_OUTPUT ¢ U= Variable declarations
c : BOOL; i = Variable declarations

U= Statement list

c :=aORb; // Oh no, a bug! This is an "AND-gate”, thus it should be AND here!
END_FUNCTION_BLOCK




The PLCverif tool

-
PLCverif

Settings  Help
Bt B
[ Project Explorer = B8

B B
a4 B DemoProject
o DemoSourcescl
Bl DemeVerifCaseve
UNICOS_base.txt

DemoSource.sc B Verification Case (Deme001) 52 = 8 [ Variables = Outline
Verification case Variables
w General Filter:

General information about the current verification case. Describe here the name of the case and explain its motivation, :
Variable name

1D Demo001 .
instance.a
Mame: If Ais false, C cannot be true, instance.b
instance.c

If A is false, C cannot be true, As this function block models an AND-gate, if any of the inputs (A or B) is
false, the output should be false too.

Description: | The requirement is based on the documentation of the function block and the following Jira case:
https://icecontrols.its.cern.ch/jira/browse/UCPC-1111

Source code: | DemoSource.scl

~ | | Refresh variables

» Requirement

» Advanced configuration

Verification

The verification can be started in this section. Also, the result can be seen here.

Tool: MuSMV =

—

0 items

Defining verification cases (requirement, fine-tuning, etc.)

No model checker-related things or temporal logic expressions
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The PLCverif tool

* Requirement
The requirement to be checked should be defined in this section.

Requirement pattern: | 5. 5tate change during a cycle: If {1} is true at the beginning of the PLC cycle, then {2} is alw -
Pattern params: 1]  FeMo5t_aux = true AND AuAuMoR = true AND ManRegl1[8] = false
[2]  AuMoS5t = true

5. State change during a cycle: If FoMoS5t_aux = true AND AuAuMoR = true AND ManReg01[8] = false is true at
the beginning of the PLC cycle, then AuMo5St = true is always true at the end of the same cycle.

Requirement patterns
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The PLCverif tool

PLCverif — Verification report

Generated at Mon Jul 07 15:19:22 CEST 2014 | PLCverif v2.0.1 | (C) CERN EN-ICE-PLC | Showhide expert details

ID: Demo001
Name: If A is false, C cannot be true.

Description: |If A is false, C cannot be true. As this function block models an AND-gate, if any of the inputs (A or B) is false,
the output should be false too.

The requirement is based on the documentation of the function block and the following Jira case:
https-/licecontrols its cern chijira/browse/UCPC-1111

Source file: |DemoSource.scl

Requirement: | 3. A = false & C = true is impossible at the end of the PLC cycle.

Tool: nusmv
Total runtime (until getting the verification results): 212 ms
Total runtime (incl. visualization): 361 ms

Counterexample
. End of
Variable Cycle 1
Input  |a FALSE
Input  |b TRUE
Output | ¢ TRUE

Click-button verification,
verification report with the analysed counterexample
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Example i SMTP safety system
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