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ESnet Traffic Volumes

LHCONE represents more than 27% of ESnet accepted traffic

Traffic Volume
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Bytes Percent of Total One Month Change One Year Change

OSCARS 10.46 PB 26.6% -15.2% +8.47%

LHCONE 10.73 PB 27.4% +9.86% +84.3%

Mormal traffic 18.1 PB 46.0% +10.0% +61.6% . ESI‘IEt

Total J8.35 FB +2.54% +53.7%




LHCOPN US ATLAS Tierl BNL

Last 30 Days
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LHCOPN US CMS Tierl Fermilab

Last 30 Days
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Why is there a large gap in this data?




LHCOPN US CMS Tierl Fermilab

Last 30 Days
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Fermilab shifted their traffic to their secondary during a period of TA link instability in Feb. ’ EsnEt




LHCONE BNL Top Sites

By Octets Transferred

VPN Site "BNL(43)" Traffic With Other Sites

(DETAILS Period: Other v | Startd 11/01/15 06:26:00 | | Ends 03/08/16 20:30:00 | | Graph Types Stacked ¥ | Units: Bytes ¥ | 22 Update

VPN Site:| BNL(43) | Select VPN Site ~ Description: BNL(43)

Bps (- In / + Out)

26
156

16
056G

0G
056G ¥

Nov 1 Dec 1 | Feb 1 Mar 1
2016
Select All ¥ Clear All 2, Update Total

Name In Out Total (In + Out) 9% Total
7] I voc(1e0) 267.82 7B 1.12 PB 1.45 PB 18.03%
[« . MICH-Z(228) 409.26 TB 851.10 TB 1.26 PB 15.24%
v B sLAc(3671) 225.51 7B £862.57 TB 1.08 PB 13.21%
7] B TRIUMF(36351) 464,86 TB 329.56 7B 794.42 7B 9.61%
v Il 1uruI(10680) 101.22 TB 375.92 TB 477.14 7B 5.77%
@ B no2pz(7e9) 110.68 TB 327.10 TB 4327.78 TB 5.29%
T B ASGARR(137) 141.69 TB 283.01 7B 424.71 TB 5.14%
v B DesY(1754) 116.04 TB 245.17 TB 361.21 TB 4.37%
W uviuc(zs) 17.74 T8 255.28 TB 273.02 TB 2.30%
v 0 ARNES-NET(2107) 179.95 TB 78.70 TB 258.62 TB 3.13%
% CESNET2(2852) 70.20 TB 122.82 TB 192.02 TB 2.33%
v UTORONTO(239) 42.17 TB 132.25TB 176.41 TB 2.13%
v MCGILL(15318) 28.83 TB 130.95 TB 165.82 TB 2.05%
v UVIC(16462) 52.25TB 101.96 TB 155.21 TB 1.88%
@ NIKHEF(1104) 0.00 B 106.00 TB 106.00 TB 1.28%
v BCNET(271) 25.82 TB €9.44 TB 95.26 TB 1.15%
v DFN(680) 21.76 TB €5.8%9 TB 87.65TB 1.06%
v CEA-Saclay(777) 15.28 TB 57.92 TB 73.30TB 0.89% ES n et
v THFD-S1If 2647} 13.18 TB 52.67 TB €6.85 TB 0.81%




LHCONE Fermilab Top Sites

By Octets Transferred

VPN Site 'FNAL(3152)" Traffic With Other Sites [l

DETAILS Period: Other v | Start: 11/01/15 06:26:00 || Ends 03/08/16 20:30:00 || GraphTypes Stacked ¥ | Units: Bytes v | 3 Update

VPN Site:| FNAL(3152) | Select VPN Site = Description: FNAL(3152)

Bps (- In I+ out)

156G
16
056G
06
056G
Now 1 Dec 1 | Feb 1 Mar 1
2016
Select All ¥ Clear All %, Update Total

Name In Out Total (In + Out) % Total
“ W unL(7ss6) 821.11 TB 1.26 PB 2.18 PB 23.48%
¥ ®| ) 1.62 PB 7.51 T8 1.64 PB 17.62%
¥ W AsGARR(137) 485.36 TB 735.96 TB 1.22 PB 13.15%
v I ULTRALIGHT{22361) 302.26 TB 657.06 TB 960.42 TB 10.24%
“ B oesv(1754) 286.47 TB 235.88 TB 622.35 T 6.70%
@ W >aneT(7s6) 215.35 TB 226.51 T8 441.86 TB 4,76%
< B ric(42115) 1.60 TB 426.28 TB 437.88 TB 4.71%
4 Il VANDERBILT(7212) 261.20 TB 0.00B 361.20 TB 2.89%
@ W 1n2p3(789) 333.70 TB 50.24 GB 332.75 T8 3.59%
¥ B «krr(z4e78) 217.15 TB 109.57 TB 326.72 TB 3.52%
l?J RWTH(47610) 107.80 TB 181.54 TB 285.24 TB 3.11%
@ cea-saclay(777) 81.62 TB 58.61 TB 140.23 T8 1.51%
¥ 1HEP-SU(2643) 532.00 TB 43.27 7B 102.27 TB 1.10%
l7 NDGF(39590) o.00B 84.55TB 84,55 TB 0.91%
@ JmR(2e75) 57.95 T8 0.00 B 57.95 TB 0.62%
¥ voc(ieo) 29.58 TB 0.00 B 29.98 TB 0.42%
@ BNL(43) 25.26 TB 0.00 B 25.26 TB 0.27%
(] TRIUMF(36391) 12.12TB 0.00 B 12.12 TB 0.13% ES n et




LHCONE ESnet/CERN Top Sites

By Octets Transferred

VPN Site 'CERN(513)" Traffic With Other Sites [

DETAILS Period:| Other v | Start:

11/01/15 06:26:00 || End: 03/08/16 20:30:00 Dé-fcraph‘fvm»l Stacked ¥ | Units: Bytes ¥ | 23 Update CERN aISO ConneCtS

VPN Site:| CERN(513) |  Select VPN Site = Description: CERN(513) to GEANT/LHCONE.
Bs (- In/ + 0w Not represented here.

Now 1 Dec 1 20I16 Febl Mar 1

Select All ¥ Clear All 2, Update Total
Name In Out Total (In + Out) % Total
¥ W vANDERBILT(7212) 158.77 TB 475.81 TB £24.55 TB 15.02%
¥ W unL(7es6) 286.24 TB 345.50 TB 622,23 TB 14.97%
“ W mrm(z) 171.89 TB 332.58 TB 505.46 TB 11.57%
v B wisc-MADISON(59) 173.18 TB 253.75 TB 426.92 TB 10.11%
4 B ULTRALIGHT(32361) 161.72 7B 222.45TB 384.19 TB 2.09%
¥ W purDUE(17) 161.54 TB 205.84 TB 367.27 TB 8.70%
v B OPTIPUTER(26257) 150.07 7B 175.80 TB 329.87 TB 7.81%
¥ W neroCNET(6256) 128.40 TB 177.45TB 305.86 TB 7.24%
v W mick-z(229) 63.70 TB 85.59 TB 155.29 TB 3.68%

B sLAc(2671) 52.58 TB 75.86 TB 128.84 TB 3.05%

UOC(160) 47.54 TB 78.54 TB 126.08 TB 2.98%
UVIC(16462) 24.03TB 35.88 TB 59.91 TB 1.42%
USAO-PAULO(28571) 3.51 7B 34.70 7B 28.22 7B 0.90%
1UPUI{10680) 12,58 TB 22.91 TB 35.49 TB 0.84%
2 BCNET(271) 11.66 TB 12.81 1B 25.47 TB 0.60%
@ esnET-wesT(292) 7.13 T8 15.39 TB 22.57 B 0.53%
) PNNL(2428) 7.00 TB 15.20 TB 22.29 TB 0.53%
] JINR(2875) 1.57 1B 8.55TB 10.12TB 0.24%
¥ TRIUMF(26351) 5.21 7B 3.59 TB .50 TB 0.21%

4 CBPF(2715) 2.15TB 6.51 TB 8.67 TB 0.21% ES n et
v IHEP-SU(2643) 0.00 B 7.857B 7.85TB 0.19%

@ uiuc(zsy 483.58 GB 6.09 TB 6.58 TB 0.16%




ESnet LHCONE Reachability Graph

Routing Layer

A routed view of
the LHCONE
network from
the perspective
of ESnet

https://twiki.cern.ch/twiki/pub/LHCONE/LhcOneVRF/LHCONE-RoutingVis.svg
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ESnet LHCONE Site Routes

Exported to Peers
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When an LHCONE NSP BGP peers with ESnet,
these are the sites that we advertise to them. ES“Et
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ESnet LHCONE BGP Events

Past 14 Months

Events count per interval

= i

2015-04-20

2015-08-14

BGP Events:

* Routes added

* Routes withdrawn

* Neighbor State Transitions

2015-12-07

@ ESnet



ESnet LHCONE BGP Table Size
Past 14 Months

Route count

m s

2015-0420 ' ©2015-08-14 ' 2015-12-07

BGP Table size has varied between 150 to 275 routes received on all peers

@ ESnet




LHCONE ESnet BGP Highlight Report

PACKET ™
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LHCONE Site Example

Destination Routing

LHCONE
DTN(S)
DUAL-HOMED

VRF1 No BGP export of

LHCONE routes to VRF2
Management

Internet

If the LHCONE can be separated into a VR or VRF then standard o)
destination based routing can be used




Multiple Overlay Networks

Scaling For Additional Overlay Networks

LHCONE
DTN(S) |
DUAL-HOMED

IBGP

MESH

Management

CAMPUS LANS

f/// |

A

Management

General
Internet

2"d Qverlay 2"d Overlay
LAN | WAN

The additional overhead of protocol configuration pays back
in scalability and powerful routing policy control.

o

& ESnet



Science Enclave DTNs

Border Router Firewall

S N0

"

perfS@NAR

Filesystem
Security
Controls

perfSONAR

Cluster

Science Head/Login

Enclave

DTN Security
Controls

) L
Data Transfer Path >
~ User Login/Shell Access Path “Sealed” DTNs
(Globus only, no Cluster compute nodes
~ Compute Data Access Path ’
shell access)

& ESnet
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LHCONE BGP Filtering State Reporting

twiki.cern.ch/twiki/bin/view/LHCONE/WebHome

TWiki » w LHCONE Web > WebHome (2015-10-24, MichaelOConnorExternal)

LHCONE

Large Hadron Collider Open Network Environment

Monitoring A report containing LHCONE BGP
filtering community tags in use.

- LHCONE BGP Filtering State ¢
ESnet LHCONE prefixes (JSON)»

L ]
............................................................................................ 65001:ASN Prepend Local ASN 1X tO Export tO Peer ASN
« ESnet LHCONE IPv6 prefixes (JSON)¢
65002:ASN Prepend Local ASN 2X to Export to Peer ASN
65003:ASN Prepend Local ASN 3X to Export to Peer ASN
65010:ASN Do not Export to Peer ASN

@ ESnet



LHCONE BGP Filtering State Analysis

GMT: Wed Mar 9 20:45:00 2016

CERN(513) CERN Testing J
128.142.0.0/16  PREPEND 2X(65002) to KIAE(59624)
128.142.0.0/16 DO NOT ANNOUNCE(65010) to CERN(513)

188.184.128.0/17 PREPEND 2X(65002) to KIAE(59624)
188.184.128.0/17 DO NOT ANNOUNCE(65010) to CERN(513)

KIAE-TRANSIT(57484)
144.206.255.128/26  PREPEND 2X(65002) to CERN(513)

CERN-WIGNER(61339)
188.185.128.0/17  PREPEND 2X(65002) to KIAE(59624)
188.185.128.0/17 DO NOT ANNOUNCE(65010) to CERN(513)

ESnet Service: http://calendar.es.net/lhncone/lhconedata/lhcone-filter.txt . ESnet




LHCONE BGP Filtering Guidelines
Service Definition document V1.0

The BGP filtering service is intended to be used by an LHCONE end site to
prevent the distribution of their BGP route prefixes to another LHCONE
end-site.

1. Anindividual BGP community tag will be used for each and every
remote end site that is filtered.

2. Asite will tag ALL of the route prefixes it exports into LHCONE
uniformly.

3. NSP ASNs are NOT valid for use in LHCONE BGP Filtering communities.

4. NSPs will only provision this service at their customer edge and will NOT
provision it on internal LHCONE NSP/NSP BGP peerings.

5. NSPs only filter prefixes for their directly attached customers on export
to those customers. Otherwise they pass LHCONE BGP Filtering
communities along without modification.

https://twiki.cern.ch/twiki/pub/LHCONE/LhcOneVRF/LHCO

NEBGPFilteringServiceDefinition.pdf . ESnet

Michael O'Connor ESnet moc@es.net



https://twiki.cern.ch/twiki/pub/LHCONE/LhcOneVRF/LHCONEBGPFilteringServiceDefinition.pdf

LHCONE BGP Filtering State Reporting

twiki.cern.ch/twiki/bin/view/LHCONE/WebHome

TWiki » w LHCONE Web > WebHome (2015-10-24, MichaelOConnorExternal)

LHCONE

Large Hadron Collider Open Network Environment

Monitoring
« perfSONAR A new report containing LHCONE
= MaDDash LHCONE» BGP Ipv4 and Ipv6 route prefixes.

& ESnet




LHCONE IPv6

Connected Sites
March 2016

Site List:
ARNES-NET(2107)
ASGARR(137)
CEA-Saclay(777)
CERN(513)
DESY(1754)
FNAL(3152)
GEANT(20965)
IN2P3(789)
KIT(34878)
AGLT2(229)
NDGF(39590)
PIC(43115)
PURDUE(17)
THAIREN(24475)
THAISARN(3836)
UNINET-TH(836)
WISC-MADISON(59)

@ ESnet




LHCONE Ipv6 Table

October 2015

32

2001:
2001:

42

2001:

46

23200:

48

2001:
2001:
2001:

2001

2001:

2001

50
2001
2001
2001
2001
64

2001:
2001:
2001:
2001:

2001

2001:

3c8::
f00::

/32
/32

948:40::/42

1398:

1458:
18e8:

104:

301:
804:

3c8:1012:

1 /46

1 /48
1 /48
1 /48

:48a8:68f7::/48
2001:

660:5009::/48
760:4205::/48

1760:4224::/48
2001:

948:30::/48

:48a8:
:48a8:
:48a8:
:48a8:

1470:
1470:
638:700:1062:
638:700:10a0:
1638:700:10bf:
638:700:10c0:

687
687
687
687

8000
180

14000
: 8000
::/50

1 C000:

:403:
:6d:

::/50
::/50

:/50

1 /64

1 /64
1 /64
1 /64
:/64
:/64

GEANT(20965) TEIN2(24490) THAIREN(24475) UNINET-TH(836)
GEANT(20965) TEIN2(24490) THAIREN(24475) THAISARN(3836)

NORDUNET (2603) NDGF (39590)
GEANT(20965) DFN(680) KIT(34878)

GEANT(20965) CERN(513)

UINDIANA(19782) PURDUE(17)

GEANT(20965) TEIN2(24490) THAIREN(24475)
MICH-Z(229)

GEANT(20965) LHC1-RENATER(2091) IN2P3(789)
GEANT (20965) ASGARR(137)

GEANT (20965) ASGARR(137)

NORDUNET (2603) NDGF (39590)

AGLT2(229)

o o) 22 |Pv6 End Site Route Prefixes

AGLT2(229)

GEANT(20965) ARNES-NET(2107)
GEANT(20965) ARNES-NET(2107)
GEANT(20965) DFN(680) DESY(1754)
GEANT(20965) DFN(680) DESY(1754)
GEANT (20965) DFN(680) DESY(1754)
GEANT (20965) DFN(680) DESY(1754)

IPv6 network advertisements are very large, standards need to be drafted

& ESnet
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