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Single Event Effects

PN TMRG|
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Single Event Effects AR
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Single Event Effects — example

J\TMRG

1) initial state : A-VDD, B-GND

VDD

SRAM cell
(pass gates missing)
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Single Event Effects — example | ANLE

1) inifial state : A-VDD, B-GND
2) charge deposited at drain of M1

VDD

SRAM cell
(pass gates missing)
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Single Event Effects — example

J\TMRG

1) initial state : A-VDD, B-GND

VDD

(VDD-> 4aND)
@ 5 ®

SRAM cell
(pass gates missing)
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2) charge deposited at drain of M1

3) transient current changes
temporary the state of node A



Single Event Effects — example | ANLE

VDD 1) inifial state : A-VDD, B-GND
2) charge deposited at drain of M1

3) transient current changes

temporary the state of node A
(VDD-> GND)

4) before the desposited charge
is evacuated, the second
inverter (M3—M4) switches
(node B GND—>VDD)

aND

SRAM cell
(pass gates missing)

15 Triple Modular Redundancy Generator cern.ch/tmrg T



Single Event Effects — example | ANLE

VDD 1) inifial state : A-VDD, B-GND
2) charge deposited at drain of M1

3) transient current changes

temporary the state of node A
(VDD-> GND)

4) before the desposited charge
is evacuated, the second
inverter (M3—M4) switches
(node B GND—>VDD)

5) The change of node B enforces
aie the wrong state at node A —=>
the errvor is latched info the

SRAM cell memory cell

(pass gates missing) How much charge is needed to

flip the value?
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Critical charge J\TMRG

vDD SEE can be represented by current
spikes (IA) in SPICE simulation,
(tringular shape is a good starfing

. . point)
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a

SEV prob,

SRAM cell
(pass gates missing)
cern.ch/tmrg
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Critical charge J\TMRG

VDD Amplitude of the current is
increased until the upset
is observed in simulation

time [psi

104 2800 3ag

time (psi

Vout [a,u] current [a,u,]

@

Joo

0 100 200
y
Charge [a.u.]
1 Z 3 +

a

SEV prob,

SRAM cell
(pass gates missing)

cern.ch/tmrg
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How aftgirgogsiybappen?

vDD

time (psi

200 Joo

g 100
-3
D 1 ..
4
5 Charge [a,u.]
w
2 1 2 3 *

a

SRAM cell
(pass gates missing)
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SEU sensitivity-pa device | A LIRS
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SRAM cell
(pass gates missing)
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Critical charge J\TMRG

vDD

Charge [a.u.]

SEV prob,
B o=>»>1
*t

SRAM cell
(pass gates missing)
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Critical charge J\TMRG

8,
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SRAM cell
(pass gates missing)
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Critical charge PN\TMRG

Ghﬂ‘rﬂﬂ [a,u.]
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SEV prob,
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SEV prob,
B 1=>p

SEV prob,
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£
S

SRAM cell
(pass gates missing)
cern.ch/tmrg &y
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Critical charge J\TMRG
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SRAM cell
(pass gates missing)
cern.ch/tmrg &y
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Critical charge JNT™MRG
s gf I._._._A,:p

3: Charge [a.u.]
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(pass gates missing)
cern.ch/tmrg <N
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SEV _and scaling PNTVMRG

Scaling facts:

B v s
ollage : _
energy \
Nﬁ?de (less charge needed -

: to change the state)
Capacitance

SEU
o ks P”"JS"CHI cross section \ @

Imensi (less likely that particle
_ d Lok ligles] hits the sensitive area)

Overall effect depends on circuit topology
and radiation environment
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SEE mitigation technigues

i

Technology
level

minimizing sensitive
depth (like S0O1)
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SBE mimitidation-teehyniciies 4
o \

Technology Cell
level

minimizing sensitive
depth (like S01)

level

Increase
the critical charge
by Increasing
the node capacitance

—> larger transistors
(*collection electrode* also getfs bigger)

—> extra capacitance on
metal layers
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SEE mitigation technigues

et

PN TMRG|

Technology Coll
eveltdc
minimizing sensitive IGV@I
depth (like 501)/
Increase

the critical charge
by Increasing
the node capacitance

information stored
in multiple nodes
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SEE mitigation technigues

o o

PN TMRG|

Teclhnollogg Cell System
evel o el
e % eve
minimizing T £
Vs m?’?éfﬁi/ b
Increase Triple
the critical charge Modular
by Increasing EHOOOHHQ Eeduwdancg
the node capacitance | (TMR)

information stored
in multiple nodes
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Doubled SRAM cell PN\TMRG

¥ information is stored
in 4 nodes

‘doubled* SRAM cell
(pass gates missing)
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Doubled SRAM cell JNT™MRG

* information is stored
in 4 nodes

This con dd,‘fioma| ol
‘doubled* SRAM cell gitor 21 aaﬂ propad TZ@S)

C
(pass gates missing) (a0 e‘jr;cg oop 1o 3
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Dual Interlocked Cell (DICE) PN\TMRG

¥ information is stored
in 4 nodes (A,B,C,D)

¥ two stable configurations
('5";1;47;1) and (1J§J1J§)

¥ data can propagate in
two directions:

— low level => left

= high level => right

¥ no logic value can
propagate for more than
one stage in the same
direction

DICE cell
(pass gates missing)
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Dual Interlocked Cell (DICE) PN\TMRG

¥ information is stored
in 4 nodes (A,B,C,D)
¥ two stable configurations
('911;‘7;1) and (1x§x1fﬁ)
¥ data can propagate in
two directions:
— low level => left
— high level => right
¥ no logic value can
propagate for more than
one stage in the same
direction
¥ drawbacks:
— write requires access
to two nodes
DICE cell — output glitch during SEU
(pass gates missing) — rising clock during
recovery time can latch
the wrong value
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Dual Interlocked Cell (DICE)

DICE cell
(pass gates missing)
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Triple Modular Redundancy ( TMELm

¥ TMR Is a fechnigue based on
a majority voter cell
— (2n+1) inputs (usualy 3)
— 1 output equal to at least (n+1) inputs

w e S
RS R ey
oS | dEe e
- s S e O |

fruth table
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Triple Modular Redundancy ( TMELm

Normaly, the three
blocks give the same output

N
SRk ™
N (G
N

%__A..:..Q:},Qa'*
SR e o T, S

J
J
1
J
1
1

Y BT S . T,

1 1
voter truth table
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Triple Modular Redundancy (TMR)

S C | 2

e e 0

” - 0 0 i 0
Y, 0

1 ’ J Y

ol LR LT

1 ! O

1.4 g 1

4 =l

voter truth table
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TMR: how tfo triplicate FSM m

clk

SAF X Eiaien X X X )
SB :x stafeo ) { ) ¢ X )|
SC X states X X X X
5. = VX sy X X X X
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TMR: how to triplicate FSM

SA :x stateo XS X ) { ) {
SB :x <tateo ) { stateo ) { stateo X ) {
SC :x ctateo ) { stateo ) { stateo ) { ) {

S. = X steted ) { stateo ) { stateo ) { ) {
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TMR: how to triplicate FsM | AMGE

SA :x stateo XS  Ex A A
SB :x stateo X stateo X stateo ) { stateo X stateo
SC :x stateo ) { stateo ) { stafeo ) & x_ 2
T T X stateo ) { stateo & o S 5
— error at
Iagrcﬂm the output

&

D
An error in tlip—tlop may never be corrected

cern.ch/tmrg @y
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TMR: how to triplicate FSM

stateo

stateo

stateo
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TMR: how to triplicate FSM

SA :x stateo XS ) { stateo ) { X
SB :x <tateo ) { stateo ) { stateo X ) {
SC :x stateo ) { stateo ) { stateo ) { ) {

$. 0 X stalag ) { stateo ) { stateo ) { ) {
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TMR: how to triplicate FSM

AT

SA ! stateo XS ) { stateo ) { stateo ) { stateo
SB :x stateo X stateo X stateo ) { stateo X stateo
SC :x stateo ) { stateo ) { stateo ) §518 X stateo
T T ) § stateo ) { stateo ) { stateo ) { stateo
O—

Robust

. 6 :
D architecTur

An error Is removed from the system after one clock cylce
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TMR: how to triplicate FSM

SA ! stateo ) { stateo ) { X X
SB T Yeruatatee X atotes X X A
SC Yl ctates X atater 2 ) X A
S k stateo ) { sl eg X A
D Gk SA
, 0 |55
t— logic | vetcr -G
D a
LT
@

Single Event Transients (SET) in the voter can results is a short
glitch at the output, but the state should not be affected

cern.ch/tmrg
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TMR: how to triplicate FSM m

SA x stateo ) { stateo e X A
SB * stateo ) { stateo X. e A &
SC K stateo X stateo X,____X_____x——
< k stateo ) { stateo & C A 5
D ok SA
, 0 dl.sB
D— logic fe g
D a
., SC
D,

This architecture is sensitfive to Single Event Transients (SET)
in combinatorial logic and/or voter occurring close to the clock edge

cern.ch/tmrg @y
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TMR: how to ftriplicate FSM (clock skew)x

s X
clkA

clkB

clkC

SA :X stateo ) { X X A

SB : stateo ) { ) { ) { ) {
SC X stateo ) { X A A
S 5 X Vataien X X X X
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TMR: how to ftriplicate FSM (clock skew)x

T A

clkA

clkB

clkC

SA :x stateo x____ _x stateo ) { ) {

SB :X stateo ) { stateo ) { stateo ) { X
SC X stateo ) { stateo ) { stateo ) { ) {
S S BT ~X states X stateo X A

SET can be latched only in one tlip—*flop
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TMR: how to ftriplicate FSM (clock skew)x

T A

clkA

clkB

clkC

SA :X stateo N S sary stateo ) { state1 ) {

SB :X stateo ) { stateo ) { stateo ?‘_ -9 X
SC X stateo X stafeo ) { stateo ) { ) {
S S BT ~X statea X stateo )| A

Not fully predictable
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TMR: how to triplicate FSM (full TMR)
T X

clkA
clkB

clkC _
Y T T X X X X
SB & oX _cstifun X X X X
SC X stateo X X ) { A

! ogic/ P -2
o4 \'/@ oyt
AR Te
T &
logic uc?fer @ I =
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TMR: how to triplicate FSM (full TMR)
T X

clkA
clkB

clkC

SA x stateo x____ _x stateo ) { ) {
SB x stateo ) { stateo ) { stateo X ) {

ol x stateo aten stateo ) { ) {

]
b

e \'/@ _Iu
e
logic uc?fer @ I =
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TMR: how to triplicate FsM (full TMR) | A LS
ST | A

clkA
clkB

clkC

SA :X stateo N S sax ) stateo ) { stateo X stateo
SB x stateo ) { stateo X stateo Y _x B

SC x stateo ateo stateo X statee X stateo
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TMR: how to triplicate FsM (full TMR) | A LS

in X X
clkA
clkB - .
clkC |
SA :X stateo N S sax ) stateo ) { stateo X stateo
SB x stateo ) { stateo X stateo Y <X Hifan
SC x stateo ateo stateo X stateo X stateo

i ’{?QI‘G / \v @ B ?‘ 5A

([ logicB "‘ volly G

PN @
AV

. — ¥ Ultimate
logic wﬁer & prOTGGﬁOH 7
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TMR

Variants

Triplicated

Triplicated Cor T Full
Registers eg:i ] TMR
: clock skew
Resoures FF X3 X3 X3
(power, area) IC?QF*G X1 )(1 5 3
voters X1 X1 X 3
clocks X1 X3 X3
- +voter | Lo ;“xi Pl e ; gt
SP@SG{ © delay i\m#"j © delay
*ﬁa\
Protection \~/ @ @

Which one tTo use ?
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How to TMR the circuit ? | AREE

module inverter TMR(

input DA,
module inverter( :EEEI gg’
juprpfu fD’Z N); output ZNA,
: 'Z.N-'D'f Process: output ZNB,
assiayl . 1) copy & paste output ZNC);
ena’madufe z)add Posfﬁxes (A,B,C) BSSI‘QH ZNA-1DA:

assign ZNB=!DA;
assign ZNC-:DC;
endmodule
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How to TMR the circuit ? ARNGE

module inverter TMR(

input DA,
module inverter( :EEEI gg’
jupr;“ fD’Z N); output ZNA,
: 'Z.N-'D'f Process: output ZNB,
assidu g 1) copy & paste output ZNC);
ena’moa’ufe 2 )add pasfﬁxes (A,B,C) BSSIJQH ZNA=1DA.

assign ZNB=IDA;
assign ZNC-=1DTC;
endmodule

Drawbacks of manual triplication:
— time consuming
— error prone

cern.ch/tmrg
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TMRG

Triple Modular Redundancy Generator

.

CE/RW
\ !

N
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TMRG : motivation

the TMRG tool set is 10 automatize

The purpose Of f triplicating digital Circuits.

the process O

Requirements, the tool should:

- be compatible with an ASIC design flow used in the HEP community
(Verilog RTL, Cadence tool chain)

- not put too much constrains on user's coding style
(the source Verilog should be synthesizable)

- allow to obtain various flavors of TMR (registers only, full triplication, ...)
- assists in the physical implementation stage (synthesis, P&R)
- assists the designer in the verification process (generation of SEE)

- be runnable in a batch mode (fully automatic flow)
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TMRG : project status

Commit Activity Index

e Project started: March 2015 2
* Project size: >13000 lines of code
« Documentation size: 60 pages (pdf)

* Projects actively using TMRG:

- GBLD10+ (submitted and SEU tested)
- LDQ10 (submitted)

- VLAD (submitted)

- DRAD (submitted)

- IpGBTX (> 6000 lines of verilog until now)
- ePLL-CDR IP (to be submitted this month)

- a few more evaluate the tool set at the moment

Activity Index

« User base: ~5 designers

e Open source, hosted in CERN svn repository (400+ revisions)
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DEMO
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DEMO

# source /homedir/skulis/tmrg/trunk/etc/tmrg.sh
# which tmrg
/homedir/skulis/tmrg/trunk/bin/tmrg

# tmrg --help

Usage: tmrg [options] fileName

Options:
--version show program's version number and exit
-h, --help show this help message and exit
-v, --verbose More verbose output (use: -v, -vv, -vvv..)
--doc Open documentation in web browser

[...]

TMRG toolset:
tmrg - Triple Modular Redundancy Generator
(triplicates verilog netlist)
seeg - Single Event Effects Generator
(helps in the verification of triplicated netlist)
plag - Placement Generator
(helps with placement of triplicated circuit)
tbg - Testbench Generator
(creates template for the testbench)
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# cat counter.v

module counter(
input d,
input clk,
input rst,
output reg [7:0] q
) ;
always @(posedge clk or
if (rst)
q<=0;
else
q<=q+1;
endmodule

# tmrg counter.v

# 1ls -1

|‘ i
.

uuuuuu

L 1kk

f=¢ .
l o
(.

orongo:

v Y

S g

[

posedge rst)

UNIX-like conventio

n: no output — NO errors!

counter.v counterTMR.v counterTMR.sdc
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DFF example | Triplication

# cat counterTMR.v . .

module counterTMR( Iﬁ__ﬁiij?:ii:]#FE
input dA, [
input dB,
input dC,

input clk40MA, EE;%

input clk40MB, ﬁ;;i
input clk40MC, ﬁ}i::% EE
input rstA, ' %[:I
input rstB, E_ﬁﬁiizk
input rstC,

output reg [7:0] qgA,
output reg [7:0] gB,
output reg [7:0] qC

I i)
always @(posedge clk40MA ,
or posedge rstA) Pﬁii::%

A
i
ol

\
%
g

(3
i
]

if (rstA)

A<= 0; — : :
elge ) Iﬁﬁij?:¢iHT}“

A <= qA+1; l
ouafs Giposesge claamp (21ers Cliaies o o
or posedge rstB) if (rstC) E{;;E
if (rstB) 0C == 0; T T
B else |{:]ﬂf 11
. (e qCes o
3 <= b+l endmodule H -
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DFF example | Verbose

# tmrg -v counter.v

13 b}
[INFO ] Loading file 'counter.v' Goiﬂg VerbOse -V
[INFO ]
[INFO ] Elaborating counter.v
[INFO ] Module counter (counter.v)
[INFO ] Port mode : ANSI
[INFO ]
[INFO ] Checking the design hierarchy
[INFO ] [counter]
[INFO ]
[INFO 1 Applying constrains
[INFO ]I Module counter
[INFO 1 | tmrErrOut : False (configGlobal:False)
[INFO ] | net rst : True (configGlobalDefault:True)
[INFO 1 | net q : True (configGlobalDefault:True)
[INFO 1 | net clk40OM : True (configGlobalDefault:True)
[INFO I | net d: True (configGlobalDefault:True)
[INFO ]
[INFO ] Applying constrains by name
[INFO ]I Module counter
[INFO ]
[INFO ]I Module:counter
[INFO R i T i
[INFO I | Nets | range tmr
[INFO | +HH R S S R S R R R - R+
[INFO 1 | rst | True |
[INFO 11 q | [7:0] True |
[INFO 1 | clk4oM | True |
[INFO 1| d | True |
[INFO | e LT T T R LY T +
[INFO ] Triplciation starts here
[INFO ] Going even more
[INFO ] Triplicating file counter.v "
[INFO ] Generating SDC constraints file ./counterTMR.sdc \/eark)()SSEB -VV
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DFF example | Place AWl

# plag --lib /homedir/skulis/tmrg/trunk/libs/tcbn65lp.v \
dffTMR rc/r2g.v

use -V for verbose
output

# cat tmrPlace.tcl

addInstToInstGroup tmrGroupA {dffTMR/QA reg}
addInstToInstGroup tmrGroupB {dffTMR/qgB reg}
addInstToInstGroup tmrGroupC {dffTMR/qC reg}

In the encounter flow:

[..]

createInstGroup tmrGroupA -region 0 0 10 10
createInstGroup tmrGroupB -region 10 0 20 10
createInstGroup tmrGroupB -region 20 0 30 10
source tmrPlace.tcl

[..]
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DFF example | Verification A e

# seeqg --lib /homedir/skulis/tmrg/trunk/libs/tcbn65lp.v \

r2g.v

# cat see.v

task
in
in
be

en
endt

task
task
task

task
task
task
task

task
task
task
task

set force net;

put wireid;

teger wireid;

gin

case (wireid)

: force DUT.

: force DUT.

: force DUT.

: force DUT

: force DUT.

: force DUT.

: force DUT.

: force DUT.
8 : force DUT.

endcase

d

ask

NOoOuUubRWNREO

set release net;
set display net;
set max net;

seu_force net;
seu_release net;
seu display net;
seu _max_net;

see force net;
see release net;
see display net;
see max_net;

66

SET

gC reg.Q = ~DUT.qC reg.Q;
dVoterA.Fp9999955A.ZN = ~DUT.dVoterA.Fp9999955A.7N;
dVoterA.p214748365A.ZN = ~DUT.dVoterA.p214748365A.2ZN;

.dVoterC.Fp9999955A.ZN = ~DUT.dVoterC.Fp9999955A.7N;

dVoterC.p214748365A.ZN = ~DUT.dVoterC.p214748365A.2ZN;
dVoterB.Fp9999955A.7ZN = ~DUT.dVoterB.Fp9999955A. ZN;
dVoterB.p214748365A.ZN = ~DUT.dVoterB.p214748365A.2ZN;
gB reg.Q = ~DUT.qgB reg.Q;

gA reg.Q = ~DUT.qgA reg.Q;

SEU

SEE

Triple Modular Redundancy Generator

use -v for verbose
output
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DFF example | Verification A ML

# tbg counter.v -o counter_test.v
# cat counter_test.v

“timescale 1 ps / 1 ps /@ () Waveform 1- SimVision

[ . ] File Edit Wiew Explore Format Simulation ‘Windows Help cadence
] . - Send To: =25 == Bl H By £ " "o [ i

module counter test; ‘ b ‘El J@ = REREEAER ‘[L [%QJ @ %@&.,.,XL@JM@[QMHE‘T

‘ Soarch Mames: Signa|v| = i i “ Search Times: VaIUEvl =l ?:%W ?;%v

// Input/Output section

EzTimeAv=1,951,531 jpsvmvl .IEEFWJD-WD[ %‘%‘E}l@%[amn,aunpsm %%Qfﬁ’b » I » =
reg clk; R —
. . . azeline™ = el o [T
wire [7 . G] q, EF|Cursor-Baseline™ =1,951 531ps =Eclis S0
reg rst; T e e (P R

MName fiv [Cursor & [ soo,o00ps |1,000,000ps

// Device Under Test section
“ifdef TMR
[...]
counterTMR DUT (
.CLKA(clkA),
.ClkB(clkB),
.clkC(clkC),
.9A(gA),
.qB(qB),
.qC(qC),
.rstA(rstA),
.rstB(rstB),
.rstC(rstC)
);
“else
counter DUT (
.Clk(clk),
.q(q),
.rst(rst)
);
“endif

=l

|1 ohject selected|
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Before starting ... PN TMRG

The TMRG tool IS NOT a single button solution which will make your
CHIP design safe from single event upsets.

You, as a designer, have to know which parts of your circuits should (have to)
be protected. The TMRG tool will save you the time needed for copy-pasting
your code and will minimize probability that you will forget to change some
postfix in your triplicated variable names. It will also simplify the physical
implementation and verification process by providing some routines.

The TMRG is open source, however, it CAN NOT be made publicly available. The
tool can be considered as dual-use item as it can be used to produce electronic
circuits which are resistant to radiation.

If you find any problem with the tool chain please report it!
Only by having your feedback we will be able to improve the tool chain!
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Digital design flow

@ Design o

\_S pECIﬁEEtIDI‘IJ

|

@ahEﬂu*ia:»raI;fRTDI Functional
3 Description r Verification
Verilog code "%
v
4 Lngir:_ E Timing
& Synthesis b Verification

: Verilog netlistj
v

Floor planning
Place & Route

v

1

‘ParasiticfPuwer

Noise Analysis

J

Layout

| artefact |

Triple Modular Redundancy Generator
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Digital design flow

“ Design R «
\Specn‘lcatlonj 1
- ~ Toolset:
Behavioral/RTL ‘ Functional
g Description P | Verification « tmrg — triplicates the Verilog
I code and generates
Verilog code > synthesis constrains (for
v Design Compiler)
e Generation Verification . thg — generates generic test
7 — = bench template (with
DC constraints| (Verilog code I /without TMR, SEE injection,
v v post synthesis, post PNR)
Logic ) "| Triplication
L Synthesis >l Verification . p_Iag — generates placement
~ ( ¥ . directives (for Encounter)
Verilog netlist r \ .
3 9 T Parasitic/Power * seeg — generates Single
W o Noise Analysis Event Effects stimulus to be
Placement Stimulus . J used for transient
generation generation * . :
la see simulations
P&R constraints| | SEE stimulus
v
Floor planning )
Place & Route artefact
v
Layout tmrg
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triple modular redundancy generator

4 Design
\Speciﬁcation

\
J

\ Description

I@ehavioral/RTD

4
%

|

J

[ Verilog code

) Functional
: Verification

;

v
B S
user constraints Triplication [giifrzr;icohn] [ Vi T.”T"”Q ]
. e o erification
DC constraints [Verilog code] T
v v
Logic \ .| Triplication
Synthesis ) .| Verification
* r

VerHog nethst]

'Pa rasitic/Power‘

Noise Analysi
Placemen Stlmulus LAtiee giysn
generatlon generatlon 1

Daq

seeq

[P&R constramts SEE stimulus ]
¥

{Floor planning]

process

Place & RouteJ
¥

[ Layout

)

tmrg
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Constraining the design | A MU

The TMRG tool:

« lets designer to decide which blocks and signals are to be triplicated by
using TMRG directives (placed in Verilog code):

1// tmrg triplicate netName
2// tmrg do not triplicate netName
3// tmrg default [triplicate|do not triplicate]

e automatizes “conversion” between triplicated and not triplicated signals:

— If non triplicated signal is connected to a triplicated signal a passive
fanout is added

— if triplicated signal is connected to a non triplicated signal a majority
voter is added

Signal source / Signal sink non triplicated triplicated
non triplicated 1 wire connection fanout
majority voter 3 wires connection *)

triplicated

*) see full TMR option later
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TMRG Examplel

Lets consider simple combinatorial module:

1 module comb®l (in,out);

2 1input in;

3 output out; N comb out
4 wire combLogic; | logic |

5 assign combLogic = ~in;

6 assign out = comblLogic; i combUZ

7 endmodule

The module models an inverter, which contains only one input and one output.
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TMRG Examplel: Triplicating everything

1 module comb@2TMR(

1 module comb®2 (in,out);

. . . . 2 1inA,
2 |7/ tmrg default triplicate TMRG directive 3 ing,
3 input in; 4 inc,
4 output out; > OutA,
5 . bL . 6 outB,
wlre comoLoglc; TMRG 7 outC
6 assign combLogic = ~in; 8);
7 assign out = combLogic; - D L
i t inB;
8 endmodule 19 f"pu %"
11 1nput inC;
12 output outA;
13 output outB;
INA comb outA 14 output outC;
logic 15 wire combLogicA;
16 wire comblLogicB;
. . 17 wire comblLogicC;
in ?Omb out InB ('I'-omb outB 18 assign combLogicA = -~inA;
Oglc Oglc 19 assign combLogicB = -~inB;
combOZ 20 assi.gn comblLogicC = ~%nc,
inC comb outC 21 assign outA = combLogicA;
|0 iC 22 assign outB = comblLogicB;
\ / g 23 assign outC = comblLogicC;
TMRG ' comb02TMR 24 endmodule

74 Triple Modular Redundancy Generator cern.ch/tmrg @)



TMRG Examplel: Logic and output triplication ETM RG

1 module comb®3TMR(

1 module comb®3 (in,out); 2 in
TMRG \ 3 DI.I‘;:A

// tmrg default triplicate

4  outB,
// tmrg do not triplicate in 5  outC

2

3

4 Non triplicated Signa‘ j:.f;re inc;
5 output out; connected to a EEREER
b

7

8

9

triplicated signal

wire comblLogic; 10 input in;

11 output outh;
12 output outB;
13 output outC;
14 wire combLogich;

assign comblLogic = ~in; <=

assign out = combLogic; comb outA

endmodule Iogic

15 wire combLogicB;

16 wire comblLogicC;

17 assign combLogicA = ~inA;

in comb out in comb OUtB 18 assign combLogicB = ~inB;

. 9 . 19 assign comblLogicC = ~inC;
Ioglc Ioglc 20 assign outA = comblLogicA;
21 assign outB = comblLogicB;
Comb03 22 assign outC = comblLogicC;
comb outC 23

\ / - |Ogic 24 fanout inFanout (
TMRG 25 .inlin),
26  .outA(inA),
~ combOBTM 27 .outB(inB),
28 .outC(inC)
29 );

fanout for in net 36 endmodule
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TMRG Examplel: Input and logic triplication

1 module comb®4 (in,out); TMRG \ 1 module comb@4TMR(
I

inA,

2 // tmrg default triplicate N
3 // tmrg do not triplicate out 4 inc,
4 input in; 5} out
. 6 );
5 output out; Triplicated signal 7 wire combLogic;
6 wire comblLogic; connected tQ 8 input inA;
7 assign combLogic = ~in; non triplicated signal 9 input ind;
18 input 1inC;
8 assign out = comblLogic; ¢ 11 output out;
9 endmodule 12 wire combLogicA;
13 wire combLogicB;
14 wire comblLogicC;
inA COI’T:Ib = 15 assign combLogicA = -~inA;
|OgIC 16 assign comblogicB = ~inB;
17 assign combLogicC = ~inC;
in comb out inB comb N majority out 18 assign out = comblLogic;
logic logic | voter 19
comb04 20 majorityVoter comblLogicVoter (
-_ inC comb 21  .inA(combLogicA),
Iogic B 22 .inB(combLogicB),
\{-T—MRGQ comb04TMR 23  .inC(combLogicC},

24  .out(combLogic)
for COmb 25 );

26 endmodule

voter
logic net

76 Triple Modular Redundancy Generator cern.ch/tmrg @)



TMRG Examplel: Logic triplication

1 module combB5 (in,out);

// tmrg default do not triplicate

// tmrg triplicate comblLogic

input in;

output out;

assign comblLogic =

comblLogic;

2

3

4

5

6 wire comblLogic;
7

8 assign out =
9

endmodule

in comb
logic

comb05

out

\ﬁ'l\/IRG |

77

Non triplicated signal
connected 10

triplicated signal \

Triplicated signal

connected 10
non triplicated signal .\

comb
logic ‘
comb majority| out
logic voter
comb ‘
logic
combO5TMR |

Triple Modular Redundancy Generator

cern.

1 module comb®5TMR(
2 inm,

3 out

4);

S wire inC;

6 wire inB;

7 wire 1inA;

8 wire comblLogic;
9 input in;

16 output out;

11 wire combLogich;
12 wire combLogicB;

13 wire comblLogicC;

14 assign comblogicA = -~inh;
15 assign comblLogicB = ~1inB;
16 assign comblLogicC = ~inC;
17 assign out = comblLogic;

18

19 majorityVoter comblLogicVoter (
280  .inA{combLogicA),
21 .inB{combLogicB),
22 .inC{combLogicC),
23  .out({combLogic)
24 );

25

26 fanout inFanout |
27  .in{in},

28 .outA(inA),

29 .outB(inB},

38  .outC{inC)

31);

32 endmodule

ch/tmrg @)



TMRG Examplel: Input and output triplication

1 module combB&TMR(

13 input inA;

14 input inB;
endmodule 15 input inC;

16 output outh;

17 output outB;

18 output outC;

19 wire combLogic;

& 20 assign comblLogic = ~in;
inA outA ’ :

21 assign outA = combLogicA;

assign out = combLogic;

1 module comb®@6 (in,out); 2 inA,
2 // tmrg default triplicate j ix’
3 tmrg do not triplicate comblogic ‘ 5 outA,

{f g ) . p g TMRG -\ 6 outs,
4 1input in; 7 outc

o g8);
5 DUtPUt out ' 9 wire comblLogicC;
6 wire comblLogic; 10 wire comblLogicB;
5 . . 11 wire comblLogicA;

7 assign combLogic = ~in; 12 wire in;
8
9

22 assign outB = combLogicB;
23 assign outC = combLogicC;
r ) 24
& = = g 25 majorityVeter inVoter (
in comb out inB majority comb OULB 26 inaiinw,
i i 27  .inB(inB),
IOglc voter IOglc 28 .inC(inC),
29  .out(in)
comb06 _ 3);
inC outC 1

32 fanout comblLogicFanout (
G 33 .in(comblLogic),
T M R ;» 34  .outA({combLogicA),
b cumboﬁTM R 35 .outB{comblLogicB),
- 36 .outC(combLogicC)

37 );
38 endmodule
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TMRG Example: Summary

inA comb outA | comb outA
logic logic
inB| | comb | JoutB in|]| comb | outB
logic logic
inC[ | comb outC =BTiD —
logic .
logic
_comb02TM
comb03TM
/ - )
in comb out + G - -
logic — TMR o L— — .
— . . 1n majority | | : ou
— (with constraints) | > | "Voter | |_logic
inC outC
(the Same) comb06TMR
Verl‘og RTL inA comb | comb |
logic [ logic
inB| | comb | ™ majority| |out in|{] comb | ™ majority| |out
logic | _| voter logic | _| voter
inC comb n | conjb |
logic logic
comb04TMR comb05TMR

TMRG tool behavior can be controlled by TMRG constrains
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Majority voter, fanout ? PNTMRG

Some definitions:

common/voter.v common/fanout.v
1 module majorityVoter (inA, inB, inC, out, tmrErr}; 1 module fanout (in, outA, outB, outC);
2 parameter WIDTH = 1; 2 parameter WIDTH = 1;
3 dinput [{WIDTH-1):8]1 inA, inB, inC; 3 input [(WIDTH-1):8]1 in;
4 output [(WIDTH-1):8] out: 4 output [(WIDTH-1):8] outh, outB,outC;
5 output tmrerr; 5 assign outA=in;
3] reg tmrErr; 6 assign outB=in;
7 assign out = (inA&inB) | (inA&inC) | (inB&inC); 7 assign outC=in;
8 always @(inA or inB or inC) 8 endmodule
9  begin
18 if (inA!=inB || inA!=inC || inB!=inC)
11 tmrErr = 1;
12 else
13 tmrErr = 8;
14 end

15 endmodule

If needed this definitions are added to the output file,
can also be replaced by user defined modules.
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FSM Example: triplication without voting

1 module Fsm@1THR(
inA,

inB,

inC,

outh,

outB,

outC,

clkA,

9 clkB,

output out; ig : clkC

reg state; 12 input inA;
13 input inB;

1 module fsm@l (in,out,clk);

// tmrg default triplicate
input in; / TMRG \

input clk;

[=—T =L B B R

reg stateNext; 14 input inC;
15 input clkA;

assign out=state; We knOW that thIS IS i:ﬁ::: ;L:E

always e(posedge ctk) | TP flOP not what we want ... | -

21 reg stateh;

state <= stateNext; 22 reg stateB;
r - 23 reg stateC;

COmb |Oq|C |_ 24 reg statelextd;

25 reg stateNextB;
l GutA 26 reg stateNextC;
14 stateNext = in state; inA

o o0 N O M e WwWN

=
@

[
[

[
"]

=
W

always @(state or in) comb

logic

27 assign outh = stated;
28 assign outB = stateB;
29 assign outC = state(;
38

31 always @(posedge clkA)
32  stated == stateMextA;

3
_l DUtB 34 always @(posedge clkE)

15 endmodule C | kA

35 stateB <= stateMextB;

36

37 always @(posedge clkC)

38 statel == stateMextC;

39

40 always @(stateA or inA)

41 stateNexthA = inA"stated;

42
_l DUtC 43 always @(stateB or inB)

44 stateNextB = inB"stateB;

_ L comb
L comb D Ql& inB| | |ogic
in logic clkB
clk

fsmO1| |_

comb

45
46 always @(stateC or inC)

inC logic
clkC 47 stateNextC = inC"stateC;
T M R G > | fsmo 1TM R ) 48 endmodule

R

If an error occurs in one branch, it will propagate along the branch. If there is no repair mechanism, after the first error the effective cross
section is doubled with respect to the non triplicated circuit. In order to eliminate this problem, a voted feedback is needed!
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FSM Example: triplicating only the register E

1 module fsm@3 (in,out,clk);

/

TMRG

Majority Voter

added automatically
(conversion from triplicated
to non triplicated signal)

2 Jf tmrg default do not triplicate

3 // tmrg triplicate state Triplica‘te state |
4  input 1n;

5 dinput clk;

i output out;

7 reg state;

8 reg stateNext;

9 assign out=state;

18

11 always @(posedge clk)

12 state == stateNext;

13

14 always @(state or in)

15 stateNext = in ~ state; |
16

17 endmodule

I— comb
In logic

clk

\FFMRGL—> L

out

_ Lcnmh ¢
Nt 1 logic

D Q

=

majority _l_nut

voter

clk

fsmO3TMR |

82 Triple Modular Redundancy Generator
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1 module fsmO3THR(

2 inm,

3  out,

4 clk

5);

B wire stateNextC;

7 wire stateNextB;

8 wire stateNextA;

Ywire clkC;

18 wire clkB;

11 wire clkA;

12 wire state;

13 input in;

14 input clk;

15 cutput out;

16 reg stateh;

17 reg stateB;

18 reg stateC;

19 reg stateNext;

20 assign out = state;
21

22 always @(posedge ClkA)
23 stateA == stateNextA;
24

25 always @(posedge cClkB)
26 stateB <= stateNextB:;
27

23 always @(posedge clkC)
29 stateC == stateNextC;
38

31 always @(state or in)
32 stateNext = in“state;
i3

34 majorityVoter stateVoter |
35 .inA(stated),

36 .inB(stateB),

37 .inC(stateC),

38 .out{state)

39):

48

41 fanout clkFanout [

42 .in{clk),

43 .outAiclkA),

44  outB(clkB),

45  LoutCiclkC)

46 );

47

43 fanout stateMextFanout |
49  .in(stateMext),

58 .outA|stateNextd),
51 .outB(stateNextB).
52  .outC(stateNextC)

53 );

54 endmodule



FSM Example: triplicating the register and clock skew ETM RG

1 module fsm@3 (in,out,clk); TM RG 1 module fsme3TMR(
= 2 im,
2 // tmrq default do _not triplicate \ o
. ) - - 4 clka,
3 // tmrg triplicate state Triplicate state & clk N
4 // tmrg triplicate clk :} RKE
5 input in; Bw;re stateNextC;
6 input clk; 1331:: :::
7 Majority Voter 2
&= added automatically "
I (conversion from triplicated 15 input cUC;
' _ . . . . 16 output out;
10 assign out=state; to non triplicated signal) -
11 18 reg stateB;
12 always @(posedge clk) ;: ::3 iiiiﬁm
13 state <= stateNext; 2 assign out = state;
14 23 always @(posedge clka)
. 24 stated == stateNextA;
15 always @(state or in) 25
16 stateNext = in ~ state; 26 always @(posedge clkB)
» IE 27  stateB == stateNextB;
17 Q 28
CI kA > = 29 always @(posedge clkC)
18 endmodule 30 stateC == stateNextC;
31

32 always @(state or in)
33 stateNext = in“state;
34

I- l . I.. comb Q = majority lout 35 majorityVoter stateVoter (

. 36 .inA(stateA),
Y comb —p QJejout i logie | voter 4
In Iogic C i: it:_lut(state}

clk a

fs m 0 3 5 42 fanout stateNextFanout (
Q 43 .in(stateNext),
C I kc = 44 .outA(stateNextA),
> 45 .outB(stateNextB),
T M R G fsm 03TM R 46 .outC(stateNextC)
H a7 iE;

48 endmodule
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Introducing full TMR P\ TMRG

To generate full TMR (3 interconnected majority voters) a net
declaration with a specific name (Voted postfix) has to be used:

1 wire netVoted = net;

This syntax ensures that non triplicated Verilog code can be
simulated and/or synthesized.
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Full TMR: Voting triplicated signals

1 module vote®@l1TMR(

1 module vote®l (in,out): I

2 // tmrg default triplicate __— TMRG — =

3 input in: s

4 output out; zl;put inA;

5 | wire inVoted = in; Insert 3 voters ﬁi:::: e

6 assign out = inVoted; E:u::": E“I’;

7 endmodule E :::::: E:i: invoteda;

16 assign outB = inVotedB;
17 assign outC = inVotedC;
- 18
InA ‘_ 19 majorityVoter inVoterA (
majorlty OUtA 20 .inA(inA),

21  .inB(inB),

[ 3 Voter 22  .inC(inC),

23 .out(inVotedA)
24 );
25

majorlty outB ;j maJ:;:’:::’]cer inVoterB (
P voter ;2 .inB(inB),

.inC(incC),
30  .out(inVotedB)

voteOl 310

32

majority o utc 33 majorityVoter inVoterC (

inC s limtine)
T‘—M RG > T Vﬂter 36 i:c:mc:
. Uoteo 1TMR z; );.out(ln\fotedl:)

39 endmodule

in out inB
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Full TMR: logic triplication and voting

module votoHITHR(

1 module voteB®2 (in,out);

input in; — TMRG \ ~

output out; 10 e 4

11 inpart inC;

B oW E W R e

RETEESY

. . . 12 owtpesrt outh;
wire comblLogic; 15 outpat cute;
14 owtpest outl:
15 wire comblogicA;
16 wire comblogicE;
17 wire comblogicl;

1B assign cosblogicd = -inWotedd;

19 assign comsblogic =  -inVotedB;
28 assign comblogicl =  -inWotedC)
21 assign outh = comblLogicWotedA;
22 assign outB = comblogicWotedB;
23 assign outl = comblogicVotedC;

assign combLogic = ~inVoted; Insert 3 voters for input si
wire combLogicVoted = comblogic; |nsert 3 voters for output signals

26 .inA(inAl,

27  .inB(1inB].
endmodule 2 inclinc),

2% .owt [1nVobecsd)

E:BH

1n

2
3
4
5
6
7
8
9

32 majorityvoter combLogicvotera [

inA 33 .ina(comblogical,
$— . . 4 . . 3 .ine(cosbloguce),
1] majority comb M1 majority | | outA ==
voter logic |} voter .
[ - 39 majorityVoter conblogicvaterd [
48 .| cosblogical,
@ Cictomumc,
in| | comb | fout inB| | [T majority comb | |7 majority| [outB .=
logic Il voter logic [ voter o g st
Voteoz Eéjﬁt:mmr
L] majority comb | (177 majority [ [ oUtC e e
inC voter logic voter = i),
\ﬁ'MRG t £ 2 ==
- vote02TMR e e
El  .ird[comblogicAl,
B2 .irBcomblogicBf,
- el
Do you want to have voter before and after the logic? Probably not ... but you CAN. e
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FSM Example: triplication and voting

1 module fsmB2 (in,out,clk);

2 // tmrg default triplicate TMRG
input in; /

3
4 input clk; e
5
6

output out; 12 drgart ina;
reg state; “?""“"‘;:
e 11 gt 2l
8 wire stateNextVoted-stateNext; |[1Sert 3 voters :
g assign outl=state;
1@
11 always @(posedge clk) ﬂ|p ﬂop
12 state == stateNextVoted;
13

14 always @(state or in) Comb ‘OCHC

15 stateNext = in ~ state;
16
—

21 reg stated;

22 reg stateB:

23 reg stateC;

24 reg statcHestA;

25 reg stateMextB;

26 reg statelextC;

27 assdgn outh = stated;
28 assign outB = stated;
29 assign outl = statel;
38

31 always Blposesge clkAl

32 stated <= stateNextVotedA;
13
34 aluays @ posedge clkB)

35 stateB <= stateNexiVobedE;
g
37 alsays @ posedge clkC]

L - = OutA :: stateC <« stateNextVoteol;
17 endmodule (]:OlT.lb | majority Q l_ y
inA J- Oglc 1 VOter :: always §lstateE or 1..||B] ]

clkA "

46 aluys @ state or inC)

47  statelextl « inC"statel;
48

49 majorityVoter stateMextVoterd [
lrcomb Tit| maijority —’f QMjouts_ i)

52 _in(statelextC),

H M Io i c 1 V t r 53 .out [stateMectVot
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e R .
A majority
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; logic voter
inC _|- P
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Other features

Handling modules hierarchy
(including not triplicating specific modules)

Accessing individual signals from a triplicated bus
(e.g. power on reset monitoring)

Generating a triplicated bus from other signals
(e.g. clock gating for production testing)

Using voting error output
(e.g. SEU counter)

Generating identical slices of logic (timing critical logic)
(e.g. feedback divider for PLL)

Specify majority voter and fanout cells on per module basis
(e.g. different voter for clock multiplexer)

Integrated with SVN / CLIOSOFT sos version control systems
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How to constrains the design ? ETM RG

Constrains do not have to be places in the source code directly. Constrains can be
 loaded from a configuration file

- The configuration file uses standard INI file format. It is a simple text file with a basic structure
composed of sections, properties, and values. An example file may look like:

[modName ]
default : triplicate
net : triplicate
net : do not triplicate
tmr _error : true

- To load a configuration file, you have to specify its name as a command line argument:

$ tmrg -c config.cfg [other options]
$ tmrg --config config.cfg [other options]

 provided as a command line arguments. This approach is not very effective for constraining the
whole project, but may be really handy in the initial phase. A possible constrains are shown bellow:

$ tmrg -d "default triplicate modName" [other options]

$ tmrg -d "triplicate modName.net" [other options]

$ tmrg -d "do not triplicate modName.net" [other options]
$ tmrg -d "tmr _error true modName" [other options]
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Preserving TMR code during synthesis

Most of the code generated by TMRG tool is redundant
— synthesizer will want to remove it (undesirable behavior!)

The TMRG generates a set of constrains for you which will force Design Compiler not
to discard the redundant logic:

¢ tmrg --generate sdc --sdc _headers comb@6.v

As a result, a file combO6TMR. sdc will be generated. The file is a SDC file which can
be loaded from the RC.

set sdc_version 1.3

set dont touch /designs/comb06TMR/nets/combLogicA
set dont touch /designs/comb06TMR/nets/combLogicB
set dont touch /designs/comb06TMR/nets/combLogicC
set dont touch /designs/comb06TMR/nets/combLogic
set dont touch /designs/comb@®6TMR/nets/inA

set dont touch /designs/comb06TMR/nets/inB

set dont touch /designs/comb06TMR/nets/inC NS may aﬁeCt

set_dont_touch /designs/comb@6TMR/nets/in COnS“a\n . -Zat'\on
the logic 0pUTY
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Placement Generator

* Majority voters before (or after) flip-flops cause the P&R tool to place
Instances of triplicated flip-flops close together (in order to keep the
routing short).

 Multiple bit upsets can lead to malfunctioning of the triplicated

design:
— one has to ensure that the triplicated instances of the same
element are not placed too close to each other.

e The PLAG tool:

— can assign registers (or other type of cells) to a specific Instances
Group. Minimum distance is enforced, while leaving Encounter
freedom to optimize the placement,

— operates on a final netlist.
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# plag --lib libs/tcbn651p.v -o tmrPlace.tcl r2g.v

-

tmrPlace.tcl: <

/[..]

addInstToInstGroup tmrGroupA {fsm02TMR/stateA reg}
addInstToInstGroup tmrGroupB {fsm02TMR/stateB reg}
addInstToInstGroup tmrGroupC {fsm02TMR/stateC reg}

[..]

Encounter flow:

[..]

createInstGroup tmrGroupA -region 0 0 10 10

[example layout]

createInstGroup tmrGroupB -region 10 0 20 10

&createInstGroup tmrGroupB -region 20 0 30 10
source tmrPlace.tcl

[..]

Room for
improvement
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single event effects generator

4 Design j .
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@ehavkwaURTD‘ Functional
\_Descﬂpﬂon : Verification
[ Verilog code %
v
) Testbench o
. T Timing
user constraints Triplication :
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v v
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v v ;
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Synthesis ,) ) »| Verification
[Veiilog neTSt] 'Parasitic/Power‘
Placement rStimqus ~NO|Se AnalySl?
generation | | generation T
plag \_ see
v v
[P&R constraints] SEE stimulus
¥
Floor planning] )
Place & Route | artefact

v
[ Layout ]

tmrg
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Single Event Effects Generator

Once the design is implemented one should verify that the design still works as intended and that the
design in immune to SEE. SEEG tool streamlines the verification process.

An example usage of the tool for the netlist generated for an example fsm02 can look like:
# seeg --lib libs/tcbn651p.v --output see.v r2g.v

The SEEG generates a file (see.v) which contains several verilog tasks, which can toggle nets
(to simulate SET) or toggle flip-flops state (to simulate SEU) or both:

task set_force net; // - Single Event Transient - - - - - - - - - - - - - -
task set _release net; task set force net;

input wireid;

integer wireid;
g
case (wireid)
0 : force DUT.stateA reg.0 = ~DUT.stateA _reg.q;
1 : force DUT.stateC_reg.0 = ~DUT.stateC _reg.d;

task set display net;

task set max net;

task seu force net;
task seu release net;
task seu display net;

task seu max net;
- - ' task seu_force net;

input wireid;

task see force net; integer wireid;
task see release net; begin

case (wireid)

8 : force DUT.stateA reg.SDN = ~DUT.stateA req.SDN;

1 : force DUT.stateA req.CDM = ~DUT.stateA req.CDN;

task see display net;

task see max net;

The approach has been verified with 65nm-HEP CMOS standard cell library and with custom standard cell
library characterized with Liberate (IpGbtxHsLib).
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Test Bench Generator

TBG generates a generic test bench ‘Lfdef TMR
. . . fanout for clk
« RTL description / Netlist Mre clkacelk;
. g . g . wire clkB=clk;
* Non triplicated / triplicated version wire clkc=clk;
(automatic fanout/majority voter insertion for inputs/outputs) [ e o
« SDF timing annotation e
/] voter for out
“ifdef SDF > wire outA;
initial wire outB;
$sdf_annotate("r2g.sdf", DUT, ,"sdf.log", "MAXIMUM"); wire outC;
‘endif wire outtmrErr;
majorityVoterTB outVote
« SET/SEU/SEE generation BRSNS
.inC(outcC),
"ifdef SEE .out(out),
reg SEEEnable=0; /| enables SEE generator LEmrErr{outtmrErr)
reg SEEActive=0; // high during any SEE event )i
integer SEEnextTime=0; // time until the next SEE event fsmO2TMR DUT (
integer SEEduration=0; // duration of the next SEE event -CLkA(clkA),
integer SEEwireld=60; /| wire to be affected by the next SEE event 'CltB(C1tB)’
integer SEEmaxWireld=0; // number of wires in the design which can be af ‘ikﬁfiﬁk)c)’
integer SEEmaxUpaseTime=1000; // 1 ns (change if you are using different time :inB(inB)’
integer SEEDel=100_000; // 180 ns (change if you are using different tim .inc(inc):
integer SEECounter=0; // number of simulated SEE events .outA(outA),
.0utB(outB),
‘include "see.v" // include tasks generated by seeg .outC(outC)
[..] )
“endif ‘else
fsmd2 DUT (
.clk{clk),
.in(in),
« simple clock/reset generators BRI
)3
# thg topModule.v -o topModule test.v ‘endif
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DEMO Results
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DEMO Results

Conclusions:

- TMRG tool chain is easy to use

- TMRG flow can be fully automatized

- TMRG tool should be used with caution
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Current Limitations

The TMRG supports only a subset of Verilog language
(sophisticated constructions may lead to incorrect results).

The tool is not able to handle all possible coding styles:

- Concatenation of triplicated and not triplicated variables on
the left hand side of an assignment

- Multi-dimensional arrays
- unnamed connections for the module instantiation
System Verilog syntax is not supported

Parser error messages are not very verbose

Some constants are hard-coded in the source code
(like A,B,C postfixes for triplicated signals names)

Higher order replication (5, 7, 9, ...) Is not supported
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Summary

« TMRG tool chain assists user along the design process of
electronics resistant to Single Event Effects

- It is compatible with the typical ASIC design flow used in the HEP community
- It does not put too much constrains on user's coding style

- It allows to obtain various flavors of TMR (registers only, full triplication, ...)

- It assists in the physical implementation stage (synthesis, P&R)

- It assists the designer in the verification process (generation of SEE)

— It can be run in a batch mode (fully automatic flow)

* To get started check the documentation at : cern.ch/tmrg

 Development still continues, your feedback is essential!
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TMRG

Thank you very much for your attention!

questions ?
suggestions ?
remarks ?

requests ?

Please visit : cern.ch/tmrg
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Further reading

Single event effects in static and dynamic registers in a 0.25 pym CMOS technology
F Faccio; K. Kloukinas; A. Marchioro; T. Calin; J. Cosculluela; M. Nicolaidis; R. Velazco
IEEE Transactions on Nuclear Science, Year: 1999, Volume: 46, Issue: 6

An SEU-Robust Configurable Logic Block for the Implementation of a Radiation-Tolerant FPGA
S. Bonacini; F. Faccio; K. Kloukinas; A. Marchioro
IEEE Transactions on Nuclear Science, Year: 2006, Volume: 53, Issue: 6

Computational method to estimate Single Event Upset rates in an accelerator environment
M Huhtinen and F Faccio
NIMA, Year: 2000, Volume:450, Issue:1

Characterization of a commercial 65 nm CMOS technology for SLHC applications
S Bonacini, P Valerio, R Avramidou, R Ballabriga, F Faccio, K Kloukinas and A Marchioro
Journal of Instrumentation, Volume 7, January 2012

Single-event upset sensitivity of latches in a 90nm dual and triple well CMOS technology
L Pierobon, S Bonacini, F Faccio and A Marchioro
Journal of Instrumentation, Volume 6, December 2011

Design and characterization of an SEU-robust register in 130nm CMOS for application in HEP ASICs
S Bonaci
Journal of Instrumentation, Volume 5, November 2010
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