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Members of the group 2016

M. Babik (CERN), J. Chudoba (FZU), A. Dewhurst (RAL), S. Fayer
(Imperial), T. Finnern (DESY), T. Froy (QMUL), C. Grigoras (CERN), 
K. Hafeez (RAL), B. Hoeft (KIT), T. Idiculla (RAL), D. Kelsey (RAL), F. 
Lopez Munoz (PIC), E. Martelli (CERN), R. Nandakumar (RAL), K. 
Ohrenberg (DESY), F. Prelz (INFN), D. Rand (Imperial), A. Sciaba
(CERN), U. Tigerstedt (CSC), D. Traynor (QMUL)

And many others in earlier times

Many thanks to them!
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Overview

Update since BNL HEPiX – Oct 2015

• IPv6 deployment timetable

• Use of IPv6 - statistics

• Production dual-stack storage services

• LHCOPN/LHCONE & IPv6

• Monitoring (perfSONAR, ETF)

• IPv6-only clients/worker nodes

• IPv6 security

• Next IPv6 meetings and events
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Deployment timetable

• 2015: We pushed for dual-stack perfSONAR

• 2016: Now encouraging dual-stack storage

• 2017: Time to support IPv6-only CPU
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Google IPv6 stats
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https://www.google.com/intl/en/ipv6/statistics.html

https://www.google.com/intl/en/ipv6/statistics.html


Google IPv6 stats (2)
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Google IPv6 stats (3)

19-Apr-2016 HEPiX IPv6 7

https://www.google.com/intl/en/ipv6/statistics.html

https://www.google.com/intl/en/ipv6/statistics.html


IPv6 traffic at AMS-IX 2014
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https://ams-ix.net/technical/statistics/sflow-stats/ipv6-traffic

https://ams-ix.net/technical/statistics/sflow-stats/ipv6-traffic


IPv6 traffic at AMS-IX 2015-6
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https://ams-ix.net/technical/statistics/sflow-stats/ipv6-traffic

https://ams-ix.net/technical/statistics/sflow-stats/ipv6-traffic


Production dual-stack services

• We have been testing dual-stack storage for some 
time now

– See my talk at last HEPiX meeting (Oct 2015)

– Much of the storage technology now works!

• Dual-stack sites include:

– NDGF, PIC, Imperial, QMUL, Nebraska, others

• Recent change – PIC Tier 1

– Enabled dual-stack dCache pools for CMS (22 Mar)
• Lots of IPv6 traffic to CMS Tier 2 in UK

– For ATLAS on 12th April, LHCb soon
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WLCG Dual-Stack services
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Services in BDII

Fraction of IPv6 reached ~5%



PIC IPv6 traffic 2016
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dCache IPv6 traffic from PIC to Tier 2 over general internet



Total dCache traffic PIC
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IPv4 plus IPv6 – Local as well as off site



IPv6 dCache PIC – traffic IN
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Peaks at 1.4 GBytes/s



IPv6 dCache PIC – traffic OUT
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Peaks at 6 GBytes/s



IPv6 internet traffic CERN
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Dual-stack - conclusions

• Data transfers over IPv6 are happening

• It all works!
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LHC[OPN/ONE]  IPv6  status

Bruno Hoeft / DE-KIT

Shown at LHCOPN/ONE meeting 
Taipei 13/14 Mar 2016



LHCOPN  current IPv6 CIDRs 

CH-CERN 513 (CERN) 
61339 (CERN-WIGNER) 

- 128.142.0.0/16 
188.184.128.0/17 
188.185.128.0/17 
(AS61339) 

- 2001:1458:301::/48 
2001:1458:302::/48 
2001:1459:301::/48 

DE-KIT 34878 (FZK) 192.16.166.32/30 
192.16.166.36/30 

192.108.45.0/24 
192.108.46.0/23 

2001:1458:302:9::/64 
2001:1458:302:D::/64 

2a00:1398:104::/46 

ES-PIC 43115 (PIC) 192.16.166.56/30 
192.16.166.60/30 

193.109.172.0/24 2001:1458:302:11::/64 2001:67c:1148:200::/64 
2001:67c:1148:201::/64 
2001:67c:1148:202::/64 

FR-CCIN2P3 789 (IN2P3) 192.16.166.40/30 
192.16.166.44/30 (not 
used) 

193.48.99.0/24 2001:1458:302:8::/64 2001:660:5009:9::/64 

IT-INFN-CNAF 137 (GARR) 192.16.166.16/30 
192.16.166.192/29 

131.154.128.0/17 ? 2001:1458:302:27::1 ? 2001:760:4205::/48 

KR-KISTI 1237 (Kreonet) 192.16.166.164/30 134.75.125.0/24 2001:1458:302:29::/64 -

NDGF 39590 (NDGF) 192.16.166.48/30 
192.16.166.52/30 

109.105.124.0/22 2001:1458:302:F::/64 2001:948:40::/42 

LHC[OPN/ONE] – Cambridge, 28st Oct. 2015  -- Bruno Hoeft

Tier-1s still missing:
NL-T1

BNL

ASGC

Triumf

RAL

Russian sites
RRC-KI
JINR



PerfSONAR of Tier-1s 

LHC[OPN/ONE] – Cambridge, 28st Oct. 2015  -- Bruno Hoeft

Tier-1

LHCOPN IPv6 Peering LHCONE IPv6 Peering Perfsonar via IPv6

ASGC -- --

BNL not on their prioroty list

CH-CERN   LHC[OPN/ONE]

DE-KIT   LHC[OPN/ONE]

FNAL   LHC[OPN/ONE]

FR-CCIN2P3   LHCONE

IT-INFN-CNAF --  LHCONE

NGDF   LHC[OPN/ONE]

ES-PIC   LHCOPN

KISTI startet but no IPv6 Peering implemented

NL-T1 peering and dual-stack Perfsonar in preperation

Triumf IPv6 peering planned at end of 2015

RRC-KI-T1 -- --



LHC[OPN/ONE] – Cambridge, 28st Oct. 2015  -- Bruno Hoeft

PerfSONAR of Tier-2s 
LRZ ?

GPI – general purpose internet



perfSONAR dashboard
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http://maddash.aglt2.org/madd

ash-webui/

Find Dual-Stack Mesh 

Dashboard

http://maddash.aglt2.org/maddash-webui/


Monitoring - ETF

• WLCG Experiments Test Framework (ETF) is the new 
SAM/Nagios Test Framework 

• Lots of work done recently on making this capable of 
monitoring dual-stack service

• ETF for IPv4 (on dual-stack test) ran unattended for 
the duration of the Xmas 2015 break without any 
issue at all!

• ETF already shown to be very useful as a tool to 
monitor the testbed
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Support for IPv6-only 
worker nodes/VMs

• Being driven by ATLAS (Alastair Dewhurst)
– but ALICE, CMS and LHCb all agree

• CERN - IPv4 address saving measures have delayed depletion

• But requests for IPv6 from Tier 2s (Canada, Hong Kong, …)
– Lack of IPv4 addresses or better performance on IPv6

• Opportunistic (Cloud) resources may be IPv6-only

• Aiming to support IPv6-only CPU from April 2017
– Still to be presented to WLCG GDB (June 2016) and then WLCG MB

– Without dual-stack proxy

– With same performance as IPv4

– Access to (sufficient) dual-stack storage required

– Can we provide incentives to sites to run dual-stack storage?
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IPv6 Security

• Ongoing work on this topic

• See D Kelsey presentation at ISGC2016
– https://indico4.twgrid.org/indico/event/1/session/19/contribution/35

• Security: important part of the IPv6 initial design

• BUT with IPv6 
– Lack of maturity

– New vulnerabilities and attack vectors

– Need for IPv6-compliant monitoring and tools

– Lack of education and experience

• We are producing guidance to WLCG site sys admins and 
networking/security teams
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https://indico4.twgrid.org/indico/event/1/session/19/contribution/35


Next IPv6 events/meetings

• 18/19 May 2016 - F2F WG meeting at CERN

• 7/8 June 2016 – preGDB/GDB at CERN

– A full-day on Tuesday 7th June

• Plus topics at GDB the next day

– Present all of the current status, experience and 
guidance

• ENCOURAGE more deployment of dual-stack!

– ALL ARE WELCOME!
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More volunteers welcome

• Join the IPv6 working group!

• Would be very good to get wider coverage

– We urgently need sites in Americas and Asia

– Testing dual-stack production services

– A good way of gaining experience
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Links

• HEPiX IPv6 web
http://hepix-ipv6.web.cern.ch

• HEPiX IPv6 wiki
https://w3.hepix.org/ipv6-bis/

• Working group meetings
http://indico.cern.ch/categoryDisplay.py?categId=3538

• WLCG Operations IPv6 Task Force
http://hepix-ipv6.web.cern.ch/content/wlcg-ipv6-task-force-0

• Papers published in proceedings of CHEP2013 and  
CHEP20015
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http://hepix-ipv6.web.cern.ch
https://w3.hepix.org/ipv6-bis/
http://indico.cern.ch/categoryDisplay.py?categId=3538
http://hepix-ipv6.web.cern.ch/content/wlcg-ipv6-task-force-0


Questions?
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