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Federated Identity Management Worldwide AARC
What is a Federation? )

* Federated Identity Mangement (FIV) is the concept of groups
of Service Providers (SPs) and Identity Providers (IdPs)

agreeing to interoperate under a set of policies.

* Federations are typically established nationally and use the
SAML2 protocol for information exchange

* Each entity within the federation is described by metadata

(QARC https://aarc-project.eu



Federated Identity Management Worldwide AARC
eduGAIN :

e eduGAIN is a form of interfederation

* Participating federations share information (metadata) about
entities from their own federation with eduGAIN

* eduGAIN bundles this metadata and publishes it in a central
location.

Identity Provider

QARC https://aarc-project.eu Credit to Alessandra Scicchitano — GEANT for this slide



Federated Identity Management Worldwide AARC
eduGAIN adoption

Wiyl 37 (33

eduGAIN Stats
Federations: 38
All entities: 3157
IdPs: 2007

SPs: 1151

Il eduGAIN Voting-only l Candidate
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The benefits AARC

* Enables trustworthy exchange of information between
federations with minimal bilateral agreements

* Reduces the costs of developing and operating services
* Improves the security and end-user experience of services
* Enables service providers to greatly expand their user base

* Enables identity providers to increase the number of services
available to their users

«QARC https://aarc-project.eu Credit to Alessandra Scicchitano — GEANT for this content



The benefits AARC
Why should you really care? |

Less time spent negotiating policies ©

Saves time & money in development

Reduces your security risk

You get more users, more easily

(@ARC https://aarc-project.eu



The issues AARC

* Federated incident handling

e Concerns of major science service providers that if they go down the
federated route, they need to be notified by IdP’s of compromised
accounts relevant to the service provider.

e Attribute release

* Multiple issues, both technical and political, are blocking attribute
release. Data protection laws are unclear and changing and may soon
present a serious obstacle.

*QARC Pitps/fRarcprolected Credit to Alessandra Scicchitano — GEANT for this content



Addressing the issues AARC
Federated Incident Handling |

e A Security Trust Framework for Federated Identity is in its infancy

* Objective is to establish the necessary trust to facilitate
collaboration in the event of an incident spanning federations

* https://refeds.org/sirtfi

Il us : +31(0)20 5304488 Mail us : contact@refeds.org

Cal :
/// REFEDS Home Blog Wiki Meetings Sponsor Federations Our Work About Q

SI RTFI REFEDS > SIRTFI

The Security Incident Response Trust Framework for Federated Identity (Sirtfi) aims to enable the coordination of incident response across federated organisations. This assurance

framework comprises a list of assertions which an organisation can attest in order to be declared Sirtfi compliant.

REFEDS' Sirtfi Working Group has been active since 2014 and combines expertise in operational security and incident response policy from across the REFEDS community. Work to pub-
lish and implement the Sirtfi Trust Framework is supported by the AARC Project.

L]

Benefits Sirtfiv 1.0 FAQs

Why should I join? What are the Benefits? View the Sirtfi Framework Need help?

(@ARC https://aarc-project.eu



Addressing the issues AARC
Attribute Release

* Instead of requiring dynamic attribute release for each service, the
recommendation from REFEDS (The Research and Education
Federations Group) is for all federation participants to release, and
require, a common set of attributes

* Research and Scholarship Entity Category requires:

L\

e eduPersonPrincipalName
* email
» displayName OR (givenName AND sn)

v

&

Implement Research and
Scholarship Entity Category
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Addressing the issues AARC
Who is working on this? |

FIM4R 2 REFEDS (AARC
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Federated Identity Management for HEP AARC
Where are we now? |

* WLCG
e >10 years of federated computing
e User-owned X.509 certificates
* VOMS managing Authorisation

e Established users are accustomed to the considerable work of
obtaining certificates

* |t works... but it could be better

CERN CA

CERN Account created

(QARC https://aarc-project.eu B




Federated Identity Management for HEP AARC
Specific benefits of FIM for HEP ‘

* Increased user mobility

» Users will be able to log in to WLCG services from a guest device, e.g. a library
computer.

* Account maintenance

e Currently, superfluous CERN accounts are created for users. Maintenance is
required, plus account accuracy < home organisation’s data. This can stop!

* End-user experience
* Users are becoming accustomed to SSO, e.g. Google, Facebook etc, and are
asking for the same within academia. Potential to loose users to commercial
products if not adopted.

Risks of not adopting Federated Access
* Loss of recognition as leader in connected computing
* Increased difficulty in securing funding, the European Commission strongly backs the SAML

federated model

(QARC https://aarc-project.eu 13



Federated Identity Management for HEP AARC
Specific benefits of FIM for HEP *

Still not convinced?

Work from your colleague’s laptop in an emergency

No need to have a CERN account solely for WLCG access

SSO across R&E — wouldn’t that be nice?

(QARC https://aarc-project.eu



Federated Identity Management for HEP
Where do we want to be?
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Federated Identity Management for HEP AARC

Where do we want to be?
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Federated Identity Management for HEP AARC
IOTA Explained |

* |dentifier-Only Trust Assurance

* Provides the required x.509 certificates for consumption by WLCG services
* Low LoA so must couple with high LoA VO management, i.e. limit to LHC VOs
* Maintains current traceability

.34
2 LoA 2: 1, 2-factor vetting, verified traceability, externally audited as
matter of course
Tg;ﬁ:::gkee IOTA: unique identification, no identity , limited traceability
Scale .
1 | LoA 1: verified email address with mail-back

/I LoA 0: ‘like conventional unsigned email’
Credit to David

Groep, Nikhef

QARC https://aarc-project.eu https://Icg-ca.web.cern.ch/lcg-ca/doc/WLCG-CERN-IOTA-statement-MB.pdf v




Federated Identity Management for HEP AARC
IOTA Explained ]

* VO restrictions clearly stated, WLCG identity vetting or equivalent:
https://Icg-ca.web.cern.ch/lcg-ca/doc/WLCG-CERN-IOTA-statement-

MB.pdf

Logic for authorisation decisions example

( VO:/atlas && CA:IGTF-Classic,IGTF-MICS,IGTF-SLCS,IGTF-I0TA ) ||
( VO:/* && CA:IGTF-Classic, IGTF-MICS,IGTF-SLCS )

* An LCMAPS plugin has been pushed into the EGI Unified Middleware
Distribution (UMD) to enable this logic

* A Policy Information Point (PIP) will be deployed in the Argus
Authorisation Service to enable the same logic

(QARC https://aarc-project.eu 18



Federated Identity Management in other communities QARC

e« Communities such as LIGO, ELIXIR (life sciences) are actively engaged
in FIM, and working to solve the existing challenges (see Blog Post)

through the AARC Project

* Large scale projects such as INDIGO Data Cloud and EUDAT have
enabled access via eduGAIN

* Helix Nebula (working towards the European Open Science Cloud
and lead by CERN) aims to unify access via eduGAIN as part of the

first project, HNSciCloud

A A R C Authentication and Authorisation for Research and Collaboration
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Conclusions @RC

* There are considerable benefits to enabling FIM

* There are also issues BUT these issues are understood and being
addressed

* Specific benefits identified for WLCG
e Other communities have recognised the value of FIM
* We do not want to be left behind!

4/ eduGAIN

(@ARC https://aarc-project.eu



Thank you
Any Questions?

hannah.short@cern.ch

'AARC

https://aarc-project.eu
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