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EVENT MANAGEMENT AT CCIN2P3

o Context

o Architecture

o Software stack
e« Some Use-cases
« What's next



CONTEXT




EVENT MONITORING @ CCIN2P3

o ~ 100 million logs per day

40k/s peaks

o ~ 1 billion metrics per day

15s period

e ~400'000 services
e ~ 2'400 devices



EVENT TYPES

« metrics (collectd) (pull)

ccnoded?2 cpu-0/percent-idle ok 1.2

ccddeeff load/load-relative warning 2.3

e logs (syslog-ng) (push)

el000e:
puppet:
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DEDICATED PLATFORM

o Elasticsearch: 9 Poweredge R620/R630 48GB/4.5T
e Rest: a couple of openstack VMs



SOFTWARE STACK




BACKENDS

e syslog-ng
e collectd
e riemann

e Elasticsearch



SYSLOG-NG

o log transport

o pattern matching
o structuration

e correlation

e routing



COLLECTD

e metric collection
e threshold

e transport

e structuration



RIEMANN

realtime stream processing

logs and metrics

aggregation

routing

subscription through ws

multi-tier archiving of metrics through samplerr
reportedly achieving MEPS



ELASTICSEARCH

e "You know, for search!"



FRONTENDS

e Kibana
o Grafana
e Riemann-dash
« REST CLI
« WS CLI



DATA MODEL




EVENT DATA MODEL

service
state
host

ttl



EXAMPLE: METRIC

"timestamp": 1461075576,
"service": "cpu-0/percent-idle",
"state": "ok",

"host": "ccddeeff.inZ2p3.fr",
"ttl": 30,

a€ |

"metric": 42,
"plugin": "cpu",
"pinstance": "0",
"type": "percent",
"tinstance": "idle",
ag |




"timestamp": 1461075777,
"service": "sshd",
"state": "ok",

EXAMPLE: LOG

"host": "ccfawe.in2p3.fr",

"ttl": 300,

a€ |

"message": "sshd[334]:
"syslog": {

"pid": 334,
"severity": "info"

by

"secevt": {

"verdict": "ACCEPT"
Y
"usracct": {

"username": "fwernli"

Accepted

gssapi-with-mic for fwernli from 134




USE-CASES




L0G PARSING



PATTERNDB

Flat Message
2014-05-30T14:34:53.087% dc0l.in2p3.fr \
: park= A\
service= A\
ndc=,message=remove entry for: 0000BD759.

Matching
pdb::simple::ruleset { 'dCache':
id => 'dCache’,
patterns => [' "1,
rules => [{
id => 'dCache-std-event',
patterns => [ 'park=
service=
ndc=@ESTRING:ndc:,@
message=@ANYSTRING:message@'

Structured Message
timestamp => 1401461273,
host => 'dc0l.in2p3.fr"',

program => " '

service => "

ndc => nil,

message => "remove entry for: 0000BD759.."




EVENT CORRELATION



SELF-RECOVERY

warning event
afs: Lost contact with file server \
in cell my.cell .
Y matching rule
id: 34a012fc-f964-4b85-a5cb-066ca2efab54b

context id: 'openafs-${appacct.cell}-
context scope: program

patterns:
- 'afs: Lost contact with file server
in cell Q@HOSTNAME:appacct.cellQ@)

self-heal event

afs: file server in cell \
my.cell is back up .
matching rule

id: b82b8d55-6060-4857-bc2e-d3ce5£f4£d082
context id: 'openafs-${appacct.cell}-
context scope: program
patterns:
- 'afs: file server
@HOSTNAME:appacct.cell@ is back up’




TIMEOUT-BASED CORRELATION

warning event
afs: Lost contact with file server \

in cell my.cell :
. matching rule
id: 34a012fc-f964-4b85-a5cb-066ca2efa54b

context id: 'openafs-${appacct.cell}-
context scope: program

patterns:
- 'afs: Lost contact with file server
in cell @HOSTNAME:appacct.cellQ@)

Correlation
OPENAFS LOSTCONTACT TIMEOUT:
message:
tags:
- alert
- afs
values:
HOST FROM: ' !
PROGRAM: 'openafs-lostcontact/${afs.cell}-
state: warning
rule:| 34a012fc-£964-4b85-a5cb-066ca2efab54b




SCENARIO1: SELF-HEALING

warning event
afs: Lost contact with file server \ el afs: file server
in cell my.cell my.cell is back up

no timeout

!

generated event

self-heal event

in cell \




SCENARI02: KABOOM

warning event
afs: Lost contact with file server \

in cell my.cell

timeout

!

generated event
message: afs: Lost contact with file server \

in cell my.cell
HOST FROM:

PROGRAM: openafs-lostcontact/my.cell-
state: warning

tags: [alert afs]




CORRELATION TYPES

o timeout

e condition

o throttling

e gOouping-by in syslog-ng-3.8.x



METRIC AGGREGATION

e riemann

e group-by puppet facts

= e.g. openstack "domains", productname, operating
system

= e.g. server role, profiles, etc.

each event has custom facts and site-specific
key-values attached



PowerEdg

PowerEdg




METRIC LIVE ARCHIVING

samplerr

riemann plugin
Consolidate metrics using rrdtool-like overlapping round-
robin archives
online time-based downsampling
write data to Elasticsearch
rotate time-based indices using ES aliases
» transparent access to the data
» save disk space and keep queries fast
= ~ |LM for spectrum scale
= ~ continuous queries for influxdb

.12


http://github.com/ccin2p3/samplerr
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samplerr

(def cfunc [{:func samplerr/average :name avg}
{:func samplerr/minimum :name min}
{:func samplerr/maximum :name max}])
(def archives [{:tf "YYYY.MM.dd" :step 20 :ttl (days 1) :cfunc
tf "YYYY.MM" :step 300 :ttl
tf "yYyyy" :step 3600 :ttl

weeks 1) :cfunc
years 10) :cfunc

{: (
{:tf "GGGG.'w'WW" :step 60 :ttl (days 2) :cfunc
{: (
{: (

(samplerr/persist {:index-prefix index-prefix :index-type "samplerr" :c

(samplerr/periodically-rotate {:interval (t/seconds 60) :conn elastic



http://github.com/ccin2p3/samplerr

samplerr


http://mirror.in2p3.fr/TSM/wernli/201604_HEPiX/samplerr.html

samplerr

e replace legacy system based on rrdtool
e used in production by fall at CCIN2P3
« used for gserv monitoring (LSST)


http://github.com/ccin2p3/samplerr

REAL-TIME INVESTIGATION
WEBSOCKETS



loggmann


http://mirror.in2p3.fr/TSM/wernli/201604_HEPiX/realtime.html

riemann-dash

systeme Users openafs GridEngine Elasticsearch dCache ccosvms0023 puppet |+ ILoad 0.02, 0.04 || ccsv|i26.in2p3.fr:443 'é'WEbSOCKEtS' 31
-1 n
state |= "ok
df-data/percent_bytes-free processesffork_rate host service state metric description
ccdcatlioss.in2p3.r [N cowsge0797.in2p3 fr processes/fork_rate warning  1960.1936711471453
ccwsge0797.in2p34r (EE - sqe0797.in2p3 T processes/fark_rate ok 18.753159071758997
event rate
ccosvmsD018 ccosvims0023 ccosvms0037 ccosvms0076 cesvli26  cosvlid9 cosviif2

streams rate

server ws 0.0.0.0:5556 out rate

http: f/ccrimon.



http://mirror.in2p3.fr/TSM/wernli/201604_HEPiX/ccrtmon.m4v

potential happiness


http://mirror.in2p3.fr/TSM/wernli/201604_HEPiX/ph.html

DATA-DIVING
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http://mirror.in2p3.fr/TSM/wernli/201604_HEPiX/grafana.m4v
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http://mirror.in2p3.fr/TSM/wernli/201604_HEPiX/kibana.m4v

CUSTOM PARSING



EXAMPLE: DCACHE-HSM



RAW EVENT

["put’,

'0000198BB8C3D65C4767917CB68957017532",
'/data/pool-atlas-tapebuffer-1i059a/pool/data/0000198BB8C3D65C4767917CH
'-5i=51ze=739609284;new=true; stored=false;sClass=mctape:atlas;cClass=-;
'-pnfs=/pnfs/in2p3.fr',

'-hsmfs=/hpss5/dcache’,
'-remove=/usr/local/bin/rfrm',
'-method=tregs',
'-c:remove=1",
'-copy=/usr/local/bin/rfcp']

7.26



syslog ng::config:
b dcache hsm:
content: |-
python {
import Jjson
import re
error = {"syslog":

SYSLOG-NG CONFIG
Native python!

{"error":

def dcache get kv(kv, 1, 3,
k = kv.split('=") [1]
v = '"='.join(kv.split('=")[J:])

if k[

k = k[1:]
if k in toget:
return k, v

0] is '-"':

out [k] =

"failed to parse",

out, toget):

A\

def parse dcache hsm(message,

m = re.match (
if m:

"parser":

template, *to get):
"AKNT([M\]T1F)\]", template)

"dCache

.27



RICH STRUCTURED EVENTS

HISTOGRAM 6 th & 4 x Vo 6 h & + x ACTION 6 th & 4+ x
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OTHER EXAMPLES

Oracle logs
Mariadb logs

HPSS logs
mbox (Read your mail using kibana)

.29



CONSERVER LOGS

e pre-boot information
o failing network
e panics
o audit



UNIT TESTS



PATTERNDB "EXAMPLES"

patterndb: :simple::rule:

sm-mta:
patterns:
- NOQUEUE: connect from @HOSTNAME:site host@ [Q@IPvANY:site 1p@]
examples:
- program: sm-mta
test message: 'NOQUEUE: connect from site.example.com [10.0.0.1Z

test values:
site host: site.example.com
site ip: 10.0.0.123

7.32



RIEMANN TESTS

[event (lookup index "openstack-foo" "disk-gpfs/requests-write") ]
= (:type event) "requests"))
:state event) "ok'"))
:ds _type event) "derive:rate"))
:ttl event) 60))

:type instance event) "write"))
:plugin event) "disk"))

:ds index event) nil))

:metric event) 20200)))))

(
(
(
(
( :plugin instance event) "gpfs"))
(
(
(
(

7.33



PUPPET!

e service reloads only if tests succeed
o delegate config to others!

e CCIN2P3 modules: riemann, patterndb, conserver
o other modules: syslog_ng, collectd

7.34


http://forge.puppetlabs.com/ccin2p3/riemann
http://forge.puppetlabs.com/ccin2p3/patterndb
http://forge.puppetlabs.com/ccin2p3/conserver
http://forge.puppetlabs.com/ihrwein/syslog_ng
http://forge.puppetlabs.com/camptocamp/collectd

NAGIOS INTEGRATION



RIEMANN WEBSOCKET SELF-TEST

1. generate UUID

2. subscribe to event containing said UUID
3. generate message containing said UUID
4. wait for riemann to publish said event
5. if timeout 41’ Notify

7.36
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ELASTICSEARCH SELF-TEST

1. generate recognizable event
2. query for those events
3. if less than N results a1’ Notify

7.38
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SUMMARY

« metadata is the key to finding the needle

o use tools to turn single metrics + flat logs into structured,
(index|search)able data objects

e one simple data model for all events

o online aggregation and archiving helps save disk space

« modern Uls help deep dive into your data

e subscribing to realtime events helps answer questions as
things are happening



WHAT'S NEXT




IMPROVEMENTS

» Secure ES REST API + Kibana (on-going)
= CAS + Kerberos authentication
= TLS
» more info: Wataru Takase's talk
e syslog-ng 3.8 disq cache
» dCache elephant flows
o broker
» maybe not that urgent now that we have disq
e Secure ws API

» Kerberos auth
= TLS




MACHINE LEARNING

unknown unknowns

sequencer

maybe GSI| can share experience with Hidden Markov
model (lustre talk)?

correlate human operational logs with application logs
HELO (Blue Waters NCSA ISC)



REFERENGE




www.syslog-ng.org

metrics-2.0

riemann.io

riemann.io/dashboard

en.wikipedia.org/wiki/WebSocket

collectd.org

elastic.co/products/elasticsearch
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grafana
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http://www.syslog-ng.org/
http://metrics20.org/
http://riemann.io/
http://riemann.io/dashboard.html
http://en.wikipedia.org/wiki/WebSocket
http://collectd.org/
http://elastic.co/products/elasticsearch
http://elastic.co/products/kibana
http://grafana.org/
http://github.com/ccin2p3/samplerr
http://forge.puppetlabs.com/ccin2p3/riemann
https://forge.puppetlabs.com/ccin2p3/patterndb
http://github.com/ccin2p3/samplerr
http://sequencer.io/
https://github.com/ncsa/isc
https://github.com/ccin2p3/loggmann

e Processing log messages with Python in syslog-ng, Balabit
guest blog

« A How to Guide on Modern Monitoring and Alerting,
devops.com

« Transferring Conserver Logs to Elasticsearch, Linux Journal
January 2016

10.
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https://guest.blogs.balabit.com/2015/09/processing-log-messages-with-python-in-syslog-ng/
http://devops.com/features/guide-modern-monitoring-alerting/
http://www.linuxjournal.com/content/transferring-conserver-logs-elasticsearch

