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What is Kibana/ElasticSearch?

* Kibana + ElasticSearch EEEE—
— Great monitoring platform i
! | —
e ElasticSearch S.
_ Database, S h : M
b dlabase, >eadrcn engine :
 Kibana ,
ElasticSearch

— Visualization tool ]
i O
— Fetch data from ElasticSearch
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— User can create dashboards




Motivation

e Kibana + ElasticSearch lack access control feature

* Single user uses Kibana + ElasticSearch
— The user can access to all ElasticSearch data

— No problem

* Multiple users/groups use Kibana + ElasticSearch
— Any user can access to all ElasticSearch data
— Read/write others data and Kibana dashboards

Kibana

ElasticSearch

f UserO1 User02 o
dashboard dashboard

 User01 SECRET | . _ |

data




Motivation

* Need following functions for the secure use:
— Access restriction
— Kibana dashboard separation

81 Kibana  ElasticSearch
User01 [ User01 User02 |
dashboard | | dashboard

a(  User01 SECRET} o

User(02 data




Example: Solution of CERN Cloud team

 Provide cloud utilization dashboard to each cloud user

* Developed an ES plugin which appends user specific filter
— User gets own tenants utilization

— https://github.com/wtakase/elasticsearch-user-based-filter

tenant_id="“xxxx" filter

JSON

Httpd

usermap file

query
Kibana j>

| REMOTE_USER |

ES
plugin

+
JSON

query
T

dashboards

J

7

Cloud
utilizations

J

wtakase O

#userid admin_flag

tenant_id

fcb04d9a-d9f4-4bb7-8581-000000000000

4




Example: Solution of CERN Cloud team

tenant_id = “fcb04d9a-d9f4-4bb7-8581-000000000000”

{"ceII" " "domain": "Personal", “tenant_id": "fcb04d9a-d9f4-4bb7-8581-000000000000",
"tenant_ name" "Personal_wtakase", "source": "nova", "type": "instances", "key": "active",

1407332557004, "val_int": 3}

timestamp":

nm,n nw »

{"cell™: ™, "domain": "wwww", “tenant_id": "wwwwwwww-wwww-wwWwWw-WWWW-WWWWWWWWWWWW",
“tenant_ name” "Wwwwwww” "source": "nova", "type": "instances", "key": "active", "timestamp":

1407332557004, "val_int": 5}

n,n nm »

{"ceII" "M "domain™: "xxxx", “tenant_id": "XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX", “tenant_name":
nm n nm, n

"xxxxxx", "source": "nova", "type”. "instances", "key": "error", "timestamp": 1407332557004, "val_int": 0}

n »n

Filtered
X tenant_ =
% tenant - % tenant_Personal_wtakase @
% tenant_ =
|
x tenant_ (g
X tenant_ * 6




We Provide Alternative Solution

* Based on the CERN’s solution
* Enables access restriction and dashboard separation

| CERN'ssolution | Oursolution _

SSO integration Shibboleth Kerberos
ElasticSearch plugin Homemade Search Guard
User/group based;

ElasticSearch User based; Index, type,

Access restriction Document level operation,
document level
Kibana Per user/group
Dashboard Per user (Created Kibana

separation patch) 7



Our solution works in CC-IN2P3

* Hands-on in CC-IN2P3 on 10th-11t" Feb, 2015

 Fabien Wernli (CC-IN2P3) and Remi Ferrand
(CC-IN2P3) improved Kibana dashboard
separation part

* Preparing to provide a pre-production
platform for CC-IN2P3



What did we do?
3 Steps for the solution

1. Kerberos 5 authentication integration
2. ElasticSearch API restrictions
3. Kibana 4 dashboard separation



1. Kerberos 5 Authentication Integration

 Apache mod_auth_kerb module + reverse proxy

ElasticSearch

authentication -

l ‘l’ reverse proxy

https

ullne
SO0J9qJa)|
I

g
AW

reverse proxy M

\
Y

Zz

<Location />

AuthType Kerberos Only authenticated users can access to
e ES and Kibana
Require valid-user

</Location> 10




2. ElasticSearch API Restrictions

* Search Guard makes us happy

* Search Guard is an ElasticSearch plugin
— Flexible REST layer access control

— Supported by Floragunn UG
* http://floragunn.com/searchguard
— Apache License

— Github repository:
* https://github.com/floragunncom/search-guard

11



2. ElasticSearch API Restrictions

e Search Guard + REMOTE_USER + LDAP

Y
l

LDAP
role
ask role
ElasticSearch
REMOTE_USER
| * search guard
= REMOTE-USER
v B 4'
C T
wn M

12



2. ElasticSearch API Restrictions

e User/Role

* Index and/or alias nhames

* |Index types

e Cluster operations

Index Index restriction example

public-*
cloud-*
grid-*
userQl1-*
user02-*

user03-*

Everyone can read/write

Any user with cloud role can read/write
Any user with grid role can read/write
User user0O1 can read/write

User user02 can read/write

User user03 can read/write 13



searchguard.actionrequestfilter.names: ["readonly”, "noaccesible"]

searchguard.actionrequestfilter.readonly.allowed_actions: ["indices:data/read/*",
"*monitor*"]

searchguard.actionrequestfilter.readonly.forbidden_actions: ["cluster:admin*",
"indices:admin*", "indices:data/write*"]

searchguard.actionrequestfilter.noaccesible.allowed_actions: []

searchguard.actionrequestfilter.noaccesible.forbidden_actions: ["cluster:*", "indices:*"]V

O O A takase
S curl -XPUT 'http://localhost:9200/searchguard/ac/ac' -d '{
"aCI": [

{

“roles”: [“cloud"],

"indices": ["cloud-*"],

"filters_bypass": [],

"filters_execute": ["actionrequestfilter.readonly"]

}
Iy 14




3. Kibana 4 Dashboard Separation per

User/Group
* Problem:
— 1 Kibana instance uses only 1 Kibana index (1
database)

— All user’s dashboards are stored to 1 index

User02 ‘ User04
UserO1 1bi  User03
dashboard dashboard

Separate
Kibana index T

% dashboard
|
User01

dashboard
/

15



Kibana Index Separation: Initial Idea

* 1 Kibana instance uses only 1 Kibana index
E> Prepared N Kibana instances

LDAP

 Kehoroc

ElasticSearch
REMOTE @

© search guard

.kibana.user01

81—> tpd Reverse proxy
basedon

.kibana.user02

REMOTE-USER

M .kibana.user03

Didn’t scale!! : 16



User based Kibana Index Separation:

Improved Idea

e Use 1 Kibana instance and set Kibana index name
based on REMOTE_USER

— Created a Kibana patch

LDAP

ElasticSearch
REMOTE_USER

- search guard

Set index name

REMOTE_USER  Kibanaa
REMOTE_USER

userO1 .kibana.user01

yine
YIETBEN
I
s
o

user02 .kibana.user02

user03 .kibana.user03



Group based Kibana Index Separation

/%%\

\_ % /

cloud group

share group o
dashboards doud ¢ hoardo2

dashboard01
_—
.kibana.cloud

* Needs to access to group specific URL

— Ex) https://kibana.xxx.xx/cloud

* Access is restricted by Kerberos
* Only cloud group user can access to the location

* Set Kibana index name based on REQUEST URI
— Created a Kibana patch

18



Group based Kibana Index Separation

https://kibana.xxx.xx/ http://localhost:5601 .kibana.REMOTE_USER
https://kibana.xxx.xx/cloud/ http://localhost:5601 .kibana.cloud
https://kibana.xxx.xx/grid/ http://localhost:5601 .kibana.grid

For personal
Kibana index <Location /cloud>

<Location /> AuthType Kerberos

AuthType Kerberos ne
Require ldap-group cn=cloud,ou=Groups,dc=xxx,dc=xx

</Location>

Require valid-user
</Location>

For group Kibana index

<Location /grid>
AuthType Kerberos

Require ldap-group cn=grid,ou=Groups,dc=xxx,dc=xx
</Location>

19



Kibana 4 Index Separation

e ElasticSearch index access is restricted by
Search Guard

kibana*
.kibana.cloud
.kibana.grid
kibana.user01
.kibana.user02

.kibana.user03

Kibana management user can read/write
Any user with cloud role can read/write
Any user with grid role can read/write
User user01 can read/write

User user02 can read/write

User user03 can read/write

20



Overview of Our Solution

LDAP
% ask group
REMOTE_USER role

group -
authentication ask role ElasticSearch
search guard
l reverse proxy with &
REMOTE.USER ¥ access control

set index name

reverse proxy with H

REMOTE_USER/
REQUEST_URI

yine
IETIEN

31_>

21



Summary

 Kibana and ElasticSearch doesn’t have access control feature.

* |n multi-user environment, user/group based access restriction
and dashboard separation are necessary for the secure use.

 We provided alternative solution based on the CERN cloud team’s
one.
* Qur solution was achieved by following 3 steps:

1. Kerberos 5 authentication integration
* Apache mod_auth_kerb module + reverse proxy

2. ElasticSearch API restrictions
* Search Guard + REMOTE_USER + LDAP

3. Kibana 4 dashboard separation
* Created Kibana patch + REMIOTE_USER + LDAP + REQUEST_URI + Search Guard

* Qur solution is flexible and can be applied to various situations.
22



