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Primary Zones - PPS
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Primary Zones - PPS

regulating the access cycles, control of the two doors motors
and detection of passage unicity.

*PAD - Access Cycle Management. Implementation of all rules
Fun-01

*MAD - Access Cycle Management. Implementation of all
rules regulating the access cycles and control of the two
doors motors.

*MAD - Anti_Intrusion Detection. The internal volume is
surveilled by two human detection systems based on motion
detection and video image analysis algorithms.

the zone behind the access point. A graphical application
drives the users during the access procedure.

* Remote Supervision. Publishing of diagnostic data related to
the different subsystems to SCADA systems of Control Room
Operators (e.g. Technical Infrastructure Monitoring - TIM).

m * Dynamic Information Dispatch. Visualization of the state of

*Remote Maintenance. The maintenance team needs to
perform remote commands on different subsystem
components (e.g. cut the power of certain devices).

«Personnel Safety Tokens Distribution. Delivery of safety
tokens to every user accessing the zone. The tokens are
stored inside an electronically controlled distributor.

« RFid User Identification. An RFid reader is used to perform a
first identification of the user and verify that he is in
possession of a CERN radiation dosimeter.

* Biometric User Identification. A biometric identification is
performed via an iris scanner to verify that the identity of
personinside the PAD corresponds with the dosimeterid.

* Access Privileges Verification. The identity of the identified
user is checked againt a central access database to verify that
the useris holding all required credentials to access the zone.
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Experimental Zones - PPS

Particularities:
» Lower risks than in primary areas.
* Reduced facility size.
* Reduced number of I/O signals.
« Small population of trained users.
» Local operation of the system.
Low realization cost requirements.
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Development Process (IEC-61511)

(1) Hazard ldentification & Risks Assessment

Hazard 1D
Hzd-1.3

Danger
Exposure ko M-

ray mmimmsons | Walls originating X-ray emissions.

LOCALTFATION: M7 and M9 — Horteantal bunbkors

X-Rays generation

Conducting surfacas amit alactrens whan axpesed o a progary ofantad dectromagnatic fald.
cmitted clectrons follow complicated rajectores Inside the cavitics and ultimatchy land on the cavity

M7 = 1.ZMW pulsad 252 MHz klystran suppllad by 110 kW madulatar ab 50 Hz tor Linacs or

whan tests
taks plarmin | The rnllomnq are the main knwn operatdonal parameters of M7 and M3
M7 e M9,
=ikl
Frrsnn insids ® M7 - 10 kW 00MHz T[0T for CRAR mindule
the Rorizontal " M2 SR 300 KW 200 MHZ klyetron suppliad by 80 kv PO fer LHC moduls
biurkoss . & MG = S SO0W 100 ML selic slales sng

]

fuar 11K

RO rousthules

= 3 il n son (22,00 20151 —
SCVLRITY O CXPOSURE (C) RR
(RED: Caa)
Tise cormsguanes Mor e bealtb of 5oray wegsition depeands diactly foom
the quantity of radiation produced by the RF equipment. (M1} Evacuation sirens
alerts betore the start ot
Ho arvallable RF dose rates tor low amission tests Inside the harlzontal operations.
huankars., Hypothesin: risk af singls seposurs tnos cadistion highsr than (M2} AUG button
S, presonts Inside benkar,
Moasurernonts when high emission bests in W3 lead to 1Sw/'h values Inside 1
¥3 bunker, J— can (23002015 fabo: AR imterkeck =
: - Magsen [22.09.20.45). nok consdered as 2
[T WA O e D rrll'ffu;r.-lrn:.'rg LT e o Te ]
maataem Arm Aok e fec
o prearmere sl e
inside tha Bunier arod.
INITIATING EVENT Exposure Preventive Last
frequency Barriers Risk
Rank
Intrusion. The possiblllcy for a user to ElLE ©01] (1} RF flashing sign at

gain accass by ne respecting the physical barriers
and access procedures when RF cavites ars
powered.

[IE-D2) tmdotectod wuscr. & porson is present in
Lhe araa wbvan the accalarating MAald of the caities =
acthve. This ewent may ooour For an crror of
oparation ragarding tha user or by a woluntary
wigladon of acoess rules,

[IE-D3) twintended restart. Bacause of @0 arror
i Lt s, 10 caviliss ane o sl il Ui
aocess ks granted to the arca. This may be
Coneeguanca ol e single oparation errar.

1 svcntrveor

E[IE-DZ]=
0.03

Evont/vear
EIIE-D3|=

1 svcntrvear

this sntrance indicating
RF tostz ON

Roouction fector =
(Rr_1r o1l: 10

(P3) Cparational RF
procedurs that patrod the
arcas before RF Iz on

Reductlen factor =
[REM TE-N3}: 10

(14} HF Laam ansures
by procedurs of alactrical
consignations that the AF
madulzs are OFF when
access s allewed to the
bunkers,

Rescderad foarr FaacParr -
(HELy _BE-LICE%S: a0

"] High (o) o)

Probability of the hazardaus event
BTN Verylow (1) | Low(Z) Medium (3)
= ] Minimal 4] a1} [az)
£ 3| Low [B) {E1]
o = 3 =
E 2| Medium (C) (1]




Development Process (IEC-61511)

(2) System formal specification by Safety Instrumented Functions (SIF)

| (p SIF-5: Yeba Rad Pratetion

TRIGGERING EVENT-CONDITIONS FOR PATROL PROCEDURE ACTIVATION ON SECT X{1..3}:
(MODE_Acce=1) A (ACCE_Patrol_Sx=0) A (AUG=1) A (Patrol_Sx_ON=1)

QUTPUT > ACCE_Patrol_Sx = 1
QUTPUT =2 PB_x_Arm = 0 {All patrol boxes of sector X are disarmed}
QUTPUT 2 Sx_Srch =0

TRIGGERING EVENT- CONDITIONS FOR PATROL PROCEDURE QUIT ON SECT X{1..3}:
(MODE_Acce=0) V (Patrol_Sx_OFF=1)

QUTPUT = ACCE_Patrol_Sx = 0

| TRIGGERING EVENT- CONDITIONS FOR GENERAL DISARMING OF A SECT DURING PATROL:
(p SIE-3: Patrol Promedure (ACCE_Patrol_Sx=1) A (S5x_Srch=1) A (YY_Pos=0) {¥Y_Pos = access door position for sector X}

M QUTPUT = PB_x_Arm = 0 {All patrol boxes of sector X are disarmed}
QUTPUT =2Sx_Srch=10 {The search of sector X is disarmed}

| | TRIGGERING EVENT- CONDITIONS FOR PATROL BOX (SECT 1, PBi-ext) ARMING:
| (ACCE_Patroi_S1=1 A $2_Srch=1 A PZ01_Pos=1 A MM01_Pos=1A PB_2_Arm=1 A PB1_Arm_Req=1)
(p SIF-1: FALL BACK MODE ACTIVATION

QUTPUT 2 PB_1_Arm =1
QUTPUT 251 _Srch=1

TRIGGERING EVENT- CONDITIONS FOR PATROL BOX (SECT 1, PB2-int) ARMING:

(ACCE_Patrol_Si1=1 A PB2_Arm_Req=1)
¥ Li + ¥
QUTPUT 2 PB_2_Arm =1
{'I:,I SIF-B: KUKA, (p SIF-11: Hot (p SIF-12: 5upply
Rooat Interlack Cells Interlocs Peirit Irterlock

TRIGGERING EVENT- CONDITIONS FOR PATROL BOX (SECT 1, PB1-ext) DISARMING:
(ACCE_Patrol_S1=0 A (PZ01_Pos = 0 V (MMO1_Pos=0 A S2_Srch=0)))

OUTPUT - PB_1_Arm =0
OUTPUT +S1_Srch =0

(P S4F-4.1: Signalizatian

Banpl: W, 0
Marsgemens
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Development Process (IEC-61511)

(3) Formal Verification of Safety Functions
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Development Process (IEC-61511)

(4) Safety Integrity Level (SIL) Allocation to SIF

(unctions

108 10°% 10

Unacceptable

Residual risk Safety Instrumented
Function
Safety Integrity Demand Mode of Operation Continuous / High Demand
Level Mode of Operation
(average probability of failure to
perform its design function on demand - | (probability of a dangerous failure per
PFD) hour)
4 >10" to< 10" >10" to < 10°
3 > 10" to < 107 >10°to< 107
2 2107 to < 107 210" to<10°
1 >107 to < 10 >10°to < 10

Probability of failure of the SIF in ensuring its mission.

SIL Interpretation
Factor of risk reduction to be provided by the SIF.
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Development Process (IEC-61511)

(5) SIL Demonstration

Detected

SIF Architecture:

Logic Solver Logic

Initiators 20 G Gas = ;

Final Elements

App
Dangerous
" Ap \ Undetected
Failures Aoy

Failure Rate: A Defected

\ safe / Asp
Ag
\ Undetected

}"'SU

Safe Failure Fraction (SFF):

The percentage of failures that do not prevent the
safety function to ensure its mission.

Mission Time (T):
It is the period of time after which the device is fully
verified and all undetected faults can be revealed.

Statistical Model:

F(t) =1 — e out
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Evaluation of NI cRIO 903x
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Conclusions

Possible improvements of NI technology for safety related applications:

Provide mechanisms to easy handle I/O channels redundancy.

Provide automatic auto-diagnostic functionalities at level of I/O modules and at
level of FPGA in order to increase SFF.

Provide more precise reliability data, estimation of dangerous failures (FMEA
study).

TUV certification it is not mandatory but it is required by systems integrators and it
IS a good way to ensure a qualitative development process.
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