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Protect CERN/your assets



IN OUR MAILS
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https://server44.abstractdns.com/~maxwellk/ch



CONFERENCES !!



Quiz: Which URL leads you to www.ebay.com ?

►http://www.ebay.com\cgi-bin\login?ds=1%204324@%31%33%37 

%2e%31%33%38%2e%31%33%37%2e%31%37%37/p?uh3f223d

►http://www.ebaỵ.com/ws/eBayISAPI.dll?SignIn

►http://scgi.ebay.com/ws/eBayISAPI.dll?RegisterEnterInfo&siteid=0&

co_partnerid=2&usage=0&ru=http%3A%2F%2Fwww.ebay.com&rafId=0

&encRafId=default 

►http://secure-ebay.com











Why they attach us ? 

• Get infomations about us

• Get our contacts

• Infect our machine

• Money extortion (private data encryption) 

• Join BootNet to attack other system on the Internet 

• FUN 



Consequences of  attacks

• Send SPAM

• Infect other machines on the local network 

• Host illegal data (software, movies, private data) 

• Relay confidential work



free network connection 

public machine 



https://medium.com/matter/heres-why-public-wifi-is-a-public-health-hazard-dd5b8dcb55e6#.ntqekzmv7



We took a hacker to a café and, 

in 20 minutes, 

he knew where everyone else was born, 

what schools they attended, 

and the last five things they googled.

By Maurits Martijn, from De Correspondent,
Translated from Dutch by Jona Meijers



Everything, with very few exceptions, can be cracked.

After Slotboom is connected, he is able to provide all the visitors 

with an internet connection and to redirect all internet traffic 

through his little device.

Slotboom’s device is capable of  registering these searches and appearing as 

that trusted WiFi network. I suddenly see the name of  my home network 

appear on my iPhone’s list of  available networks , as well as my workplace, 

and a list of  cafes, hotel lobbies, trains, and other public places I’ve visited. 

My phone automatically connects itself  to one of  these networks, 

which all belong to the black device.



Oooopppsss ….



Protect CERN’s reputation 



…any professional duties here ?





Protect CERN’s operations







Respect Credits and copyrights

• Official Documents or 

assertions

• Programs : respect the license terms

• Images and photos



What we can do ? 







http://cds.cern.ch/record/1454932

CTA: mail and web security

Software packages : mail and web security
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