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Network

» History
— 1960 s : transmit bits across a communication
medium

— 1970 s : transmit packets across a
communication medium

— 1980’s : provide communication services across
a series of interconnected network

— 1990's : provide high-speed, broadband
communication services to support high-
performance computing and multimedia
applications across the globe?

— 2000 s~ : more, more
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Internet

* History
— 1969 : ARPANET
— 1971 : ARPANET (23 hosts)

— 1973 : ARPANET (England-Norway)
— 1982 : term “Internet”

— 1992 : Internet Society is chartered. World
Wide Web released by CERN
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Common communication tasks

« Data encoding

« Signal generation

* Synchronization

* Error detection and correction
* Flow control

* Multiplexing

* Addressing

* Routing

« Message formatting
« Security

¢ System mgmt




A‘M.IJ,

Types of communication networks

* Local Area Network (LAN)
* Metropolitan Area Network (MAN)
» Wide Area Network (WAN)
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ISO-0OSI reference model

* International Standards Organization

— Open Systems Interconnection reference
model is a framework for connecting
computers on a network

* Motivation
— Reduce the complexity of networking software
— Support various protocols
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OSI 7 Layer

Application To allow access to network
resources
To tra.nslate, encrypt, and Drescntatlon
compress data
S To establish, manage, and
ession . )
To provide reliable process-to- e
process message delivery and Transport
error recovery To move packets from source
Network to destination; to provide
To organize bits into frames; 3 nfEmewOring
to provide hop-to-hop delivery b 4 :
To transmit bits over a medium;

Physical to provide mechanical and
electrical specifications
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OSl 7 Layer(2/3)

[ntermediate Intermediate
node node
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eer-1to-peer protoco yn laver
DATA A 6 Presentation I< --------- e - Presentation 6
- ~ | B Peer-to-peer protocol (5th layer) B
5 i o e o s e o 2 o o o o i e o 2 5 e o o o Session 5
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\ 1\ Peer-to-peer protocol (4th layer)
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—
Packet ' —L_ 3 3rd T
\ /\ 3 Network ——»1 Network I<— —»{ Network I<— = = Network J 3
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Physical communication
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OSI| 7 Layer(3/3)

Application

Applications

NFS
Presentation SMTP ETP DNS SNMP TETP
RPC
Session
Port Addr
Transport TCP UDP
IP Addr ICMP || IGMP
Network 1P
RARP ARP
MAC Addr Data link

Physical

Protocols defined by
the underlying networks

Data Gud Computing Schoaol
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Networking layers

0SI 7 Layer Model The Anarchistic model

A

7 Layer Application Layer Application
P2 Presentation Layer

5 Layer | Session Layer:

4 Layer Transport Layer

3 Layer Network Layer

2 Layer Datalink Layer Controller

Physical

1 Layer Physical Layer
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Based on TCP/IP

« TCP/IP is

— A suite of protocols

— Rules for sending and receiving data across
networks

— Addressing
— Mgmt and verification
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DNS (Domain Name System)

 http://www.google.com

national normal
1
o hitp://74.125.224.72 )
1 kr .cn .com .net
| | N
2 CcO .or string
| |

3 string string
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ethO Capturing| - Wiresharik

File Edit Wiew Go Capture Analyze Statistics

e

Help

B EesyF L QearF WHMEX @

v

| = ]| 4 Expression...‘ £ Clear v/ﬂpply|
Mo. . + it Erscthiradas Fad —tak
g LoD 3L 1LoF FLSLT W WU e Ol Udu.ds L Ao WITW TIds L13&. LS. L. L0 TEellL 19, 100, L.Jo
47 139.931463 ThomsonT 08:35:4f Wistron @7:07:ee ARP 192.168.1.254 15 at 00:90:d0:08:35: 4f
4% 139.9314566 192.168.1.68 152.168.1. 254 DNS Standard query A www.google.com
41 135.975406 192.168.1.254 192.168.1.68 DNS Standard query response CNAME www.l.google.com A 66.102.9.99
S 135.9768811 192.168.1.68 66.102.9.99 TCP 62216 = http [SYMN] Seq=0 Win=Bl9Z Len=0 MS5=1480 W5=2
51 140.079578 66.102.9.99 192.168.1.688 TCP http = 62216 [SYM, ACK] Seq=0 Ack=1 Win=5720 Len=0 MSS=1430 |
S5k 140.079583 192.168.1.68 66.102.9.99 TCP 62216 = http [ACK] Seg=1 Ack=1 Win=65780 Len=0
53 140.0B0278 192.168.1.68 66.102.9.99 HTTP GET /fcomplete/search?hl=en&client=suggest&]s=trueikg=macp=1 H
54 140.0868765 192.168.1.68 66.102.9.99 TCP 62216 = http [FIM, AcCK] Seq=805 Ack=1 Win=65780 Len=0 )
53 140.08692]1 192.16EB.1.68 66.102.9.599 TCP 62218 = http [SYM] Seq=0 Win=B192 Len=0 MS5=1460 WS=2
S 140.1597484 66.102.9.99 192.158.1.88 TCP http = 62216 [ACK] Seg=1 Ack=805 Win=7360 Len=0
ST 140.197777 ©66.102.9.99 192.168.1.88 TCP http = 62216 [FIM, ACK] Seq=1 Ack=808& Win=7360 Len=0
S® 140.197811 192.16E8.1.68 65.102.9.99 TCP 62216 = http [ACK] Seq=B08 Ack=2 Win=85780 Len=0
L= T e 1 ] [ =~ N ] LI D L S — Trrg | e o o N I L N L (1 L o T W] il N T o T el = | T = T 4 = ol |

D

P Ethernet II,

0E0O
0010
0020

L

sSrc:

ff ff ff £f £ £ o0 oc
08 00 05 04 00 01 OO Oc
00 00 00 0D 0D 00 cO aB

eth0: <live capture in progress= Fil...

P Frame 1 (42 bytes on wire, 42 bytes captured)
Vmware 38:eb:0e (00:0c:29:38:eb:0e),
[ Address Resolution Protocol (reguest)

29 38 eb 0e 08 05 00 01
29 38 eb Oe cO a8 39 80
39 02

Dst:

Packets: 445 Displayed: 445 Marked: 0

Broadcast (ff:ff:ff:ff:ff:ff)

Profile: Default

-
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IP

« Resolved IP kt
—~127.0.0.1
_...0~2/...254~255

 |IPv4 /IPvb
 Allocation IP

O exowenemmsees
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— Internet connection
for host (PC, mobile)

— Mobility?
o O g

1G 2G 3G 4G

TACS GSM / GPRS / EDGE WCDMA / HSPA / HSPA+ LTE




Date Center Network
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Data center

« Data center is a pool of
resources(computational, storage, network
iInterconnected using a communication
network

Aggregation
O O O O O O O O Router/Switch
‘o |
L3 Switch L3 Switch L3 Switch L3 Switch L3 Switch L3 Switch i & Controller |
TOR Switch Tl i T s S )
410 VMsfsener
2030 serversRa Access
Router/Switch

1 = o [
Bwitch)  [Bwits

>

Bwite 3 wi{c Bwite S wi;c B wi;ch
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Datacenter

« Type
— Three-tier
— Fat tree: High throughput, low latency (supercomputing interconnecting)
— Dcell (multiple NIC to connect host directly)
« Structure
— Tree: several depth (north-south traffic)
— Spin-leaf: 2 depth only (east-west traffic)
» Performance factor
— Latency, throughput -> traffic pattern

Aggregation
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Datacenter

Unstructured cabling Structured cabling
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Multimode
™\, Cladding Glasb
L \—’I>%_‘>‘:]

Core Glass ~~

Single-Mode

Cladding Glass
= — -

-,

Core Glass :

10G SPF+
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Datacenter (SW location)

Top-of-Rack Uplinks to Aggregation Switches
AAAA AAAA A A AAA AA
Smaller cable T _ﬁ' __gj “‘; TT
hetween serversand Y P P P, P %

switches

Network team has to 5
manage switches on -
all racks H

Raised Floor

Servers Servers Servers Servers Servers Servers

|EEEEENNEN]
| EEEENENEN]
LITLILLIL]

[ITTTI0]] 1
[ITTTTT]] |
HERRRREEN

End-of-Row Uplinks to Aggregation Switches MA

All network
switches 1n
one rack

Raised Floor
SDC Data Grid Comput y %
Source: Santana 2014

Servers Servers Servers Servers Servers Servers
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Datacenter

Schematic of Facebook data center fabric network topology

cne®
ne S\““c“
seb
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Characteristic

« Multi layer: latency, complexity, QoS,
virtualization

 East-west vs north-south

ol

« System add: case-by-case
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North-south traffic
- internet connecting
- SW-SW, SW-Router

East-west traffic (computing with storage connection)
- Host-Host, Host-Storage
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Cable hell




ROOEO1
(VLT Primary)

i x| o E #1

o x| o ' #2

oj x| =i ' #3
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ROOEO2
(VLT Secondary)

uff x| o 9 #1

| x| o H #2

o x| of 9 #3




XTI GSDCN(LAN

computing room 1

internal
area
(storage)

computing room 2

computing room 1

external
area
(computing)




KT GSDCN(WAN)

KISTI -
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Lightening Signal
Synch issue
J
CH A CHM#1 A7t
MX960 OME6500 OME6500
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HE3 W

CH R #2
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FAST NETWORK?
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GSDC/KISTI - CERN 10G LHCOPN
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KREONET

256G

GLORIAD-KR

100G gho-kr

2.5G

GLORIAD-KR

100G/ glo-kr

KT 2IE{s D& S(1Gx3)

DACOM 2IE{Y WE-S(1G)
Sejonghet 2IE{4 WE-S(1G)
SK. broadband 2B FEEC(1G)
GNGIX 2UEH WEH-E(1G)

5G

A%
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GLORIAD

USA-RUSSIA-CHINA-KOREA-NETHERLANDS-CANADA-DENMARK-FINLAND-ICELAND-NORWAY-SWEDEN-INDIA-EGYPT-SINGAPORE

Northernkight

CANARIE LIF
nitGl MoscowLight

‘ PNWGP 10G/9¢
glo-¥! / \starnght Netqer(tght o
5 GLight
\‘( 1( alo-1y . g KISTI
MANLAN LY 2
EgyptLight BeijingLight

o ae-® SLR :
\ 06 ) GulfLight HKLight
> \OC:"J\U cn
BixLight o
(India) 9o
S
(&)

9%,

4 SingAREN

= =0HE A ——
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Connecting Europe and Asia's
research and education communities

Novth America

@
The following links are fully financed
by the link cwners whose su T s
Sratefully acknowiedged.
s ol st vme of FlorTvero
© NfoF il
EU -
o
. O
[ P —
PK | 2 P berien Reramrch, M i
—f—l NP
= =] or A Mtandonad irfiorvrarion
s @ Socsety Agency
ey i e : ,
e ety
R ! © == e
s O Scierce &
i:s < Tecr ety Netaoe
@ B i
i Lk &
o O Oaarner 220,
[l=
3 AU
TEIN Project Partners — 1 OGOES 155 Mbps t=
: 25Gbps 45 Mbps
~ul Australla XR| Korea 1 Gbhps 10Mbps
60] Bangladesh [LA] Lsos ——— 622 Mbps — = Planned
[eT Bhutan pav] Mataysia TEN TEIN
~ r .
[} Cambooia ne| Nepal .
- == * SIngAREN connected to TEIN
o~ China [Px| Pakistan S AU SG PoP 2t 90 Mbps.
HK Hong Kong  [PH] The Srilooines * HARNET connected to TEIN
- = ) HK PoP 21 90 Mbps
] India [sc] singapore ~ NKN connected to TEIN
[3] indonesia x| Sei Lanka IN PoP at 10 Gbps
— s
CERNET connected to TESN
[} sapan [] Thalanc <N POP at 2 x 1 Gbps
wn| Vietnam * ThaiREN Connected to TEIN
uvpdated on May 20132 SG Pof at 310 Mbps
z,
.
-
= TEIN is co-funded by the European
B, P = b P s T Commission through the Directorate-General ) :
www.teincc.org for D P M Akl www.tein.asia

This mep has been - TENAOC and can under no croumstances be reganded 25 selecting the Position of the Ewropesn Urion.
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Wan connection
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Submarine cable
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LAN and WAN

Map

LHCOPN

2GAsel
TW-ASGC ES-PIC CA-TRIUMF US-T1-BNL US-FNAL-CMS
AS24167 AS43115 AS36391 AS43 AS 3152
117.103.96.0/20 193.109.172.0/24 206.12.1.024 130.199.185.0/24 131.225.2.0/24

140.109.98.0/24

140.109.102.0/24
202.140.160.0/19
202.169.168.0/22

KR-KISTI

|
AS17579
134.75.125.0/24

NDGF
!s!gsso

109.105.124 0/22
2001-946:40--/42

UK-T1-RAL

AS 43475
130.246.176 0/22
130.246.152.240/28

2001:67¢:1148:200::/64
2001:67¢:1148:201::/64
2001:67¢:1148:202::/64

NL-T1

|

AS1162
145.100.32.0/22
145.100.17.0/28
AS1104
194.171.96.128/25

206.12.9.0/29
206.12.9.64/28

U
AS34878
192.108.45.0/24
192.108.46.0/23
2a00:1398:104::/48

AR =IRIN -2

130.199.48.0/23
130.199.54 0724
192.12.15.0/24

ITANFN-ENAF

| 1
AS137
131.154.128.0/17

131.225.160.0/24
131.225.184.0/22
131.225.188.0/22
131.225.204 0722

RRC-KI-T1

|

A559624

144 206 224 0724
144 206 236.0/24

JINR-T1

e
AS2875

193.93.228 0/22

FR-CCIN2P3
i

AST89

193.48.99.0/24

2001:660:5009:9::/64

interconnection
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HCOPN data transfer

"Monthly' Graph (2 Hour Average)

.g A :
O 86
3 66 2 \§\ | lL
e b HRNRY (ol 191 T
a 46
L) 2 G4 0 kﬁﬂ]ﬁﬂx 7]._{1'“_.7] ]ﬂ] O]E.’l ﬁ%‘
@ 0 10G Y EY A 7|&=
Week 16 Week 17 Week 18 W _?;l.c:;l_ E“ -éE
Iperf/iperf3/OWPING |
‘Monthly' Graph (2 Hour Average) \_ J 2/ (04%)
| 3/s (1.4%)
g 86 § ‘N[ \
n 66 i » ~— -
b awhl Tae : 10G VIEY T 4% 57
g ¢ l——i g 9% Haz
0 0 " .,
Week 19 Week 20 Week 21 Week 22
\_ /

Max In: 9479.4 Mb/s (94.8%) Average In: 438.6 Mb/s (44%) Current In: 13.4 Mb/s (0.1%)

Max Out: 9479.4 Mb/s (94.8%) AvGSDE Data Grid Computing/Schooknt Out: 931.6 Mb/s (9.3%)
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IPv4 header

IPv4 Header

Byle
Ot
0 l [ L [ EX L1 | |3 I | l
THL {Header
Ol wversion Langth) Type of Service (TOS) Teval Lengih
4 Identification I:I I::;ag:' Fragment Offset
8] Time To Live (TTL) Protocol Header Checksum Eytes
IHL
2 Source Address [Irterret
Header
| Erryey—————————————————— Length)
16 Deslination Address
20 IF Option (variabie length, optional, not comman) 2
Li Li ki T T Li T 'I L T .I T Li Li T T ~ l T T L Li 2 T Li Li |' . T Li Li 1 L L 3 T
BIIE|123d55?390123536?39ﬂ123-56?39,31
= risio —wb— B0 —w}— o >
Varsion Pratocol Fragrmom Ozt IP Flags
Varsion of IP Protocol. 4 and 1P Protocod 1D, Including (but  Fragment offset from start of
& are valid. This diagram ot limited to): IF datagram. Measured in 8
represents version 4 TICMP 17 UDP 57 SKIP byte (2 words, 64 bits) x 080 reserved (evil bit)
structure only, ZIGMP 4T GRE  BAEIGRP  necamants, If IP datagramis D Ox40 Do Not Fragment
e P o lagmented, fragment size M 020 More Fragments
Header Lengih (Total Length) must be a follow
multiple of 8 bytes. =
Mumber of 32-bit words in Tatal Length
TGP header, minimum value Header Checksum

of 5. Multiply by 4 to get byte
count.

Total length of IP datagram,
or IP fragment if fragmented,
Measured in Byles.

Checksum ol entire [P
headear

Copyright 2008 - Maf Baxder - mib@ lalpipe.oeg « wwse latpape. ongi=miDrawings/

Please refer to RFC 791 for
the complete Intamet
Protocol (IP) Specilication,




K|5T|

www.kKisti.re.kr

TCP vs UDP header

TCP Header

¢ |12 1 ' 1 2 1 | = 1
o Source Por Destinabion Port *
| I & 1 I ¥ b | 1 L & 1 1 ¥ b | 1 & 1 I 1 b | 1 L 1 1 I ¥ 1 1 ¥ |
4 Sequence Mumbser
e B b . e i . b . i . e i b e e e e e i e ] s i | o0
8 Acknowledgment Mumber Byles
1 T 1 T i 1 L L - T - '| L 1 T L 1 T 1 1 L Y 1 3 L Y 1 L L L Q|f5&|
12 Offset Reserved cE llh:ﬁ Fl;qﬁ 5 F Window
& & ‘b I ‘ 1 & b 1 1 ‘b ‘b 1 ‘b 1 I 1 ‘| 1 & 1 1 I ‘b 1 1 & i |
s Checksum Urgent Pointer
T ¥ ¥ 1 T ¥ ¥ 1 ¥ ¥ 1 1 ¥ ¥ T ¥ 1 T 1 1 T ¥ 1 1 T ¥ 1 T ¥ |
20 TCP Options (optionaly ¥
L L L 1 T L 1 L L 1 L 1 L 1 T L T T ] ? 1 T L 1 T L 1 T T 3 L
Bit 1 2 3 4567 T g 9 L 2 3 465 I 6 7 ] o 1 2 2 I 4 5 67 8 9 o1
|ttt —— eyt — e — o -
UDP Header
Byte
Ofiset §o, Ll ] l 7 T T L] '3 | 1 | l3 | [ |
0 Source Port Destination Port 3
; Y —— S S e e —p Bytes
S Length Checksum i
w T L Al l v ‘ T T T L 2 ol Al v L T 3 pe—
Bit 2 3 4 66 7°9 9 0 1 23 4 5% 7 8 9% 0 1 23°4 5§ 67 8 9 0 1
- - ey —— -
Checksum RFC 768
e ——
Checksum of entire UDP segment and pseudo Please refer to RFC 768 for the complete User

header (parts of IP header) Datagram Protocol (UDP) Specification.
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LLDP and IPvb6 Header

LLDP Ethernet frame structure

Destination MAC Source MAC

Preamble

01:80:c2:00:00:0e, or

Ethertype | Chassis ID TLV | Port ID TLV | Time to live TLV

Optional TLVs End of LLDPDU TLV | Frame check sequence

01:80:c2:00:00:03, or | Station’s address | 0x88CC Type=1 Type=2 Type=3 Zero or more complete TLVs | Type=0, Length=0
01:80:c2:00:00:00
|IPv6 Header
Byte
el
LN L M L e I Ll EX - |
0] Wersion Traffic Class Flow Label
d Payload Length MNext Header Haosp Limnit
B
12 Source Address o
16 Biytes
20
24
28
40 Destination Address
36
BI!|U1EEdSE?IS'Ba1234:':'&?39{'123'-’-56?39,31'
ol ol
| ia —of— Byt0 —f— wiora -|
Warsion Payload Length MNext Headar Hop Limit
Varsion of IP Prolocel. 4 and 16-bit unsigned intager. B-bit selector. Idantifies the B-bit unsignad integer.
& arg valid. This diagram Length of the IPvE payload, type of header immediately Decremented by 1 by each
represents varsion 6 i.e., the rest of the packel following the |PvE header. node that forwards the
structure only. following this IPvE header, in Uses the same values as the packat. The packet is
oclets. Any extension IPwd Proiocol fiekd, discarded if Hop Limit Is
m headers are considered pan decremented to zero.
HEMES Lilos of the payload. Destinalion Address T
8 bat traffic class fiald. T TR a e of T
= Source Address intended recipient of the Please refer to AFC 2460
low Label packet (passibly not the for the cormplete Inbarmet

128-bit address of the
onginator of the packel.

20 bit flow label.

Protocol version B (IPvE)

Himale recipient, il a
TS 0D Specification.

Routing header is present).



