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* https://access.redhat.com/documentation/en-
US/RedHatEnterprise Linux///

e PDFZ C}2 B0} 1 CiL|0{ ZEBHLICH

e |nstallation Guide= 20MB, 500pages
e Administrator's Guide= 24MB, 550pages

e Common administrative commands (https://
access.redhat.com/articles/1189123)
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Installation Guide

Chapter 1. Downloading Red Hat Enterprise Linux

If you have a Red Hat subscription, you can download /SO image files of the Red Hat
Enterprise Linux 7 installation DVD from the Red Hat Customer Portal. If you do nothave a
subscription, either purchase one or obtain a free evaluation subscription from the Software &

There are two basic types of installation media available on the AMD64 and Intel 64 (x86_64) and
IBM Power Systems (ppc64) architectures:

Binary DVD

Afull installation image which can be used to boot the installation program and perform an
entire installation without additional package repositories.

boot.iso

A minimal boot image which can be used to boot the installation program, but requires
access to additional package repositories from which software will be installed. Red Hat
does not provide such a repository; you must create it using the full installation ISO image.

Binary DVDs are also available for IBM System z. They can be used to boot the installation
programusing a SCSI DVD drive or as installation sources.

The following table indicates the types of boot and installation media available for different
architectures and notes the image file that you need to produce the media.

Table 1.1. Boot and Installation Media
Architecture

Minimal boot image Full installation image

AMD64 and rhel-variant-7.1-x86_64- rhel -variant-7.1-x86_64-

Intel 64 boot.iso dvd.iso

IBM rhel -variant-7.1-ppcéd- rhel -variant-7.1-ppc64-

Power Systems boot.iso dvd.iso

(big endian)

IBM rhel-variant-7.1-ppcédle- rhel-variant-7.1-ppc6dle-

Power Systems boot.iso dvd.iso

(litle endian)

IBM System 2z Not available rhel-variant-7.1-s390x-
dvd.iso

Replace variant with your chosen variant of Red Hat Enterprise Linux (for example,
serverorworkstation).

A different set of installation images is offered for Red Hat Enterprise Linux Atomic Host:
Red Hat Atomic Cloud Image

This . qcow2 image can be used to install a Red Hat Enterprise Linux Atomic Host virtual

Red Hat Atomic Image for RHEV

(2]
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http:/mwww.redhat.com/en/technologies/linux-platforms/enterprise-linux. Additionally, a list of
packages available for every variantis available in the Red Hat Enterprise Linux 7 Package

5. Alistof available downloads is displayed; most notably, a minimal Boot ISO image and a
full installation Binary DVD ISO image. These files are described above. Additional images
may be available, such as preconfigured virtual machine images, which are beyond the
scope of this document.

6. Choose the image file that you want to use. You have two ways to download it from the
Customer Portal:

» Click its name to begin downloading it to your computer using your web browser.

Right-click the name and then click Copy Link Location or a similar menu item, the
exact wording of which depends on the browser that you are using. This action copies the
URL of the file to your clipboard, which allows you to use an alternative application to
download the file to your computer. This approach is especially useful if your Internet
connection is unstable: in that case, you browser may fail to download the whole file, and
an attempt to resume the interrupted download process fails because the download link
contains an authentication key which is only valid for a short time. Specialized
applications such as curl can, however, be used to resume interrupted download
attempts from the Customer Portal, which means that you need not download the whole file
again and thus you save your time and bandwidth consumption.

Procedure 1.2. Using curl to Download Installation Media

» Make sure the curl package is installed by running the following command as root:
" # yum install curl

If your Linux distribution does notuse yum, or if you do not use Linux at all,

= Open a terminal window, enter a suitable directory, and type the following
command:

( $ curl -o filename.iso 'copied link location'

Replace filename.iso with the ISO image name as displayed in the Customer Portal,
such as rhel-server-7.0-x86_64-dvd.iso. Thisis important because the
download link in the Customer Portal contains extra characters which curl would
otherwise use in the downloaded file name, too. Then, keep the single quotation
mark in front of the next parameter, and replace copied_link_location with the link
thatyou have copied from the Customer Portal; copy itagain if you copied the
commands above in the meantime. Note that in Linux, you can paste the content of
the clipboard into the terminal window by middle-clicking anywhere in the window,
or by pressing Shift+Insert. Finally, use another single quotation mark after
the last parameter, and press Enter to run the command and start transferring the
ISO image. The single quotation marks prevent the command line interpreter from
misinterpreting any special characters that might be included in the download link.

Example 1.1. Downloading an ISO image with curl

The following is an example of a curl command line:

15
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IBM Power System?
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Directory Description

/ 2 AF 2E ot A|AE A B2 7|22 RE [¥EZ|

bin/ DE ANEAE Qo) CHY AFEX 2E0AM AMHR 7HsOli0F St= EE O] HHO|H 2], eg, cat, Is,
cp.

/boot/ HE 20 IHY, eg, kemels, initrd. 3| E742| MHE|M0)| =L

/dev/ 293t #X|, eg. /dev/null.
EFY ZTAE AAGQ FutEol M7 npel.
O|Z 1O ZAtA|2| 2|0| O|&0j CHEH =7H0| AJALCE B HFPA0A] L2 YA FE0| s =
7] ¥ 2MOAL, fetc et cetersZ 2|0|SHCHD =G, 0] ClA 2|7t HAPH 22 of

/etc/ Clo= S3HX| L2 {2 2 £ 22 EEUCLA2 L}, FHSE JetcE 7|& M7 n 2 X35t
A1 HIO|H2|2 ZEEIR| LS £ QO =7| 2AQ| =T 0|F, C|HE2| 0|2 CHYs
gteio 2 THX| ™ E|0f 2L £ 20 = "Editable Text Configuration"O|L} "Extended Tool
Chest"Q} Zte otoj2 sj4i=ct ™

/1ib/ /bin/I} /sbin/0f 9= HIO|H2|0| 23t 2t0|=342).

/sbin/ 2= A|AE HEO|LH2], eg, init, ip, mount.

Juse/ 2171 T& AFEAL GIO|E 7l Qs EX AF 7= =2 (CHE) AFEALS] f22|E|2F OS2 A
olMg ZEtsin UCk™”

rvar/ HE17| 4|2 DHE—EECl A2 2F AN A S0 At et Sstotgd— 21, &

varx

£ 0tg, gA| JAF 23 Oig. 228 TE|8E s QAUCL




v 117] =z

o Official Home of the Filesystem Hierarchy Standard (FHS)&, 2|52 XY Ct
e Former Home of the Filesystem Hierarchy Standard&
¢ Fortune Cookies through the /proc Filesystem&’
e The Dotted Standard Filename Hierarchy®, (cLleNUXOj|A] AF251=) O CHE #|=0| A 0|12 QICH mirrore?)
e Filesystem Hierarchy Standard 2.3 8 (29 January 2004)
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adu e

an executable file causes a computer to pertorm

indicated tasks according to encoded
Instructions

2jo|22{2]

a library is a collection of non-volatile resources
used by computer programs
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"'12 Sp— . TiL @
$ 2 # 25 2EH 2225 2225 22204)2-
Wp?7?2g?|q?|fA  |W2|v2?|07)?? £ |A0?0? |d? ||
l1fClipPrecisio 1 f
7jullj j §58 FHm B 7 {ispziviEoes
Wi T2F2F2F7 222 tRF2F;000 fo 21t
SAVERF?2f ZtRF?BBFFijMBu? 3N JZ!
UEZ vwijmer H? 5)EGe n i
ORZ ?{juvh  ij58 [HEEE =N Ryl
{Ehigh? vw?  8??? Zt@Vh j Uj h
B1?77{j=C N??y=P W??ijijulPhl £ {ullj : 5 00 00 00
y u ﬂ [ .y ? g %F -L—Lg h ? u ﬂ );'tly .y.j h < ﬁ 00 00 00 00 00 OO0 OO0 0D 00 00 55 aa
a—amnromiliatono®r = MHhozn™ nonCCH mual 2
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Encoded Instructions

For example, adding the registers 1 and 2 and placing the result in register 6 is encoded:

[ op | rs | rt | =xd |shamt| funct]
0 2 & 0 32 decimal
000000 00001 00010 00110 00000 100000 binary

[ ep | target address ]
2 1024 decimal
000010 00000 00000 00000 10000 000000 binary

.DO0.Linu.Fr
f.Drive ........




ctO|HE{E] o2 =

A shared library uses
a branch table.

An archive library does
not use a branch table.

call printf(S)

T

call printf(S)

SE

Branch
Table

Shared
Library

jump to

printf

jump to
close

printf

close

e

Q
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File, Directory,
Library, Process,
IP Address, DNS,

Gateway
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VirtualBox®
CentOS?

" https://www.virtualbox.org/

? https://www.centos.org/download/
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VirtualBox= Next 0l ;20 Alj]| ...

00 Oracle VM VirtualBox Manager

rrrrr

£+ Details
New Settings Discard Start

Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The list is empty now because you haven't
created any virtual machines yet. :

[ S
In order to create a new virtual machine, press the New button in the main tool bar located at G \
the top of the window. ]

You can press the 38? key to get instant help, or visit www.virtualbox.org for the latest Y&
information and news.

V'
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VM 443

o VirtualBox A&

o [M=Z ES7|(N)] 2=

o (7}A I{Al OHE7|) - O|2: CentOS7 --- [CFZ(N)]
e MIZ2Z2[37]: 512MB --- [CLFS(N)]

3 http://zetawiki.com/wiki/VirtualBox0llCentOS7_4X%|
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[AIZH(T)] HIE 2 =010 VM A[A
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CentOS 7 Ax|

o T 7|Z = Install CentOS 7 MEH « Enter

Install CentOS 7
Test this media & install Cent0S 7

Troubleshoot ing




(HIAE DEOAM D2zl mEZ2 MEHE)

e (7|&%X) English --{Continue]
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INSTALLATION SUMMARY CENTOS 7 INSTALLATION

o [SOFTWARE SELECTION] 22|
CentOS

DATE & TIME KEYBOARD
Europe/Bucharest timezone English (US)
LANGUAGE SUPPORT

English (United States)

SOFTWARE

INSTALLATION SOURCE SOFTWARE SELECTION
Local media Minimal Install

SYSTEM
INSTALLATION DESTINATION NETWORK & HOSTNAME
A Automatic partitioning selected Not connected
Quit

‘,1’1 '] B . - ._..- T ' .-.-’_.. 1~ - . M N _— . "
Ve nt touch your disks until you click Begin Installation.

L‘.‘y“ 11
yYvo<o LA CVUUCTT YOUUI i YU L
] ]
-
.

Rﬁ m\ext step.

© =3 2016
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SOFTWARE SELECTION CENTOS 7 INSTALLATION

Base Environment Add-Ons for Selected Environment

© Minimal Install Compatibility Libraries

Compatibility libraries for applications built on

Basic functionality.

Infrastructure Server previous versions of CentOS Linux.

Server for operating network infrastructure

services. "] Development Tools
") File and Print Server A basic development environment.
File, print, and storage server for enterprises. ) Smart Card Support

Support for using smart card authentication.
Basic Web Server

Server for serving static and dynamic internet

content.

Virtualization Host

Minimal virtualization host.

") Server with GUI
Server for operating network infrastructure
services, with a GUI.

") GNOME Desktop
GNOME is a highly intuitive and user friendly
desktop environment.

KDE Plasma Workspa ces

ReEERhttp://www.tecmint.com
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o [INSTALLATION DESTINATION] =&

o ZE{MTI[Done] 2

e [Begin Installation] 2=
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PASSWORD 5 X%)

e [ROOT PASSWORD] 22

e Root Password --- Confirm --- |

e [Reboot] =
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CentOS release 7 (Core)
Kernel 3.10.0-229.el7.x86_64 on an x86_64

localhost login:
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File System Navigation

* |s

* |s-3

° |s |

e |s-alh
* |s-alZ
e [s-R
°* pwd

2|54 2| 7|= © ZdE¢el 2016

63



File System Navigation

e cd/tmp
e cd ~

* cd../tmp
e cd../

® free
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View Files

® V| vim
® cat

* tail

e head
* grep
® cut

® wcC
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Edit Files

° v

® vim
* sed
e awk
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Managing Files

® touch

¢ Cp

* mv

® m

e mkdir-p
® Cp-r

® rm -r
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Link

echo "Hello World" > newfile.txt

ls -1 newfile.txt

In newfile.txt /tmp/newfile-hlink2.txt

ls -1 newfile.txt /tmp/newfile-hlink2.txt

echo "Hello World2" »>»> /tmp/newfile-hlink2.txt
cat newfile.txt

rm newfile.txt

ls =1 /tmp/newfile-hlink2.txt

cat /tmp/newfile-hlink2.txt

Iln —s /tmp/newfile-hlink2.txt /tmp/newfile-symlink.txt
ls -1 /tmp/newfile—x

rm /tmp/newfile-hlink2.txt

ls -1 /tmp/newfile—x

cat /tmp/newfile-symlink.txt

ln —-s /etc /root/configfiles

cd /root/configfiles

pwd

68



Users and Groups

Te
/etc/passwd
/etc/group
SU -

sudo
/etc/sudoers

W
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Managing Local User Accounts

* useradd

® usermoad
e userdel

®* passwd

® groupada
* groupmod

e groupdel

2|sA 22| 7|x © ZEHS 2016
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Permisstions

e chmod [u,g,0,a][+,-,=]r,w,x]

touch filel fileZ
chmod go-rw filel
chmod a+x fileZ
chmod 750 sampledir

o r=4 w=2,x=1
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Ownership

e chown user:group file1
e chown -R user sampledir

e chown :group sampledir

2|54 2| 7|= © ZdE¢el 2016
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Process Management -
show

* Ds
® DS axu
* ps axjf
® psax’Z
®* pstree
® man pPs
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Process Management - kill

il
o kil -9
e killall
e kil

* man / signal
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Process Management -
Monitoring

e grep "model name" /proc/cpuinfo
* uptime

* top

* htop

® NMon

2|54 2| 7|= © ZdE¢el 2016
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Software Packages

yum list "httpsx'

yum search all 'web server'
yum 1nfo httpd

yum provides '/xhttpd’

yum i1nstall httpd

yum update

tail -5 /var/log/yum. log
yum history
yum history info 2

yum -y 1nstall bash-completion
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Service Management - 7

systemctl status sshd

systemctl —-type service

systemctl list-units —-type service
systemctl list-units —-type service —-all
systemctl ——failed —-type service
systemctl status httpd.service
systemctl stop httpd

systemctl status httpd

systemctl start httpd

systemctl status httpd

systemctl restart httpd

systemctl status httpd

systemctl reload httpd

systemctl status httpd

systemctl enable httpd

systemctl disable httpd

systemctl mask httpd

systemctl unmask httpd

BlsA

rk
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Service Management- 6

service httpd status
chkconfig —-list
service httpd stop
service httpd start
service httpd restart
service httpd reload
chkconfig httpd on
chkconfig httpd off
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SELinux

e getenforce
* setenforce
* /etc/selinux/contig

e touch /.autorelabel

man selinux

man selinux_config

yum install selinux-policy-devel
man -k ‘_selinux’
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Validating Network
Configuration

1p a

1p —s link show ethO

1p route

ping —c3 www.google.com
trace path access.redhat.com

sSs —tua
netstat —-anlp
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Network Configuration

e /etc/syscontig/network-scripts/ifctfg-<name>
e 7:nmcli con reload
e 64:service network restart
e hostname
e /:hostnamectl
e 64: /etc/syscontig/network

e /etc/hosts, /etc/resolv.cont

2|54 2| 7|= © ZdE¢el 2016
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Firewall

systemct]l stop firewalld
systemct]l mask firewalld

yum 1install iptables-services
systemctl umask 1ptables
systemctl enable 1ptables
systemct]l start iptables
systemct]l status 1iptables
1ptables -L

systemctl reload iptables
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/etc/sysconfig/iptables

xfilter

: INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

—A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

—A INPUT -p icmp -j ACCEPT

—A INPUT -1 lo —-j ACCEPT

—A INPUT -s 172.16.0.0/12 -m state —--state NEW -j ACCEPT

—A INPUT -s 10.0.0.0/8 -m state —--state NEW -m tcp -p tcp ——dport 80 —-j ACCEPT
—A INPUT -m state —--state NEW -m tcp -p tcp —-dport 22 -j ACCEPT
—A INPUT -j REJECT —--reject-with icmp-host-prohibited

—A FORWARD -j REJECT —-reject-with icmp-host-prohibited

COMMIT
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Others

e /var/log/messages
e /:journalctl -p err

® uUanme -a
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