
1

Challenges for the design of 
radiation hard ASICs

Federico Faccio 
CERN – EP dept



Federico Faccio - CERN
2



Federico Faccio - CERN 4



AACD, Graz, 
March 2010 5



5

Terrestrial

IEEE TRANSACTIONS ON NUCLEAR SCIENCE, VOL. 45, NO. 6, DECEMBER 1998 2929 

Single Event Upsets in Implantable Cardioverter Defibrillators 

P.D. Bradley’ and E. Nonnand2 
Department of Engineering Physics, University of Wollongong, 2522, Wollongong, Australia. 
Boeing Defense and Space Group, Seattle, WA 98 124-2499 USA 

Abstract 
Single event upsets (SEU) have been observed in 

implantable cardiac defibrillators. The incidence of SEUs is 
well modeled by upset rate calculations attributable to the 
secondary cosmic ray neutron flux. The effect of recent 
interpretations of the shape of the heavy ion cross-section 
curve on neutron burst generation rate calculations is 
discussed. The model correlates well with clinical experience 
and is consistent with the expected geographical variation of 
the secondary cosmic ray neutron flux. The observed SER was 
9.3 x upsetshit-hr from 22 upsets collected over a total 
of 284672 device days. This is the first clinical data set 
obtained indicating the effects of cosmic radiation on 
implantable devices. Importantly, it may be used to predict the 
susceptibility of future implantable device designs to cosmic 
radiation. The significance of cosmic radiation effects relative 
to other radiation sources applicable to implantable devices is 
discussed. 

I. INTRODUCTION 
Approximately 350000 to 450000 individuals suffer an 

episode of out-of-hospital cardiac arrest every year in the 
United States, with less than 25% surviving the first episode. It 
has been demonstrated that if sudden death survivors are 
untreated the recurrence rate is extremely high, with an annual 
sudden death mortality of 30% [l] . 

The Implantable Cardiac Defibrillator (ICD) emerged in 
the early 1990s as the “gold-standard therapy” for sudden 
cardiac death survivors. The original concept of the ICD is 
attributed to Dr. Michel Mirowski [2] in the mid 1960s. He 
recognized the utility of permanently implanting a device 
which automatically detects the high rate condition associated 
with ventricular fibrillation and delivers a high energy shock 
to the heart to restore the sinus (normal) rhythm. The high 
energy shock (up to 700V, 30 Joules) simultaneously 
depolarizes the entire myocardium (heart muscle) and 
effectively interrupts the chaotic circular current patterns 
associated with fibrillation. The first human implant occurred 
in 1980. 

In common with the space electronics industry, design 
criteria include low power consumption, high longevity, high 
reliability and small size. Despite the trend towards devices 
with smaller critical charges and the increasing sophistication 
and use of MOS devices in medical products, there have been 
no earlier reported cases of single event upsets in medical 
devices. Previous reports on the susceptibility of implantable 
medical devices to ionizing radiation only considered total 
dose effects. [e.g. 3,4]. 

This paper initially presents a briefreview of the sources of 
radiation relevant to implantable medical devices. The review 
considers both total dose and transient effects with the aim of 
determining the relative significance of various sources. The 
remainder of the paper examines terrestrial cosmic ray single 
event upset models and their applicability to implantable 
medical devices. The models are then compared with ICD 
clinical experience. 

11. sUh4MARY OF IONIZING RADIATION EFFECTS ON 
IWLANTABLE DEVICES 

Ionizing radiation effects on MQS electronics may be 
classed into two broad categories [SI: 

Total Ionizing Dose Effects VID) due to charge 
accumulation in oxide regions: Threshold voltage changes 
have been seen at around 10 Gy [6] whilst degradation in the 
isolation between and within n-channel devices may occur at 
relatively low radiation levels (10-50 Cy) [5 ] .  From these 
results, it would appear that a reasonable lower bound on the 
sensitivity of MOS electronics is approximately 10 Gy. 

Single Event Effects (SEE) due to high LET particles 
depositing sufficient charge to perturb circuit operation: We 
only need to consider single event upset due to alpha particles 
from the device packaging and high energy neutrons from 
cosmic radiation or radiotherapy. Other single effects such as 
single event latch-up, burnout and gate rupture of power 
MOSFETs have negligible probability of occurrence. 
Normand [7] states that only a small number of MOS parts are 
prone to neutrodproton induced latch-up and even if a device 
is susceptible, the latch-up rate per device is much lower then 
the single event upset rate by several orders of magnitude. 
Gate rupture requires very high energy ions not applicable to a 
medical device [7]. Single event burnout (SEB) [7,8] of an N- 
channel power MOSFET is possible in high voltage rated parts 
operating at high drain to source voltages. The implantable 
cardiac defibrillator has components with a very large voltage 
rating (>1 OOOV). However, the required biasing conditions for 
susceptibility are only rarely present (e.g. during charging of 
the device for shock therapy) and thus the device is not 
considered susceptible to SEB. The authors do not know of 
any implantable medical device with the required MOSFETs 
operating continuously at high drain to source voltages. It 
would appear that SEB is not a real issue for current 
implantable medical devices. 

Table 1 lists all the main ionizing radiation sources 
applicable to implantable devices. Radiation sources that may 
adversely affect implanted electronics (dose greater than 10 
Gy or have SEU potential) are mderlined in comments. 
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Single Event Upset at Ground Level 

Eugene Normand, Member, IEEE 
oeing Defense & Space Group, Seattle, WA 98124-2499 

Abstract 
Ground level upsets have been observed in computer systems 
containing large amounts of random access memory fRAM). 
A~osphcric neutrons are most llkcly the major cause of the 
upscts based on measured data using the Weapons Neutron 
Rescarch (WNR) neutron beam. 

I. INTRODUCTION 

Several years after single event upset (SEU) was discovered 
in space in 1975, J. Ziegler [l] noted the potential for 
microelectronics on the ground to be susceptible to SEU from 
cosmic ray secondaries, primarily neutrons. Ziegler's work 
was prompted by the work of T. May and M. Woods [2] in 
uncovering errors in RAM chips due to upsets caused by the 
alpha particles released by U and Th contaminants within the 
chip packaging material. The alpha problem was regarded 
seriously and chip vendors took specific actions to reduce it to 
l o l ~ ~ b ~ e  levels, mainly by reducing the alpha particle flux 
emitted by packaging and processing materials to generally < 
0.01 Wcm2-hs [3]. 

Unfor~nately, the potential for cosmic rays causing SEU on 
the ground received little attention, and has received almost 
no public recognition on the part of chip vendors. Very 

revealed that beginning in 1979, they 
un~er~ook a very large proprietary effort to understand the 
p~enomenon of upsets at ground level. This 15-year effort 
involved many different disciplines and activities: field 
testing of memories, accelerated testing using cyclotron 
beams, detailed model development on all levels, 
e n v i r o ~ e n ~  monitoring and coordination with device 
designers [4]. In contrast to the lack of recognition of the key 
role played by cosmic radiation for ground level upsets, the 
importance of this mechanism was recognized by people 
dealing with avionics, i.e., electronics in aircraft, relatively 
early in the open literature. Avionics SEU by the atmospheric 
neutrons was first predicted in 1984 [5] and later rigorously 
demonswated to occur in flight in 1992[6]. 

LEVEL NEUTRON FLUX 

The neutron environment at ground level can be defined in 
terms of the models for the atmospheric neutron flux at 
higher altitudes which are mainly based on neutrons in the 
energy range of 1<E< 10 MeV [7]. A number of studies have 

of the energy spectrum of the 
x doesn't change with altitude or 

its absolute magnitude does vary with 
location and altitude around the earth ["I. Limited data from 

a sophisticated ground-based detector system made at 100, 
5000 and 10,000 feet above sea level indicate that the 10-100 
MeV flux falls off approximately linearly with altitude [8]. 
Very few measurements of thc neutron spectrum at groun 
level have been made, especially over the entire energy range. 
One set of the most recent terrestrial spccwal mcasurcments, 
made in Japan [9], was normalized to obtain the neutron 
spectrum expected in the US, based on scaling airplane 
spectral measurements made over Japan [9] and 
These spectra show that the ground spectrum is roughly U300 
of that at 40000 ft. 

111. SINGLE EVENT UPSETS AT GROUND LEVEL 

There is considerable evidence of upsets on the ground, but it 
has been largely kept proprietary or else it has been in the 
hands of computer systems engineers who do not underst~d 
its meaning or implications. In the following paragraphs we 
will present various examples of this kind of data, including 
reference to the very recently revealed vast storehouse of data 
obtained by IBM over a 15-year period via a well-coordinated 
proprietary effort. In addition, five specific examples will be 
cited, one from a very large computer system that was taken 
off line for testing, two from the error log/maintenance 
history of a collection of large computers, one from a 
biomedical device utilizing SRAMs that has been implanted 
in hundreds of patients and one from the system soft error 
FIT rate (failures in time, i.e., IO9 device hours) testing 
performed by RAM vendors. 

In addition, we believe that there are extensive collections of 
other data that provide evidence of these upsets, e.g. in the 
error and/or maintenance logs of large computer systems. In 
particular, the error logs of computer systems located in high 
altitude cities, such as in the Rocky Mountain region, are 
expected to reveal many such upsets. Although at present 
such records have not yet been made public, we hope that 
with the publication of this work, other SEU workers will 
work cooperatively with computer systems people within their 
organizations to uncover and reveal the large compilations of 
errors that exist. These errors have been detected, corrected 
and logged by the dedicated software and hardware within 
those computer systems, so the computer systems engineers 
are satisfied that their systems are well protected. However, 
in addition, the EDAC (error detection and correction) 
systems that work so effectively in protecting the large 
computer systems, can also reveal the mystery of those upsets 
to SEU researchers who understand the mechanisms causing 
the errors. 
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2̂ = Aexp^-Y— (1) 

where /j is the cascade flux at some altitude (pressure) ylj, 
and /j is the flux at altitude y4 2, both altitudes being 
expressed in g/cm^ To convert terrestrial altitudes to 
atmospheric pressure, g/cm ,̂ we use 

A = 1033 - (0.03648/f) + (4.26 x 10 " V ) , 

where H is in feet and A is in g/cm^ (this assumes an 
average barometric pressure and a temperature of 0°C). 
In the lower altitudes, typical absorption lengths are as 
follows: 

(2) 

Electrons: 

Protons and pions: 

Neutrons: 

Muons: 

L 
e 

^ 

K 
L 

= 100 g/cm , 

= 110 g/cm\ 

= 148 g/cm^ 

= 520 g/cml (3) 

For example, if the neutron flux at sea level (height = 0 ft) 
is /, the neutron intensity at Denver (height = 5280 ft) is 

1 exp[(^. .)IKl 
Denver = 4a,eve. e x p [ ( 1 0 3 3 - 8 6 2 ) / 1 4 8 ] , 

I = 3 4 / 
Denver * sea level* 

(4) 

The absorption lengths between particles differ because 
of the strength of their interaction with the atmosphere, 
and their mass. A longer absorption length means slower 
attenuation, and hence less difference in flux when we 
compare locations with different altitudes. As an example 
of the magnitude of these factors, the increase in cosmic 
ray flux from New York City (1033 g/cm )̂ to Denver 
(852 g/cm') is 

Electrons: 611%, 

Protons and pions: 518%, 

Neutrons: 340%, 

Muons: 142%. (5) 

The one precaution to observe when using these 
numbers is that they do not describe the change of energy 
distribution with altitude, only the change in the total 
number of cosmic ray particles. (For experimental data on 
neutron attenuation factors, see the section on relative 
neutron flux.) 

At sea level, there is a spectrum of particles which is 
typified by the flux at New York City (Figure 4). This is a 
theoretical calculation which is not as accurate as some 
experimental values to be shown later, but it shows the 
four most important particles and their relative abundance, 
normalized to the same site. Muons dominate the medium-
and high-energy particle spectra. There are hundreds of 
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Theoretical sea-level cosmic rays. Theoretical calculation of the 
flux of cosmic ray particles at New York City. The most abundant 
particles are muons, which physically act like heavy electrons ex-
cept that they are unstable and have a lifetime of less than 2 /xs. 
The next most abundant particles 9re neutrons, which are very 
penetrating because they are neutral and do not lose energy to the 
electron sea of the atmosphere. There are just as many protons as 
neutrons produced in the upper-atmosphere cosmic ray showers, 
but the protons are charged and hence constantly lose energy to the 
atmospheric electrons and disappear faster than the neutrons at 
lower altitudes. At sea level there are fewer than 1 pion per 1000 
muons, but we show that pions are far more effective in causing 
soft fails in electronic circuits. The above calculation is discussed 
later in the section on theoretical cosmic ray cascades [17]. 

times more muons than any other very high-energy 
particle. This is because the muons do not have the strong 
interaction and they lose energy only gradually to the 
atmospheric electrons. The same numbers of neutrons and 
protons exist at very high energies, but below 1000 MeV 
the absolute proton flux becomes less than the neutron 
flux because of the protons' additional electromagnetic 
interaction with the electrons of the atmosphere. The pion 
flux is small in relation to the other particles because their 
nanosecond lifetime causes most of them to fragment 
before they reach sea level. Finally, it should be noted 
that all sea-level particle fluxes below 100 MeV are very 
sensitive to local environments, i.e., the material of nearby 
walls, ceilings, and floors. 

Note that in Figure 4 the latitude and longitude of New 
York City are converted to their equivalent geomagnetic 
(GM) values. The geomagnetic coordinates assume a 
sphere centered on the magnetic dipole of the earth, rather 
than on its spin axis. The North magnetic pole was located 
at 78.32 N and 68.95 W in 1980. Although the spin axis 
has a motion of about one meter per year down the 70 W 23 
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J.Ziegler, IBM 
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Vol.40, Jan1996
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Origin of radiation effects
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ü Very simplified summary 
ü Effects traceable to energy loss from incoming radiation in the 

devices

Particles Radiation effect
Ionizing energy 
loss
Small charge density All (photons, electrons, 

protons and other 
charged hadrons, 
Heavy Ions, …)

Total Ionizing Dose 
(TID)

Large charge density Heavy Ions (maybe 
from hadron nuclear 
interaction in Si)

Single Event Effects

Non ionizing 
energy loss

Hadrons (neutrons, 
protons, ….)

Displacement damage



Radiation effects in CMOS
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Cumulative effects

Single Event Effects (SEE)

Total Ionizing Dose (TID)

Permanent SEEs
SEL

SEGR, SEB

Static SEEs
SEU, SEFI
Digital ICs

Transient SEEs
Combinational logic 
Operational amplifiers

TID measured in Gy (rad) 

SEEs are stochastic, sensitivity is measured in cross-section 
Environment characterized by flux/fluence (particles/cm2 s)
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Typical doses for electronics in different applications: 
-Satellites: 1000 Gray 
-Deep Space missions: 10 kGray 
-HEP (LHC): >100 kGray 
-HEP (SLHC): >1 MGray

can be killed in 20minutes in our X-ray facility



Federico Faccio - CERN 11

TID: trapped holes in SiO2

ü Total Ionizing Dose effects are 
traceable to ionization from radiation in 
SiO2

Ionizing radiation

e h

SiliconSiO2

Ionization produces e-h pairs  
•Holes have low mobility in 
the oxide, and can be 
trapped 
•Migration of holes (and 
other positive ions) to the 
interface can activate 
trapping centers 

Charge accumulates in the oxide 
or at its interface with Silicon

h
h

h

h

h

h

h
h

h



TID effects in CMOS
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Bird’s 
beak

Field 
oxide

Parasitic 
MOS

Parasitic 
channel

Source

Drain
1. Effects in the thin gate oxide

2. Effects in the 
thick lateral 
isolation oxide 
(STI) between 
source and drain 
of a transistor
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Example

1.E-13

1.E-12

1.E-11

1.E-10

1.E-09

1.E-08

1.E-07

1.E-06

1.E-05

1.E-04

1.E-03

1.E-02

-1 -0.5 0 0.5 1 1.5 2 2.5 3 3.5
VG [V]

I D
 [A

]

Prerad

After 1 Mrad

NMOS - 0.7 µm technology - tox = 17 nm

Threshold 
voltage shiftµA!

12INFN school, Assisi, Oct2010
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Consequences of thin gate oxide
ü Hole trapping and activation of interface states depend on 

oxide thickness (this has been known since the ’80s) 
ü Remaining problem for TID effects is related to ionization in the 

thick STI oxide

TID-induced threshold voltage 
shift vs gate oxide thickness. 

•Data for commercial 
technologies from different 
manufacturers
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Example leakage currents
Source-Drain leakage (transistor’s edge)

AACD, Graz, March 2010 Federico Faccio - CERN 99

Example leakage currents (1)Example leakage currents (1)

1.E-12

1.E-11

1.E-10

1.E-09

1.E-08

1.E-07

1.E-06

1.E-05

1.E-04

1.E-03

-4.E-01 -2.E-01 0.E+00 2.E-01 4.E-01 6.E-01 8.E-01 1.E+00 1.E+00 1.E+00 2.E+00
Vg (V)

Id (A) 
pre-rad
500 krd
1 Mrd
26 Mrd
63 Mrd
100 Mrd
224 Mrd

Source-Drain leakage (transistorFs edge)
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Single Event Effects (SEEs)
ü SEEs can be traced to the local and instantaneous deposition of ionization 

energy in the semiconductor  
ü Only charge in a given volume, where it can be collected in the relevant 

amount of time by the appropriate circuit node, matters 
ü An error occurs only when the collected charge is above a given value – called 

“critical charge”

Heavy Ion

eh eh
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eh eh eh eh eh eh
eh eh ehh
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h e
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h
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hhhh
h
h

e

e

e
e
eee
eeh

ehhhhh e
eeee

e
eehhhhhh

Nwell

p- silicon

p+

GNDGND

VDD VDD

In memory => SEU 
(this can lead to SEFI)

In combinatorial logic 
=> propagation of hit 
can be latched (DSET)

Register

Combinatorial logic
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Destructive SEEs (Hard errors)
✓ SEBO => Single Event Burnout   

 occurring in power MOSFET, BJT   
(IGBT) and power diodes 

✓ SEGR => Single Event Gate Rupture  
 occurring in power MOSFET 

✓ SEL => Single Event Latchup   
 occurring in CMOS ICs 

✓ They can be triggered by the nuclear interaction 
of charged hadrons and neutrons

17INFN school, Assisi, Oct2010
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Single Event Latchup (SEL)

n well

p substrate

VDD 
contact

p  +

R1

R2

R3

R4

R5

R6

VDD 
source

VSS 
source

VSS 
contact

p  +n  +n  +

ü Electrical latchup might be initiated by electrical transients on input/output 
lines, elevated T or improper sequencing of power supply biases. These 
modes are normally addressed by the manufacturer.Only charge in a given 
volume, where it can be collected in the relevant amount of time by the 
appropriate circuit node, matters 

ü Latchup can be initiated by ionizing particles (SEL) in any circuit node – not 
only in IOs
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measurements,(it(appears(that(the(drain(of(the(transistors(is(not(connected(
anymore(to(the(outer(world((no(current(can(flow(anymore(in(the(transistor).(

(
Figure$5:$Image$of$the$sample$irradiated$without$protection$resistors$to$limit$the$
current$in$the$event$of$a$SEB.$Without$limitation,$the$current$induced$the$melting$
of$the$small$metal$connections$between$the$drain$and$the$pads$(dark$shadow$for$

each$NMOS$transistor$highlighted$by$the$red$circle).$

For(the(PMOS(transistors,(instead,(no(comparator(gave(any(sign(of(SEB(during(
the(whole(test.(The(summary(of(the(measurement(points(for(the(PMOS(
transistors(is(shown(in(Figure(6.((

(
Figure$6:$Summary$of$the$measurements$on$PMOS$transistors.$No$SEB$has$ever$

been$observed$during$the$test$up$to$an$applied$drain$voltage$of$13$V.$

PMOS transistor
Heavy IonLET Vds Fluence SEB Sigma
Board 1 limit 1 error
Kr 31
Ni 21 13 8313322 0 1.203E-07
Ar 9.95

Kr 31 12 6881000 0 1.453E-07
Ni 21 12 2451000 0 4.08E-07
Ar 9.95 12 4910674 0 2.036E-07

Kr 31 10 3447000 0 2.901E-07
Ni 21
Ar 9.95
Board 2
Kr 31 12 4352013 0 2.298E-07
Ni 21 12 4369959 0 2.288E-07
Ar 9.95 12 1020315 0 9.801E-07

Combined Board1+2
Kr 31 12 11233013 0 8.902E-08
Ni 21 12 6820959 0 1.466E-07
Ar 9.95 12 5930989 0 1.686E-07

2.-Measurements-without-the-protection-network

Another(test(board((number(4),(where(the(protection(resistors(at(the(drain(of(the(
transistors(had(been(removed,(has(been(exposed(to(Kr(ions((total(Uluence(about(
500.000(ions).(During(the(irradiation,(all(NLDMOS(transistors(were(biased(at(9V(
Vds(and(0V(Vgs.(In(these(same(conditions,(SEBs(were(observed(in(the(test(with(
the(protection(network.(The(functionality(of(the(transistors(was(tested(before(
irradiation(by(applying(a(Vgs(and(measuring(an(Ids(current.(All(NLDMOS(were(
correctly(working(before(exposure.

After(the(irradiation,(the(application(of(a(gate(voltage(to(all(NLDMOS(transistors(
(any(generation)(did(not(inUluence(the(drain(current.(This(pointed(out(possible(
hard(failure(of(the(transistors.(This(hypothesis(was(conUirmed(by(the(observation(
of(the(irradiated(test(chip(after(irradiation.(An(image(taken(at(the(microscope(is(
shown(in(Figure(6.(The(drain(bonding(wire(connecting(the(test(chip(to(the(PCB(
has(acted(as(a(fuse,(evidencing(that(the(SEB(induced(by(the(particles(is(indeed(
self]sustaining(until(hard(damage.(This(happened(for(all(NLDMOS,(all(generation.

Figure 6: Microscopic photo of the chip irradiated with Kr ions without protection 
network. With respect to Fig.2, the chip is rotated by 180 deg. The 3 ʻbrokenʼ bonding 
pads correspond to the drain of the 3 NLDMOS transistors.

Conclusion

The(heavy(ion(irradiation(of(a(dedicated(test(chip(evidenced(different(SEB(
sensitivity(for(the(LDMOS(transistors(in(the(SGB25VGOD(technology.(P]channel(
LDMOS(are(not(sensitive(in(the(explored(range(of(LET((up(to(31(MeVcm]2mg]1)(
and(Vds((up(to(14V).(Isolated(NLDMOS(are(sensitive,(for(a(LET(of(31,(with(a(Vds(
threshold(for(SEB(above(5.5V(but(below(6.5V.(Standard(NLDMOS(in(the(substrate(
are(sensitive(with(an(SEB(threshold(above(7.1V(but(below(7.7V.(The(SEBs(in(the(
latter(type(of(device(is(shown(to(be(self]sustaining(until(destruction(](in(our(test,(
the(destruction(of(the(bonding(wires(connecting(the(drain(of(the(transistors(to(
the(off]chip(power(source.(Decreasing(the(LET(of(the(ions(from(31(to(21((
MeVcm]2mg]1(does(not(decrease(signiUicantly(the(measured(sensitivity.

It(should(be(pointed(out(that(the(duration(of(the(SEB(events(counted(by(the(
detection(system(during(the(protected(tests(was(always(very(short((below(41(ns).(

Evidence of SEB on test chips 
with LDMOS

On-chip metal line burnt 
(encircled dark shadows)

Molten wirebonds

Single Event Burnout (SEB)
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How to design radiation tolerant ASICS
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Hardness By Design (HBD)

ü Concept to design ASICs robust to 
radiation without the use of special rad-
tolerant technologies 
l Radiation requirements moved to the 

design level 
• Modified layout 
• Modified architectures 

l Techniques can be devoted to either TID 
or SEEs
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Radiation-tolerant layout (ELT)

S D

G

SD

G
Leakage path

ü Layout techniques enable the elimination of all radiation-induced 
leakage paths 

l ELT shape eliminates source-drain leakage – needed only for NMOS 
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Effectiveness of ELTs
ID

 [A
]  

   
   

   
 

1E-11
1E-10
1E-09
1E-08
1E-07
1E-06
1E-05
1E-04
1E-03
1E-02
1E-01

VG [V]
-0.6-0.58-0.56-0.54-0.52-0.5-0.48-0.46-0.44-0.42-0.4-0.38-0.36-0.34-0.32-0.3-0.28-0.26-0.24-0.22-0.2-0.18-0.16-0.14-0.12-0.1-0.08-0.06-0.04-0.0200.020.040.060.080.10.120.140.160.180.20.220.240.260.280.30.320.340.360.380.40.420.440.460.480.50.520.540.560.580.60.620.640.660.680.70.720.740.760.780.80.820.840.860.880.90.920.940.960.9811.021.041.061.081.11.121.141.161.181.21.221.241.261.281.31.321.341.361.381.41.421.441.461.481.51.521.541.561.581.61.621.641.661.681.71.721.741.761.781.81.821.841.861.881.91.921.941.961.9822.022.042.062.082.12.122.142.162.182.22.222.242.262.282.32.322.342.362.382.42.422.442.462.482.52.522.542.562.582.62.622.642.662.682.72.722.742.762.782.82.822.842.862.882.92.922.942.962.983

Prerad and 
after 13 Mrad

0.25 µm technology - W/L = 30/0.4 - ELT 
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Production summary 

N of wafers produced 

N of projects in production 

LHC experiments widely used commercial 
0.25um CMOS for their detector systems
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HBD for SEEs

ü Memory and registers are often the 
most vulnerable elements to SEUs. 
HBD techniques concentrate on these 
cells 

ü Hardening can be achieved by 
l Custom modification of the basic memory 

or register cell 
l Redundancy (triplication and voting) 
l Encoding
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Cell design
ü Use of radically different cell design, customized to be insensitive to 

charge deposition in one single node 
l Example of one of the most popular designs: DICE (Dual Interlock Cell) 

• Dual Interlock ensures SEU protection against hit on one node 
• Writing in the cell requires access to 2 nodes 
• Protection from SEU less efficient in modern technologies – high integration 
• Possible to use the 2 data paths to duplicate combinatorial logic and harden circuit 

against DSET

0 01 10 01 0
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Redundancy: TMR
ü Triplication with 3 

voters – to protect 
from errors in the 
voter itself 

ü The state machine is instantiated 
3 times, with 3 voters 

ü An SEU can corrupt the output of 
one of the blocks, but majority 
voting restores the correct state 

ü An error in one of the voters is 
also restored
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Redundancy: encoding
ü Adding redundant information (bits) and 

encoding-decoding 
l Used for data transmission and for memories 
l Requires complex encoding-decoding logic 
l Several different codes can be used 

(Hamming, Reed-Solomon, BCH, etc.)

Encoder Decoder

Memory array (each word with redundant bits)
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This was a very quick and incomplete overview 

“… even after 25 years of work in the domain, when 
I irradiate a device I often fall on something I do not 
understand…”
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This was a very quick and incomplete overview 

“… even after 25 years of work in the domain, when 
I irradiate a device I often fall on something I do not 
understand…”

The field will require bright, methodic and patient 
young engineers for a long while…


