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== Background I
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e As a international distributed high throughput computing
facility the OSG and its stakeholders and peering
collaborators are highly dependent on the underlying
network infrastructure

e With this in mind we set out to provide an operational
infrastructure service that would gather, organize and
supply network metrics to the OSG users, collaborators
and administrators to assure effective network usage

e |In 2012 OSG added a Networking Area to track and
support network issues affecting our stakeholders and
peering infrastructures

e |n late 2015 the internal Data Store, Custom Mesh, and
Visualization Components and external perfSONAR
clients operational infrastructure was made production by
the OSG Network and OSG Operations Groups

e This is the story of that service...
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Goals of the OSG Network [IJ
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To gather, in a single service, all network metrics from OSG and connected
projects such as WLCG

To provide reliable organization of these metrics via a publically accessible
interface

To allow custom visualization of metrics from network subsets (unique meshes)

To publish the gathered metrics to interested collaborators for network support
and research projects

To provide alert and alarm mechanisms to allow quick info gathering and
resolution of network related issues (leveraging PUNDIT)

NOTE: While we heavily lean on a large number of perfSONAR clients to
gather this information, this presentation will focus on the data collection,
storage, and presentation, not on the perfSONAR clients themselves
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— Operational Infrastructure E
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e Development Environment and Prototype service at University of Michigan

e Integration Testing Environment hosted by Open Science Grid Operations in
the OSG Integration Testbed at Indiana University

e Production Environment hosted by OSG Operations at Indiana University

e Metric publishing to outside collaborators including CERN and researchers at
UNL and UCSD
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= perfSONAR deployment r
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e Began in 2012 with WLCG Tier 1 & 2 resources

e [nitial Rollout took several months

e Included several updates to clients to scale to the level needed by OSG
e Metrics published every ~5 minutes, caching built in

« Communicates metric results to the OSG Datastore via RSV probes

* As of 3 October 2016 271 clients registered and monitored for activity

e Due to firewall policy a small number of sites publish initially to AGLT2 before
being sent to the OSG Datastore
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Logical Dlagram of Datastore
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e Datastore I'IJ
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Existing software used for communication of metrics from site level to datastore
- RSV

— Nagios

RSV also used to publish to CERN Messaging Queue

— Access to the published metrics is open

Esmond - ESNet Monitoring Daemon
— Esmond API used to publish Maddash mesh visualizations
— Uses PostgresSQL on SSD for high activity

Cassandra used for long term storage and archiving
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Open Monitoring Distribution — Nagios based monitoring tools allowing us to

determine site metric publishing status

Host Statistics

Host Problems (unhandied)

/ m [ ) alice14.spbu.ru
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= Views
Service Problems (unhandled)

» Overview Checked

v Hosts
CRITICAL
All hosts © 10min
All hosts (Mini) ps01.ncg.ingrid.pt m‘:?e%::: %@, [}’7’ gl'"T:;CHIE‘PS 2015-09-08 22:15:00 3 hrs. 9
failure i
perfS](_JLNAR m’;‘:"’ ® 1imin
ps01-nl.geantnl Bandwidth 55 7 ;ﬁfj@g’:" and 2015.000822:1628 21min| @ 11 min
Il Connection
refused @ 17min
CRITICAL ”
ps01-nl.geant.nl mfw%a":: Y4 gg:mps 201500-0822:1647  3hrsf O 21 min
failure © 21min
PerfSONAR
esmond ® 22min
Fresmness 5% [ .(nse'm“'“omc"“* 2015-09-0822:16:59 3 hrs
Bandwidth ) © 26min
Direct
perfSONAR ® 27min
) T e (Service Check .
ps02.ncg.ingrid.pt Fresnness 5% 7L e 2015-09-0822:17:05  3hrs| @9 29 min
Bandwidth
Direct @ 29 min
perfSONAR connect to
BWCTL address & 3tmin
logperf.shef.ac.uk Bandwidth 5% [T 143.167.3.116  2015-09-0822:17:12 17 min
Test and port 4823: @ s2min
Controller No route to host
DPerfSONAR @ s4min
) esmond s (Service Check . &
perfsonar-test3.kek.jp Freshness & % Timed Out) 2015-09-08 22:17:17 3hrsf of 61 min
Bandwidth
Reverse & 61min
perfSONAR -

Events of recent 4 hours

hepsonar2.ph.liv.ac.uk
hepsonar1.ph.liv.ac.uk
hepsonar1.ph.liv.ac.uk

hepsonar2.ph.liv.ac.uk

perfsonar-
bw.tier2.hep.manchester.ac.uk

hepsonar1.ph.liv.ac.uk
hepsonar1.ph.liv.ac.uk
hepsonar1.ph.liv.ac.uk
hepsonar1.ph.liv.ac.uk
hepsonar1.ph.liv.ac.uk

perfsonar-
bw.tier2.hep.manchester.ac.uk

perfsonar-
bw.tier2.hep.manchester.ac.uk

perfsonar1.roma.infn.it
psific01.ific.uv.es
psificO1.ific.uv.es

perfsonar2.roma1.infn.it

cmsrm-perfsonar1.roma.infn.it

5hrs CRITICAL - 195.19.226.144: rta nan, lost 100%
LU cmsrm-perfsonart.romat.infnit - % 7, -] 20160224 15:05:00 CRITICAL - 141.108.35.17: rta nan, lost 100%

&3 [7 4] 2016-04-27 15:56:47 CRITICAL - 161.116.81.235: rta nan, lost 100%
%5 T4 | 2016-05-03 12:02:44 CRITICAL - 130.104.133.236: rta nan, lost 100%
%5 i 4] 20150917 23:57:15 CRITICAL - 129.187.131.211: rta nan, lost 100%

perfSONAR Regular Testing
Service

perfSONAR 3.4+ Toolkit Version
perfSONAR 3.4+ Toolkit Version

perfSONAR 3.4+ Toolkit Version
perfSONAR 3.4+ Toolkit Version
perfSONAR 3.4+ Toolkit Version

perfSONAR 3.4+ Toolkit Version

perfSONAR 3.4+ Toolkit Version

WARNING - 138.253.60.82: rta 458.748ms,
lost 0%

OK - 138.253.60.81: rta 108.761ms, lost 0%

CRITICAL - 138.253.60.81: rta 676.379ms, lost
0%

CRITICAL - 138.253.60.82: rta 613.015ms, lost
0%

UNKNOWN HTTP/HTTPS Connection failure

Host appears to have started flapping (23.2%
change > 20.0% threshold)

OK - 138.253.60.81: rta 107.146ms, lost 0%

CRITICAL - 138.253.60.81: rta 1053.881ms,
lost 0%

OK - 138.253.60.81: rta 106.879ms, lost 0%

CRITICAL - 138.253.60.81: rta 825.621ms, lost
0%

OK tookit version found 3.5.1.7

UNKNOWN HTTP/HTTPS Connection failure

Service appears to have stopped flapping
(3.8% change < 5.0% threshold)

(Service Check Timed Out)
UNKNOWN HTTP/HTTPS Connection failure

Service appears to have stopped flapping
(3.8% change < 5.0% threshold)
Service appears to have stopped flapping
(3.8% change < 5.0% threshold)
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Mesh Configuration and 1)

Open Science Grid Visualization of Stats

Custom Mesh Configuration Tool integrated with OSG Information
Management Topology Database

Mesh Visualization utilizing Maddash
USATLAS Mesh Config - USATLAS Bandwidth Mesh Test

[l Throughput >= 900Mbps Throughput < 800Mbps [l Throughput <= 500Mbps [l Unable to retrieve data  [ll] Check has not yet run

| Found a total of 2 problems involving 2 hosts in the grid
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== So how is it working out? w
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e January 2016 — Degraded performance from Canada to some European
resources.
— Tracked to errors on the Washington-London link
— A backup was provisioned over the NY to Amsterdam path
— Troubleshooting with perfSONAR helped identify the problem

e February 2016 — Various ongoing network issues at ASGC in Taiwan
— Recommendation of using routers with enough buffers to support long path transfers
— perfSONAR again used to help identify location of issue and led network engineers to resolove the issue

e March 2016 — Packet loss between CERN and Brazilian sites

— Problem tracked to ESnet — RNP stopped publishing to Esnet resolving the issue
— perfSONAR tools used to track location of network issue and engineers suggested a workaround



——

- —

== Some final thoughts I
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We are still learning the behavior of this new service
— Arecent outage led to several operational process tweaks
— Several new technologies adopted

e The value of the perfSONAR clients installations is obvious
— Give the ability to locate source of problems
— Provide a historical view of performance

e The datastore itself is available for researchers that want a long term view of
international research network performance

e Alerting and alarming procedures will need continued tuning as the service
matures

— Both on the technical and support side
e Long term archiving has not been fully worked out
 What would you like to do with this data?
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