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AARC

Each user obtains an x.509 certificate

The Interoperable Global Trust Federation (IGTF) controls a list of Certificate Authorities (CAs) able to
issue certificates

Users approach their local CA to obtain a personal certificate and undergo identity vetting via a

N
Registration Authority

[Users register their new certificate in VOMS

AP|EU|TAG
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Certificates have their place...
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... that place is not in the
hands of the user!
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What’s wrong with x.509?

Mobility

e Coupling credentials with devices is
not necessarily valid for highly

mobile researchers

e Burden on users for each new
device

Security

Usability

e Certificate management not in
skillset of early career researchers

e One learning curve we can remove

e Users expecting “GAFA”
experience, Single-Sign-On across
tools

e Certificates are powerful when in

the wrong hands

* Private keys leaked by users
¢ Certificates left on shared devices

(AA RC https://aarc-project.eu
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AARC

An alternative source of identities, federated identity via eduGAIN

rigi 3 @3

Il eduGAIN Voting-only Il Candidate
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Source: eduGAIN, data taken March 2016



AARC

What is a Federation?

* Federated Identity Mangement (FIVl) is the concept of groups of Service Providers
(SPs) and Identity Providers (/dPs) agreeing to interoperate under a set of policies

* Federations are typically established nationally and use the SAML 2.0 protocol for
information exchange

e Each entity within the federation is described by metadata

Service

Federation Provider

Identity

Organization AN Provider
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What is eduGAIN? AARC

 eduGAIN is a form of interfederation

* Participating federations share information (metadata) about entities from their own
federation with eduGAIN

* eduGAIN bundles this metadata and publishes it in a central location.

Service Provider
Identity Provider

fQARc https://aarc-project.eu Credit to Alessandra Scicchitano — GEANT for this slide v
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What does WLCG need from Federated Access? AARC

Trustworth Web and
Y VOMS
eduGAIN Command ..
: Authorisation
users Line access
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1. Trustworthy eduGAIN Users AARC

Ia

“eduGAIN

How can eduGAIN tokens be as trustworthy as x.509 certificates?

e Restrict eduGAIN to trusted partners
e Sirtfi
e Research & Scholarship
e Restrict access to known users
* Create token translation layer to convert SAML 2.0 token from eduGAIN to required x.509

* EduGAIN token transformed into x.509 ONLY if the user is registered in VOMS for the relevant
experiment

(@ARC https://aarc-project.eu 16
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Sirtfi, Security Incident Response Trust Framework for Federated Identity

* A flag for organisations that
* Have a good baseline in
operational security

* Provide a security contact point SIRTFI https://refeds.org/sirtfi
for emergencies

* Are able and willing to
participate in incident response

Call us : +31(0)20 5304488 Mail us : contact@refeds.org

/// RE FEDS Home Blog Wiki Meetings Sponsor Federations Our Work About Q

The Security Incident Response Trust Framework for Federated Identity (Sirtfi) aims to enable the coordination of incident response across federated organisations. This assurance

framework comprises a list of assertions which an organisation can attest in order to be declared Sirtfi compliant.

REFEDS' Sirtfi Working Group has been active since 2014 and combines expertise in operational security and incident response policy from across the REFEDS community. Work to pub-

lish and implement the Sirtfi Trust Framework is supported by the AARC Project.

* These are organisations we @

want to work with!

Benefits Sirtfiv 1.0 FAQs

Why should | join? What are the Benefits? View the Sirtfi Framework Need help?

(@ARC https://aarc-project.eu .

https://refeds.org/sirtfi




Research & Scholarship AARC

* A flag for organisations that
* Serve the Research & Education community
» Agree to release the attributes
* Name
e Email
* Unique ldentifier

* CERN SSO requires this set of attributes, users from
these organisations should be able to log in without a

problem Implement Research and
Scholarship Entity Category

(Q\ARC https://aarc-project.eu 18
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2. Web and Command Line Access

* SAML 2.0 is primarily used for browser SAML 2.0 Flow
authentication
° Not mObiIe Resource Server (Webcgfowmser) Authorization Server / 1dP

* Not Command Line

User accesses URL in app
* Clearly, much analysis is done on the command s
auth request HTTP POST to AS w/ Auth Request )
o n N Auth reque.st‘ls
|Ine o ¥ passed, verified
o User is sent to login page at AS
* Options? .- _ ®
- User logs in
. . . . L R >
e ECP Enhanced Client or Proxy — requires configuration
Redirect to app w/ SAML token
at each IdP : A o
® Cil_ogon - generates X.509 from yOur SAML tOken o User is logged in to resource server
[ ]

Can we make command line access simpler? See Andrea Manzi’s talk later on...

<(AARC https://aarc-project.eu 19
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3. VOMS Integration

AARC

Transparent access to WLCG resources (controlled via x.509) only granted when the identifier
from the incoming token matches with a VOMS attribute

<AttributeStatement>
<Attribute Name="“EmailAddress">
<AttributeValue>hannah.short08 @gmail.com</AttributeValue>
</Attribute>
<Attribute Name=“CommonName">
<AttributeValue>jsmith</AttributeValue>
</Attribute>
</AttributeStatement>

<Record>
<Personal information />
<Certificates />
<Groups and Roles />
<Attributes >
<Attribute Name="eduGAINID">
<AttributeValue>jsmith</AttributeValue>
</Attribute>
</Attributes>
</Record>

(Q\ARC https://aarc-project.eu

20



3. VOMS Integration QARC

Hang on - | need to have a certificate to
register in VOMS in the first place!

How is this going to work?



3. VOMS Integration

AARC

VOMS Current Registration Process for Remote User (ATLAS)
- Complete Send passport Request : Click
g Registration copy to —»  Grid —> C;:ti;?!;te > wFi{fr?'\S/tOeI:’AS Confirmation @
Form Secretariat Certificate Link
| A A
- Y
o
;:‘ Sign
U Registration
g form
w
k= \ 4
E Create
VU
5 Check Lyl CErN User
A Identity Account
<
< Y
st Check Provide Grid
E Identity Certificate
Y-
n Match Registration Send Create
g Email with CERN —>{ Confirmation VOMS
> Account Link Record
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3. VOMS Integration AARC

VOMS Current Registration Process for Remote User (ATLAS)
- Complete Send passport Request 3 Click
@ S : - Install Register : :
“n Registration copy to Grid s 3 A Confirmation @
= Form Secretariat Certificate Certificate with VOMS Link
[ A A
% Y
o
§ Sign
b Registration
8 form
w
5 ¥
3
g Check
& Identity
<
6 Check Provide GCrid
5 Identity Certificate
¥ ¥
n Match Registration Send Create
g Email with CERN —>{ Confirmation VOMS
> Account Link Record
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Our puzzle

* Research teams are international

* WLCG has over 10,000 users, many of whom have never been to CERN
* They need to access the same computing services

* We need to know who they are

* How do we do this?

* So far, has been done via personal x.509 certificates and user registration in VOMS
* There are some problems with this method

* Now we have an alternative, eduGAIN...

* ... butit’s not perfect

* We have identified the gaps

 And we’re finding solutions

QA RC https://aarc-project.eu



Thank you
Any Questions?

hannah.short@cern.ch

AARC

https://aarc-project.eu
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