
	

Wappalyzer	detects	web	technologies		by	looking	at:	
	

HTTP	Response	headers 	"Ubuntu":    { "headers": { "X-Powered-By": "Ubuntu" [..]!
"PHP":       { "headers": { "Set-Cookie": "PHPSESSID" [..]!
"Apache":    { "headers": { "Server": "Apache(?:$|/([\\d.]+)|[^/-])\\;version:\\1" [..]!

	
HTML	meta	tags 	"Drupal":    { "meta": { "Generator": "Drupal(?:\\s([\\d.]+))?\\;version:\\1" [..]!
	
Full	HTML	page	content 	"JIRA":      { "html": "Powered by Atlassian JIRA(?:v (\\d+\\.\\d+))?\\;version:\\1" [..]!
	
Global	JavaScript	variables 	"jQuery":    { "env": "^jQuery$" [..]!
	
src	a>ribute	of	HTML	script	tags 	"AngularJS": { "script": "angular(?:\\-|\\.)([\\d.]*\\d)[^/]*\\.js\\;version:\\1" [..]!
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Aargh, 

WordPress !

is vulnerable 

again!


Fortunately, they’ve 
already published !
a security patch


h>ps://github.com/AliasIO/Wappalyzer		

$ pip install wad!
!
$ wad -u http://chep2016.org!
{ "http://chep2016.org": [!
  { "type": "operating-systems",     "app": "Ubuntu", "ver": null    },  !
  { "type": "web-servers",           "app": "Apache", "ver": "2.4.7” }, !
  { "type": "programming-languages“, "app": "PHP",    "ver": "5.5.9” }, !
  { "type": "cms",                   "app": "Drupal", "ver": "7"     }, !
  { "type": "javascript-frameworks", "app": "jQuery", "ver": "1.10"  }!
] }!

!

"Indico": {!
   "cats": [ 1 ],  !
   "headers": {!
      "Set-Cookie": "MAKACSESSION”!
   },!
   "html": "Powered by\\s+(?:CERN )?!
      <a href=\"http://(?:cdsware\\.!
      cern\\.ch/indico/|indico-software!
      \\.org|cern\\.ch/indico)\">(?:CDS )?!
      Indico ( [\\d\\.]+)?\\;version:\\1",!
   "icon": "Indico.png",!
   "website": "indico-software.org”!
}!
!

5	ways	for	detecKng		
web	technologies	

~900	different	
technologies	detected	

Regular	expressions	help		
detecKng	soQware	version	

Thousands	of		
detecKon	rules	

h>ps://github.com/CERN-CERT/WAD		

But how do I know 
which  CERN websites 

use WordPress?
 Wait! My !
browser plugin, 

Wappalyzer, !
can do it!


Can I remotely !
detect technologies 
behind a website?


Nice plugin.!
Lots of  detection rules!!

But I need a !
command-line tool


Let’s see how 
Wappalyzer works


Hurray! !
Now I can scan 

all CERN 
websites and 
webservers!


Let’s add rules !
for CERN 
software


!

!
 Web sites scanned:             14330!
 Web servers scanned:            5850!
!
 Total technologies detected:   28045!
 Unique technologies detected:    140!
!
 [..]!
 WordPress instances:              10 !
!

WAD results for CERN

ico": {

OK! Let’s tell !WordPress admins !at CERN to patch now! 


Another	
usual	day		
at	CERN…	

…	a4er	many		
hours	of		
coding		

(and	tes;ng!)	

Web Application Detection (WAD)
for asset inventory and vulnerability management!
Sebastian Łopieński  / CERN Computer Security Team
e-mail: Sebastian.Lopienski@cern.ch

S4ck	Man	illustra4ons	by	Cath	Noble	(CERN).	WAD	contributors:	Piotr	Lizończyk,	Vincent	Brillaut,	Farzaneh	Moghaddam,	Antonio	Perez	Perez,	Dame	Jovanoski.	Special	thanks	to	Elbert	Alias	(Wappalyzer).	
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