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The INDIGO Authentication and Authorization Infrastructure (AAl) leverages and extends existing standards (OpenlD Connect, OAuth2,
SCIM) to enable secure composition of resources from multiple providers in support of scientific applications. The central Identity and
Access Management (IAM) service provides tools to implement brokered user authentication, identity harmonization, account linking as
well as Virtual Organization (VO) management. ldentity information is provided to relying services via OpenlD Connect, which allows

simpler integration in off-the-shelf software. The Token Translation Service (TTS) integrates services that do not directly support OpenlD
Connect, by creating credentials on-demand from the identity information provided by the IAM. This poster introduces the main INDIGO
AAl components and highlights the main architectural decisions that were taken during the first year of the INDIGO project.

1. Identity = OpenID Connect 4. ldentity provisioning
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2. ldentity harmonization and brokering 5. Delegation and offline access
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user profile, and then exposed to relying services o applications (i.e., the ability to execute

via standard OpenlD Connect interfaces. tasks on behalf of a user while the user is not connected).

3. Authorization = OAuth 2 + XACML 6. Token translation and non-HTTP services

INDIGO services expose functionality through HTTP APls
protected by OAuth 2 [4]: only agents presenting a valid and
trusted OAuth access token are granted access to INDIGO
services. This token is obtained by client applications from the

INDIGO AAI integrates services that rely on different authentication
mechanisms (e.g., X.509 certificates, SSH keys, Amazon S3 keys) via the
INDIGO Token Translation Service (TTS) [/].

The TTS translates an OpenlD Connect authentication assertion, like the

INDIGO IAM service and provides access to identity information one issued by the IAM service, into one of the —
(e.g., group membership and other attributes) and other authorization supported downstream service credentials. The { client } 1AM
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