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Load Balancing is one of the technologies enabling deployment of large scale applications on cloud resources. A DNS Load Balancer (LBD) has been developed at CERN
long ago as a cost-effective way to balance applications accepting DNS timing dynamies and not requiring athinity. We serve over 450 load balanced aliases with two
small VMs acting as master and slave. These aliases are based on 'delegated’ DNS subdomains that we manage using DDNS according to a load metric collected with
SNMP from the alias member nodes. In the last years we have done several improvements to the software, for instance support for IPV6 AAAA records, parallelization
of the SNMP status requests, as well as implementing the client 1n python to allow for multiple aliases with differentiated state on the same machine, support for Roger
application state and other new features. The configuration of the Load Balancer 1s managed by a Puppet type that gets the alias member nodes dynamically from
PuppetDB and consumes the alias definitions trom a REST service. We have produced a self-service GUI for the management of the LB aliases based on the REST
service above thus implementing a form of Load Balancing as a Service (LBaaS). Both the GUI and REST API have authorization based in Foreman hostgroups. All this
15 implemented with Open Software without much CERN specific code.

LBD MAIN SCHEMA | APPLICATION EXAMPLES

LBD Master and Slave
The LBD master periodically collects a lead metric from the alias member nodes using SNMP transport to choose the ones
whose state looks best to be presented by the LB alias. This 1s a great advantage relative to other load balancers using LXPLUS Interactive Linux service

round-robin mechanism where there 1s no feedback from the member nodes so nodes not responding are not excluded. Each

) i ) _ _ ) ) AIADM Linux administration gateway
LB alias 1s mapped to a DNS subdomain corresponding to its name that can be updated independently by the LBD using T Research data repository
DDNS.. EOS Physics data servers
The LBD slave collects the load metric from all nodes hike the master, but it will only do the DDNS updates when the LBD CASTOR Physics data servers
master 18 not available. This 1s checked 1n a simple wav by trying to access a heartbeat file served via HTTP by the LBD Grid Infrastructure VOMS, SRM, CE, FTS servers, etc
master. This implements a simple but effective form of high availability mechanism. INDICO Document server
TWIKI Wiki web server
LB Alias member nodes and LB Client DASHB-MB Message Brokers
LICFLEX License servers
The similarly configured nodes that belong to the same cluster to implement a service are called LB alias member nodes. The ITMON Monitoring servers
I addresses of these nodes can be presented bv the LB alias so they can be accessed through the DNS name of the LB alias METER, TIMBER Kibana servers
depending on their load and health monitoring state. p— e et e
The lbchent runs in the LB alias member nodes to produce a load metric that measures the load and health state of the node. OPENSTACK Cloud servers
It 18 started by the SNMP dacmon when getting and SNMP get request on a speecific MIB OID. It gives back an 1integer GITLAB Git server
number that 1s the load metric value. Negative values of the load metric indicate health monitoring conditions where the CMSWEB, CMSDOC Experiment web interfaces
node is to be temporarily excluded, 1.e. Its II? address not considered for the LB alias. Production infrastructure for LHC PANDA, RUCIO, ERONTIER, SQUID

experiments
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i around the list of LB aliases to evaluate them according to their polling interval. To be
" able to respect the timing, the loop with all the aliases has to be executed 1n time less than

the polling interval {(typically 300 seconds). This represents a scalability issue that can be
o addressed by 1mmproving the LBI} code.
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METRICS o | [Multithreaded SNMP requests: The LBD has to do a SNMP get per member node for each
AN o |/ |LB alias. Since some of the aliases can have over 100 members and the timeocut 1s 10
™~ 1 seconds, the SNMP requests were dominating the loopAime. So.as a first step to 1improve
Health the concurrency of the LBD code, we parallelized the SNMP requests for each alias using
Monitoring the threads Perl module. This has been successtully/in production since 2014.
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I Y We have done a Go proof of concept implementation where each alias (s
SNMP evaluated 1in a goroutine concurrentlv. This implementation can evaluate B B-iDE
all 450 aliases 1n 12 seconds. Please note that the timeout of the LBD
SNMP requests 1s 10 seconds. So we are evaluating all ahiases 1 the time
0 that 1t takes the worst case for single alias, which means that the 4™\
DNS SERVER parallelism 15 excellent. This version 15 currently being prepared tor
production.
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As we were aiming to interface with systems based on peiesS o SVC
service-oriented architectures, such as Puppet, Foreman| | Ao (naeted’ lastest e ) __ |

and Openstack, we decided to manage the LB alias /J\J =/ Network Service SOAP \
parameter information with a RESTful web service that| | sem: ~ for DNS subdomain |
we called Ermis. This serviee consumes a SOAP interface| | - :ﬂ Thiscluster will be avaible on the CERN intemal network an on the iniernet € manipulation |
provided by the CERN Network group that allows '

creation, deletion and modification of DNS subdomains.

Ermis has been implemented using Django Tastypie. e e S e AUTHE NTI CATION & AUTHORIZATI ON

Alias members have to be defined following the documentation in the followmng URL

Alias Members T

The Lbconf Puppet type and provider have been written

https /fconfigdocs. web_cem. ch/configdocs/dnslb/aliasmembers. html

to generate the LBD configuration consuming the - * | * | . | ‘
information from Ermis. e [oammnciiaAmama Authentication: LEvery interaction with the Ermis service requires that the user is
Th{j Aiermis user fﬂCiﬂg GUI ].13_5 b{;‘{:ﬂ implﬂm(}ﬂt{}d i?ta.l-mg playground/username as the hostgroup. You have to be administrator of playground/username. Alias members will ﬂﬂllthﬁﬂtl[-:at{}d. A:[].Dﬂ}’TmDUS USGFS ﬂaﬂﬂ{}t lﬂEeraEt W]'th the servlce‘ The Alermlﬂ GUI USES th{}

o Ty . ; f the Frmi . b have to belong to the base hostgroup. @ CERN Single Sign on that is based on Sibboleth. The kermis CLI uses Kerberos, ie. it
usin ango views on top of the Ermis service with some . , : * i

& LJans . PO . . Advanced requires a valid Kerberos ticket. The Ermis APl can be accessed with Kerberos or SSL
dynamic content 1n Javascript using Ajax calls. nthebic
e authentication.
The Kermis CLI has bheen implemented as thin layer| [ o Authorization: The Ermis serviee supports authorization based on Foreman hostgroups. All
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uﬁlﬂg the Pyth{}ﬂ ReqUEStE mf}dl_].].e Lﬂ].].].ﬂé, the Ermls best_hosts is the number if IPs exposed at any time by the load balanced alias. The default is 1. Special value -1 means o manﬂgEd hDStS belﬂng tD a hDStgrDUlp' When Creatlﬂg an LB a]-]-ast d hﬂﬂtgl Dup haS tD be
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All this implements a form of Load Balancing as a Users are only allowed to perform create/deletefupdate operations on LB aliases belonging to
Service (LBaaS). hostgroups that they administer.

CONCLUSIONS

éUsing DNS allows to balance the load without moditying traffic patterns or adding network gateways. Another advantage is that it supports all protocols, without
having to do special work.
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'On the other hand, the applications need to allow the slow switching due to DNS caching and the lack of affinity. The cases that cannot meet these restrictions can use
industry standard layer 4 or 7 load balancers such as HAproxy. However, a large number of applications can use DNS load balancing. At CERN we run over 450 DNS
LB aliases in a very cost effective way with the LBD running on a couple of nodes (master and slave) hosted on small Openstack VMs.

While the CERN LBD has been running in production for more than ten years, it has continuously evolved. New features have been added, such the support for IPv6
AAAA records. Scalability questions have been addressed, for instance with the parallelization of SNMP status queries. The migration to the cloud has prompted the
integration with a service-oriented architecture where the management of the alias information 1s done through the Ermis RESTful web service that 1s consumed by
Puppet and by user facing GUIs implementing a form of Load Balancing as a Service (LBaaS).




