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Requirements for Write API:

 CRUD? CreateReadUpdateDelete (suggest we start with just Update, we can
review requirement for Create and Delete later)

 Which GOCDB entities need to be updated? (Site, Service, ServiceEndpoint?)

* Which attributes need to be updated?

The following set of attributes are considered to be sufficient to cover experiment use cases:

Attribute generic name GLUE1 GLUE 2 Example

CE endpoint Included in GlueCEUniquelD GLUEZEndpointlD ce503.cern.ch: 9619
Queue name Included in GlueCEUniguelD GLUE2ComputingShareMappingQueue crid Znh atlas

CE type GlueCEImplementationName GLUEZEndpointimplementationName HTCondorCE

CE LRMS type GlueCEInfoLRMSType GLUEZManagerProductMame Condor

Max CPU time GlueCEPolicyMaxCPUTime GLUEZComputingShareMaxCPUTIime 2880

Max Wallclock time GlueCEPolicyMaxWallClockTime - GLUEZ2ComputingShareMaxWallTime 2880

The 1S TF will investigate how to move this information from the BDII to GOCDB/OIM taking the following actions:
= Agree on a naming convention for the atiributes (Generic name? GLUE1? GLUE27)
= Agree on the possible values for type names (CE type and LRMS type. Shall we rely on GLUE Enumerated typess?)
= |dentify a set of volunteer sites to define the new attributes in GOCDB and OIM
» Using the web Ul use extension properties to define key/value pairs matching the list of attributes
e GOCDB: a writeable API has been requested and is under discussion
e Ask AGIS to consume this information from GOCDB/OIM instead of the BDII

After this exercise is carried out, IS TF will be in a position to evaluate whether it's a feasible choice and plan for a wide deployment if necessary.

https://twiki.cern.ch/twiki/bin/view/EGEE/StopBDII#Computing



Propose we use Custom Service: svr009.gla.scotgrid.ac.uk - ARC-CE
Pro pe rties to System Grid Information

Host name svrio9.gla.scotgrid.ac.uk /C=UK/O=eScience/0U=Glasgy

Prototype/Explore the

IP Address 130.209.239.9

URL
IP v6 Address

Re q U i re m e nt Fi rSt Operating System Parent | ESCOTGRID-GLASGOW

Site

EITEILE atlas, EGI, |hcb, tier2, wicg
Scope

Contact E-Mail uki-scotgrid-glasgow@physics.gla.ac.uk Tags

Paste/upload multiple-property
template file tO SerVice: Project Data e Service Groups this Service Belongs To

Add Service Property Froducton Level v
Beta x
Monitored Q?
Service Endpoints (endpoints?)
Add Property 1 ) Add multiple properties

HName URL Interface Name Edit Remove
GLUE2EndpointiD = spmehost.ac.uk
GLUE2ComputingShareMappingQueue = condor_q2d ‘%I Add Endpaint
GLUEZEndpointimplementationName = ARC-CE
GLUE2ManagerProductName = Condor
GLUE2ComputingShareMaxCPUTIme = 2880
GLUE2ComputingShareMaxWallTime = 2880

— | Extension Properties Export all properties
Name + Value + Edit [ select Al
GLUE2Endpoint/D svr(09.gla.scotgrid.ac.uk 4 =
e
GLUE2ComputingShareMappingQueue condor_q2d 4 =
No file selected. Upload Add Properti fedn
GLUEZ2EndpointimplementationMame ARC-CE 4 [l
b
GLUE2ManagerProductMame Condor 4 [}
2 ) £
GLUE2ComputingShareMaxCPUTime 2880 P 0
* WLCG |d sh h mpl =
Cou S a re t e te ate GLUE2ComputingShareMaxWallTime 2880 4 =
b

file for all WLCG sites/services -

-ﬂa Add Properties Select action... ~ | Submit
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<SEREVICE ENDPOINT PRIMARY EEY="2T712G0">
<PRIMARY RKEY>2T712 GO<."PRIMARY_REY}
<HOSTHAME>=vr009.gla.scotgrid. ac.uk</HOSTHAME>
<GOCDB_PORTAL URL»https://goc.egi.eu/portal/index.php?Page Type=Servicesamp:;id=271
<HOSTDN>,/C=UK/C0=eS5cience/0U=Glasgow/L=Compserv/CN=svr009.gla.scotgrid. ac.uk<,/HOSTD
<BETA>N</BETA>
<SEHVICE_TYPE)P.RC—CE-(."SEHVICE_TYPE}
<HOST_IF>130.209.239. 9<fHOST_IP>
<CORE»</CORE>

<IN PRODUCTTON>¥</TH PRODUCTION> Custom properties are then available
<NODE MONITORED:>Y<,/NODE MONITORED:> . .
N 5 for those services via the APl and Ul

<SITENAME>UKI-SCOTGRID-GLASGOW</SITENAME>
<COUNTRY NAME>United Kingdom</ COUNTRY NAME>
<COUNTRY CODE>GB</COUNTRY CODE>
<ROC NAME>NGI UK</ROC NAME>
<URL></URL>
<ENDPOINTS/>
<SCOPES>
<SCOPE>EGI</SCOPE>
<SCOPE>wlcg</SCOPE>
<SCOPE>tier2</SCOPE>
<SCOPE»atlas</SCOPE>
<SCOPE>»lhch</SCOPE>
</SCOPES>
<EXTENSIONS>
<EXTENSION>
<LOCAL ID>222</LOCAL ID>
<REY>GLUEZEndpointID<,/KEY>
<VALUE»=vr009.gla.scotgrid. ac.uk</VALUE> -\
< /EXTENSION>
<EXTENSION>
<LOCAL ID>223</LOCAL ID>
<FEY>GLUEZComputingShareMappingQueue</KEY>
<VALUE»condor g2d</VALUE>

All Services\in GOCDB

Filter (clear)

Service Type: | Service Type

Search for text in Hostname or Sgrvice Description:

Production Service: (all) » Montored Service: (all) »  Site Certification: (all) -

Service Scopes: | EGI, wicg * | Scope match: all (selected tags are AND'd) -

Service Extension Name: GLUE2Endpoin
(none)

IL] Extension Value:

Include Closed sSites: [ [| TEST_CHARGE

</EXTENSION> nclude Closed sies; [ P4U_Pilot_Grid_C

<EXTENSION> P4U_Pilot_VAT
<LOCAL ID>224</LOCAL ID> diGirolamo

<RKEY>GLUEZEndpointImplementationName</FEY>
<VALUE>ARC-CE«</VALUE>

4 Services  (Showing

—
GLUE2EndpointlD >
tingShareMappin

< /EXTENSION> Hostname #| GLUE2EndpointimplementationName Host Site # Scope(s)
GLUEZManagerProductame
<EXTENSION> 5w009_gla.scotgrid ac.uk GLuEzCompgutingshareMaxcpurime UKI-SCOTGRID-GLASGOW EGI, atlas. Ihch, tier2, wicg
<LOCAL_ID>22 5</ LOCAL ID> GLUE2ComputingShareMaxWallTime
<KEY>GLUEZManagerProductName</FEY> swr010.gla.scotgrid.ac.uk PR L5 4 5 4 UKI-SCOTGRID-GLASGOW EGI, atlas, Ihch, tier2, wicg
<VALUE>Condor</VALUE:> )
sw011.gla.scotgrid.ac.uk ARC-CE % & UKI-SCOTGRID-GLASGOW EGI. atlas. Ihch. tier?. wl
</EXTENSION> v v - atas. eb, fier, wieg
<EXTENSION> svr019.gla.scotgrid.ac.uk ARC-CE Y 4 v 4 UKI-SCOTGRID-GLASGOW EGI, atlas, Ihch, tier2, wicg
<LOCAL ID>226</LOCAL ID> ./
<FEY>GLUEZComputingShareMaxCPUTime< /FEY> « ‘ b »
<VALUE>2880</VALUE>

</EXTENSION>



Write API to Update/Add Custom Properties

* Proposal 1: Add a write APl methods to POST properties to
a specified Site, Service, ServiceEndpoint, e.g.
— ‘/gocdbpi/site/<siteld>/updateCustomProps’
— ‘/gocdbpi/service/<serviceld>/updateCustomProps’
— ‘/gocdbpi/serviceEndpoint/<servEndpld>/updateCustomProps’

* Proposal 2: To secure the methods, allow SiteAdmins to
create/manage their own API Keys via the portal Ul

— Existing SiteAdmins create keys in portal Ul.

— API keys can be viewed/revoked in portal Ul.



SiteAdmin creates API Keys for their resources (Site/Services):

Manage API Keys for: <mySiteAndServices>

APL KEY1 = MzRVU1BVWUFURThLWDE4MEIDTFYUMDNDT zp) SHozZitnMzNiNFpHCLR
APL_KEYZ2 = MzaaadklfjoLOAFAlajfapwealuialafkLUIZ OAIDNAFLIZPladjfaodiajldifjaldfj

Mo file selected. Upload Add API Key

View API Keys for: <mySiteAndServices>

. . [ select
Mame Walue Edit All
API_KEY1 MzRVIUABWYUFURThLUWDE4MEIDTFYUMDMND TzpQSHozZitnMzMiMFpHC 1R ,:i ]
API_KEY:Z MzaaadklfjoLOAFAlaffapwealuialafkLLIZ0AIDMNAFLIZP adjfacdiajldkfaldf] * &
h

Only users with permissions will be able to mange/view the API Keys in the Ul



Sample Curl Client Access
(not implemented yet!)

curl -X POST
https://goc.egi.eu/gocdbpi/service/1234/updateCustomProps
-H "Content-Type: application/json"

-d '{"GLUEZEndpointID":“some.endpoint.ac.uk"{} POST
"GLUEZ2ManagerProductName" : “Condor" } ' props

-H "Authorization: Basic \
MzRVU1BWVUFURThLWDE4ME1DTEFVUMDNDT zpQSHozZ1tnMzNiNFpHCc1R"

/

API Key passed as
HTTP BASIC header

Server checks the APl Key against the keys registered to
that Site/Service.


https://goc.egi.eu/gocdbpi/service/1234/updateCustomProps

Considerations

Examples shown just for custom properties

Could extend for actual Site/Service/Endpoint
attributes later on (if required, will need to
add new attribute types to Site/Service/Endp
instead of relying on custom props)

Increased server load — may need to scale up
(to monitor/test)

Timescales ~ 3mths for 15t MVP - Requires new
developer to get up to speed (DM stepping
down and providing oversight role only)



