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What is anomaly detection?

• Automatic identification of data instances (events) that are in some way different 
from the bulk of the data and which need detailed scrutiny by experts. Usually 
implied:

‣ produced by a different mechanism than the bulk of the events

‣ small number of anomalies w.r.t. the main part of the data

• Can be

‣ supervised: train to recognise specific anomalous cases

‣ semi-supervised: train only on the bulk of the data without anomalies → strong 
relation to one-class classification

‣ unsupervised: algorithm automatically identifies the bulk by some means and 
thence the anomalies

• Difficult problem because in general we don’t know what the anomalies look like, 
and there may be very few of them

‣ Testing is particularly challenging: how do we evaluate the performance of an 
algorithm on a type of event that we have never seen before?
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Types of anomaly 3

POINT15:2 V. Chandola et al.

Fig. 1. A simple example of anomalies in a two-dimensional data set.

contaminants in different application domains. Of these, anomalies and outliers are
two terms used most commonly in the context of anomaly detection; sometimes inter-
changeably. Anomaly detection finds extensive use in a wide variety of applications
such as fraud detection for credit cards, insurance, or health care, intrusion detection
for cyber-security, fault detection in safety critical systems, and military surveillance
for enemy activities.

The importance of anomaly detection is due to the fact that anomalies in data trans-
late to significant, and often critical, actionable information in a wide variety of appli-
cation domains. For example, an anomalous traffic pattern in a computer network could
mean that a hacked computer is sending out sensitive data to an unauthorized destina-
tion [Kumar 2005]. An anomalous MRI image may indicate the presence of malignant
tumors [Spence et al. 2001]. Anomalies in credit card transaction data could indicate
credit card or identity theft [Aleskerov et al. 1997], or anomalous readings from a space
craft sensor could signify a fault in some component of the space craft [Fujimaki et al.
2005].

Detecting outliers or anomalies in data has been studied in the statistics community
as early as the 19th century [Edgeworth 1887]. Over time, a variety of anomaly detection
techniques have been developed in several research communities. Many of these tech-
niques have been specifically developed for certain application domains, while others
are more generic.

This survey tries to provide a structured and comprehensive overview of the research
on anomaly detection. We hope that it facilitates a better understanding of the different
directions in which research has been done on this topic, and how techniques developed
in one area can be applied in domains for which they were not intended to begin with.

1.1. What are Anomalies?

Anomalies are patterns in data that do not conform to a well defined notion of normal
behavior. Figure 1 illustrates anomalies in a simple two-dimensional data set. The data
has two normal regions, N1 and N2, since most observations lie in these two regions.
Points that are sufficiently far away from these regions, for example, points o1 and o2,
and points in region O3, are anomalies.

Anomalies might be induced in the data for a variety of reasons, such as malicious
activity, for example, credit card fraud, cyber-intrusion, terrorist activity or break-
down of a system, but all of the reasons have the common characteristic that they are
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Fig. 3. Contextual anomaly t2 in a temperature time-series. Note that the temperature at time t1 is same
as that at time t2 but occurs in a different context and hence is not considered as an anomaly.

of 35◦F might be normal during the winter (at time t1) at that place, but the same value
during the summer (at time t2) would be an anomaly.

A similar example can be found in the credit card fraud detection domain. A con-
textual attribute in the credit card domain can be the time of purchase. Suppose an
individual usually has a weekly shopping bill of $100 except during the Christmas
week, when it reaches $1000. A new purchase of $1000 in a week in July will be con-
sidered a contextual anomaly, since it does not conform to the normal behavior of the
individual in the context of time even though the same amount spent during Christmas
week will be considered normal.

The choice of applying a contextual anomaly detection technique is determined by the
meaningfulness of the contextual anomalies in the target application domain. Another
key factor is the availability of contextual attributes. In several cases defining a context
is straightforward, and hence applying a contextual anomaly detection technique makes
sense. In other cases, defining a context is not easy, making it difficult to apply such
techniques.

2.2.3. Collective Anomalies. If a collection of related data instances is anomalous with
respect to the entire data set, it is termed a collective anomaly. The individual data
instances in a collective anomaly may not be anomalies by themselves, but their occur-
rence together as a collection is anomalous. Figure 4 is an example that shows a human
electrocardiogram output [Goldberger et al. 2000]. The highlighted region denotes an
anomaly because the same low value exists for an abnormally long time (correspond-
ing to an Atrial Premature Contraction). Note that that low value by itself is not an
anomaly.

As an another illustrative example, consider a sequence of actions occurring in a
computer as shown below:
. . . http-web, buffer-overflow, http-web, http-web, smtp-mail, ftp, http-web, ssh, smtp-mail,
http-web, ssh, buffer-overflow, ftp, http-web, ftp, smtp-mail,http-web . . .

The highlighted sequence of events (buffer-overflow, ssh, ftp) correspond to a typ-
ical Web-based attack by a remote machine followed by copying of data from the host
computer to a remote destination via ftp. It should be noted that this collection of events
is an anomaly, but the individual events are not anomalies when they occur in other
locations in the sequence.
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Fig. 4. Collective anomaly corresponding to an Atrial Premature Contraction in an human electrocardiogram
output.

Collective anomalies have been explored for sequence data [Forrest et al. 1999; Sun
et al. 2006], graph data [Noble and Cook 2003], and spatial data [Shekhar et al. 2001].

It should be noted that while point anomalies can occur in any data set, collective
anomalies can occur only in data sets in which data instances are related. In contrast,
occurrence of contextual anomalies depends on the availability of context attributes in
the data. A point anomaly or a collective anomaly can also be a contextual anomaly if
analyzed with respect to a context. Thus a point anomaly detection problem or collec-
tive anomaly detection problem can be transformed to a contextual anomaly detection
problem by incorporating the context information.

The techniques used for detecting collective anomalies are very different than the
point and contextual anomaly detection techniques, and require a separate detailed
discussion. Hence we chose to not cover them in this survey. For a brief review of the
research done in the field of collective anomaly detection, the reader is referred to an
extended version of this survey [Chandola et al. 2007].

2.3. Data Labels

The labels associated with a data instance denote whether that instance is normal or
anomalous.1 It should be noted that obtaining labeled data that is accurate as well
as representative of all types of behaviors, is often prohibitively expensive. Labeling
is often done manually by a human expert and hence substantial effort is required to
obtain the labeled training data set. Typically, getting a labeled set of anomalous data
instances that covers all possible type of anomalous behavior is more difficult than
getting labels for normal behavior. Moreover, the anomalous behavior is often dynamic
in nature, for example, new types of anomalies might arise, for which there is no labeled
training data. In certain cases, such as air traffic safety, anomalous instances would
translate to catastrophic events, and hence are very rare.

Based on the extent to which the labels are available, anomaly detection techniques
can operate in one of the following three modes:

1Also referred to as normal and anomalous classes.
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Anomaly detection in HEP

• Monitoring and detection of problems in 

‣ DAQ and trigger

‣ Distributed computing

‣ Reconstruction and data quality monitoring

• Physics analysis

‣ Unusual individual events

‣ Unusual collective behaviour

• Topics for this talk

‣ Report on the RAMP at the HEP software foundation workshop in 
Paris

‣ Anomaly detection activities in ATLAS
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RAMP at the Paris HSF workshop

• The HEP Software Foundation held a 
workshop at LAL in Paris, May 2nd-4th

‣ http://hepsoftwarefoundation.org/
newsletter/2016/05/17/workshop-
lal.html

• Machine Learning featured heavily at the 
meeting, as well as a decision on a logo 
for the HSF

• A full afternoon was devoted to a RAMP 
on anomaly detection

6
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Aside: supervised (population-level) anomaly detection
• Suppose you have two independent samples A and B, supposedly statistically identical. E.g. A and 

B could be:

‣ MC prod 1, MC prod 2

‣ MC generator 1, MC generator 2

‣ Derivation V12, Derivation V13

‣ G4 Release 20.X.Y, release 20.X.Z

‣ Production at CERN, production at BNL

‣ Data of yesterday, Data of today

• How to verify that A and B are indeed identical ?

‣ Standard approach: overlay histograms of many carefully chosen variables, check for 
differences (e.g. KS test)

‣ ML approach: train a classifier to distinguish A from B, histogram the score, check the 
difference (e.g. AUC or KS test)

• ➔ only one distribution to check

• If the classifier makes any headway in separating A from B, there must be some systematic 
difference

7
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Aside: supervised (population-level) anomaly detection 8
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What is a RAMP?

• Rapid Analytics and Model Prototyping

• Real-time data challenge; ideal developed by the Paris-Saclay Centre for 
Data Science

‣ Participants are in the same room, or at least participating in real time

‣ They have access to a subset of the data (training) but then must submit 
their code to a server for evaluation on unseen data

‣ Results appear on a leader board, based on some performance metric 
(see later)

‣ Once submitted, code can be seen and cloned by all participants, and thus 
improved (“competitive-collaborative”)

‣ Uses Python; allows use of SciKitLearn (etc) and IPython notebook

• Full details: https://indico.cern.ch/event/496146/contributions/1174809/
attachments/1268459/1878677/slidesEIDI1603.pdf
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Anomaly detection RAMP
• Approximately 30 participants (not all submitted code)

• Used the HiggsML dataset: http://opendata.cern.ch/record/328

‣ H→ττ and SM backgrounds

‣ Primary variables: lepton, and tau hadron 3-momentum, MET 

‣ Derived variables (computed from the above) from Htautau analysis

‣ Jet variables dropped (to avoid -999.0 when no selected jets available)

• “Reference dataset”: subset of the above

• “Distorted dataset”: different subset, distorted as follows (one per event):

‣ Small scaling of p(τ) [DISTORTION]

‣ Holes in ηϕ efficiency map of lepton and τ hadron [HOLE]

‣ Outliers introduced, each with 5% probability [OUTLIER]

‣ η(τ) set to large non possible values [OUTLIER]

‣ P lepton scaled by factor 10 [DISTORTION]

‣ Missing ET + 50 GeV [DISTORTION]

‣ Phi tau and phi lepton swapped ➔ derived variables inconsistent with primary one [DISTORTION]

• Participants provided with part of both of the above, remainder held back to build the leader board

‣ This is supervised anomaly detection, since the classifiers see both the anomalies and the normal data in 
training

12
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Performance metric: area-under-ROC (AUC) 13
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Remember: if the dataset being tested
were to have no anomalies and the 
classifier were perfect, the area would 
be 0.5. Since we know the dataset 
being tested is anomalous, AUC is a 
measure of how well the classifier can 
separate them
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Leader board 14
Breakthrough : add new variable:
ΔmT=√(2PlT*MET*(1-cos(φl−φMET)))-mT

Non zero for some outliers
➔classifiers were unable to guess it

http://www.ramp.studio/events/HEP_detector_anomalies/leaderboard

http://www.ramp.studio/events/HEP_detector_anomalies/leaderboard


James Catmore                                          Anomaly detection @ IML                                            5th July 2016 

RAMP conclusions

• RAMP-style competitions can be highly productive and lead to rapid 
developments

• Unlike a data challenge:

‣ Submitted code is viewable and usable by all participants

‣ Participants can discuss with each other (since they are generally in 
the same room)

‣ Positive social aspects (e.g. coffee breaks, drinks/dinner afterwards)

‣ Ideal to hold as part of a larger meeting/workshop/conference as we 
did at HSF

• Hopefully some of the participants at the HSF event will now apply 
their ideas in their own collaborations

• RAMP platform: http://www.ramp.studio/ 

15
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ATLAS anomaly detection activities

• DAQ: contextual anomaly detection in a time series

• Distributed computing

• Data quality monitoring and physics analysis (one class 
classification)

16
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Anomaly detection in DAQ

• The DAQ system publishes several values (luminosity, 
L1 rates, dead times,...) during operation. These values 
over time create time series that can be monitored for 
anomalies  

• Anomaly detection can be seen as a data quality 
problem in the time series. An anomaly can be detected 
as an outlier

• Thus, the goal of the project is to detect and predict 
anomalies online in the DAQ system and issue a 
warning

17



Proposed approach

• A neural network(NARX) trained to predict 

the next value in the time series will build 

a validation corridor. 

Corridor defined by: neural_network_prediction - dx , neural_network_prediction + dx

dx = k * (sum of variances so far)
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Anomaly detection in Distributed Computing

• Distributed computing systems used by ATLAS process around a million events per 
day, and transfers between WLCG sites is about 6PB per week

• Such a heavily used and complex system inevitably experiences degradations and so 
LHC data management and processing must tolerate a continuous stream of 
failures, errors, and faults

• Traditional approach: re-try the failed jobs, and keep on re-trying until they succeed

‣ Inefficient, leads to unpredictable delays

• Machine-learning could be applied to the modelling of data processing and data 
management 

‣ guide the application of novel fault tolerance strategies

‣ significantly reduce turnaround times for production 

• Particular strength of this idea is the rich body of metadata generated by the 
production system during the past years of operation

‣ Treasure trove of training data

19
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Anomaly detection in Distributed Computing
• WLCG demonstrator project, jointly with LHCb

‣ investigate the nature of the failures and anomalies in the distributed computing 
infrastructure of WLCG, including networks 

‣ develop a data-driven model of short-lived correlated failures producing 
observed heavy-tail, non-Gaussian distributions in the evolving stream of 
random failures 

‣ apply time series modeling and online learning techniques to the continuous 
stream of information about processing failures and retries 

‣ identify clustered failures, and to determine failure characteristics that could 
support automated decision making regarding retry strategies 

• Example

‣ certain kinds of clustered failures are likely to be site- or node-specific, or 
rather indicative of issues that might occur more widely

‣ can guide automated decision making, helping to determine whether it is 
worthwhile to rerun the job on the same site or somewhere else

20
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Data quality monitoring 

• Reminder: are two datasets that are supposed to be 
statistically compatible, really compatible?

• Two approaches under study:

‣ Supervised approach as per the RAMP: classifier trained on 
part of the reference AND the dataset to be tested, and 
asked to separate them

‣ One-class classifier that only sees the “reference” data 
[semi-supervised]

• Start with minimum-bias datasets, with reference (“good”) 
datasets, and those with known defects in (e.g.) alignment, 
different regions of the detector, etc

21
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One class classifier: auto-encoder 22
• Auto-encoder: NN trained on its own input

‣ Usually includes a bottle-neck to compress the features of the data (e.g. PCA)

• Normally used for dimension-reduction but proposed as a means of anomaly detection in (e.g.)

‣ http://link.springer.com/chapter/10.1007%2F3-540-46145-0_17

‣ http://link.springer.com/chapter/10.1007%2F978-3-319-13563-2_27

• Idea: a trained replicator neural network should reconstruct new examples taken from the bulk (normal) data with 
low error, but when presented with an anomalous example, will reconstruct it with a high error since it contains 
qualities that have not previously been encoded

‣ Provides a natural measure of abnormality: the reconstruction error (difference between the input and the 
output)

‣ Reconstruction error per event = 

As mentioned in Section 1, the RNN is a variation on the usual regression
model. Normally, input vectors are mapped to desired output vectors in multi-
layer perceptron neural networks. For the RNN, however, the input vectors are
also used as the output vectors; the RNN attempts to reproduce the input pat-
terns in the output. During training, the weights of the RNN are adjusted to
minimise the mean square error (or mean reconstruction error) for all training
patterns. As a consequence, common patterns are more likely to be well repro-
duced by the trained RNN so that those patterns representing outliers will be less
well reproduced by a trained RNN and will have a higher reconstruction error.
The reconstruction error is used as the measure of outlyingness of a datum.

3.1 RNN

The RNN we use is a feed-forward multi-layer perceptron with three hidden
layers sandwiched between an input layer and an output layer. The function of
the RNN is to reproduce the input data pattern at the output layer with error
minimised through training. Both input and output layers have n units, corre-
sponding to the n features of the training data. The number of units in the three
hidden layers are chosen experimentally to minimise the average reconstruction
error across all training patterns. Heuristics for making this choice are discussed
later in this section. Figure 1 shows a schematic view of the fully connected
Replicator Neural Network. The output of unit i of layer k is calculated by the
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Fig. 1. A schematic view of a fully connected Replicator Neural Network.
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Toy illustration (using the RAMP dataset) 23

Training (reference)

Training (skewed)

Testing (reference)

Testing (skewed)

Trivial neural network classifier (1 hidden layer, 15 units, ReLU activation)
Trained to distinguish the reference from the skewed dataset

AUC = 0.59

Rather poor performance compared to the best RAMP results (no extra variables), 
but can clearly be seen to be picking out differences between the datasets - 

you wouldn’t sign off the skewed dataset as being compatible with the reference!
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Toy illustration (using the RAMP dataset) 24

Training (reference)

Testing (reference)

Testing (skewed)

Autoencoder (1 hidden layer, 15 units, ReLU activation)
Trained to reconstruct (apply the identity function on) the reference dataset

AUC = 0.56
Testing (reference)

Poorer performance still, but still identifies differences despite not having seen any 
skewed data in the training 
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Other activities

• So far we have only scratched the surface 

• Other potential methods, applications

‣ Use in early warning systems (picking out strange events for 
detailed scrutiny as they are reconstructed)

‣ One-class classification in physics analysis?

• Only train classifiers on background samples? 

• Can they outperform traditional classifiers trained on signal 
MC, where the testing signal differs significantly from the 
training? [arXiv:1112.3329v3]

• Plenty of interesting work to do!

25


