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Delete any               video

1. Send this:
POST live_events_edit_status_ajax?action_delete_event=1

Host: www.youtube.com

event_id: ANY_VIDEO_ID

session_token: YOUR_TOKEN

2. Receive this:
{

"success": 1

}

3. Report to Google and get $5’000 bounty
http://kamil.hism.ru/posts/about-vrg-and-delete-any-youtube-video-issue.html
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Delete any public photo album on              

1. Send this:
DELETE /ANY_PHOTO_ALBUM_ID HTTP/1.1

Host: graph.facebook.com

access_token=YOUR_FACEBOOK_FOR_ANDROID_ACCESS_TOKEN

2. Receive this:
true

3. Report to Facebook and get $12’500 bounty

http://www.7xter.com/2015/02/how-i-hacked-your-facebook-photos.html
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Blunders happen to everyone

… but better to be ready to react fast
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Security on the Internet?

https
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Apple’s “goto fail” SSL bug (late 2012 – Feb 2014)
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Heartbleed bug (OpenSSL)
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9From http://xkcd.com/1354/



10From http://xkcd.com/1354/



More SSL/TLS vulnerabilities and attacks

GnuTLS
(flawed X.509 certificate verification checks)

Microsoft SChannel
(remote code execution vulnerability)

POODLE
(MITM attack exploiting a fallback to SSL 3.0 to decrypt traffic)

FREAK
(MITM attack downgrading SSL to weak “export-grade” encryption) 
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Shellshock 
(remote command execution in bash)

Since 1989
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Software and protocols 

we all rely on 

are vulnerable
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A simple mistake…

but honest or intentional?
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How to plant backdoors in encryption?

From: “Surreptitiously Weakening Cryptographic Systems”

https://eprint.iacr.org/2015/097.pdf
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Software and protocols 

we all rely on 

are sometimes made or kept vulnerable
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“You can’t have 
a backdoor 
that’s only 

for the good guys.”
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Photo: iphonedigital/Flickr CC-BY-SA

Tim Cook, Apple



Banning
encryption?
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“The Second Crypto War”

is ongoing
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Shellshock 
(remote command execution in bash)

Since 1989
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Code from 2004, running as root

foreach my $f (<$_[0]/*.out>){    

[..]

my $nf="$f.cut"; # files are in /tmp

system " 

head -100 $f > $nf; 

echo \"----CUT----\" >> $nf; 

tail -100 $f >> $nf”;
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head -100 $f > $nf; 

Two root privilege escalation vulnerabilities:

– $f tainted (name of user-created file, can include shell commands )

– $nf controlled by user (can be a symbolic link to system files)



Code from 2004, still running as root

Reported by a user: 

“I was in a usual boring meeting 

and just did ps aux in lxplus :)”
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We often rely on very old code

… but who knew secure coding 
back in 2004?
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Your brand new laptops…
with adware that opens your SSL connections
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BadUSB
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Hardware cannot be trusted
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Source: Dick Thomas Johnson/flickr (CC BY)



DRAM rowhammer bug => kernel exploit

Access repeatedly a row of DRAM memory 
code1a:

mov (X), %eax // Read from address X

mov (Y), %ebx // Read from address Y

clflush (X)      // Flush cache for address X

clflush (Y) // Flush cache for address Y

jmp code1a

This can cause bit flips in neighboring rows

Proof-of-concepts: privilege escalation exploits

– e.g. modifying page table entries (PTEs)

– goal: gain write access to its own page table

– result: gain read-write access to all of physical memory
http://googleprojectzero.blogspot.fr/2015/03/exploiting-dram-rowhammer-bug-to-gain.html
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Attack techniques are highly sophisticated

… and they only get better
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Malware as a Service
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Two main attack vectors

33



34



35



36

Exploit to

Flash vulnerability

CVE-2015-5119



Exploit kit infection chain
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Source: Trend Micro



Attacking is so much easier 
than defending
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Becoming obsolete…

Firefox disables Flash by default

Amazon stopped serving Flash ads

no Java browser plugin in Java 9
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iOS 9 exploit sold(?) for 1M USD
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“ZERODIUM will pay out 

one million U.S. dollars

to each individual or team 

who creates and submits an 

exclusive, browser-based, 

and untethered jailbreak 

for the latest Apple iOS 9

operating system and 

devices.”

https://www.zerodium.com/ios9.html

https://www.zerodium.com/ios9.html


Most Android devices vulnerable
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From http://androidvulnerabilities.org

© University of Cambridge

http://androidvulnerabilities.org


Attacking is so much easier 
than defending

… and cheaper, too
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Ransomware: 3 BTC to decrypt your data
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Ransomware on Linux web servers
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Victim of ransomware?
Your data got encrypted?

“To be honest, we often advise people 

just to pay the ransom.”

- FBI
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47Source: Talos Intel
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Bitcoin mining:

$250 K / month
Click fraud:

$2.8 M / month



Opportunistic attacks

Criminals are just after the money,

so they usually chose the “easy targets”
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Sony Pictures Entertainment breach
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Targeted attacks

Much harder to protect against,

much more devastating
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53
… but who is really behind this attack?



8 months
“Average time between intrusion and detection”
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Source: Evan Long/flickr (CC BY-NC)



Two types of organisations:

those that know they’ve been hacked 
and those that don’t know 
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March 2015: Largest DDoS in GitHub history

“We are currently experiencing the largest DDoS attack in 

github.com's history [..] we believe the intent of this attack is 

to convince us to remove a specific class of content.” Mar 27
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Source: Bruce Williams/flickr (CC BY-SA)



Target: BBC and NYTimes on Github
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Man-on-the-side attack

1. A web site you visit loads http://hm.baidu.com/h.js
(Baidu analytics)

2. Your browser requests this JavaScript file from Baidu, 

but gets a response from elsewhere (!)

From http://netres.ec/?b=153DB4E

1. The injected, malicious script hammers two github projects
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http://hm.baidu.com/h.js
http://netres.ec/?b=153DB4E


Github didn’t give in… this time.
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“Superhuman” espionage malware

•
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Reprogramming HDD firmware
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From: Kaspersky Lab



What else is out there, 
that we don’t know about yet?
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Who buys those exploits?
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From https://www.zerodium.com/faq.html

https://www.zerodium.com/faq.html
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Target: 2015 light-duty pickup truck …?
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Is it possible to repel 
government-sponsored attacks?
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Hacking Team clients
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Hacking Team clients
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Leaked Flash exploits 
reused by criminals within hours(!)
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Angler Exploit Kit

CVE-2015-5119



What to do when 
criminals or hacktivists of tomorrow 

use the same attacks techniques 
as governments of today?
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How are we affected?



Resources, assets
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Motivations
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criminals

motivation: 

profit

hacktivists

motivation: 

ideology,

revenge

governments

motivation: 

control,

politics



“ OK, so can someone make money 

from hacking a science lab? ”
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Bitcoin mining by a rouge sysadmin

Inspired (issue 18, Feb 2015)

http://www.egi.eu/news-and-media/newsletters/Inspired_Issue_18/cryptocoin.html

“[..] substantial amounts of mining jobs were submitted 

over the 2013 Christmas holidays before being discovered 

in early January. The user had attempted to masquerade 

the mining activities as legitimate production jobs and also 

tried to hide his traces by planting false evidence of 

external attacks on the job submission machine.

He failed and was caught.”
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http://www.egi.eu/news-and-media/newsletters/Inspired_Issue_18/cryptocoin.html


Computing power == money
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“ We just do fundamental research

– how can this motivate an attacker? ”
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CERN, “a fun real-world example”

http://blog.securitymouse.com/2014/07/hacking-cern-exploiting-python-lz4-for.html
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http://blog.securitymouse.com/2014/07/hacking-cern-exploiting-python-lz4-for.html


LHC start-up? Death threats

•
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“ But black hole fears aside, 

why would someone 

specifically target CERN? ”
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CERN Internet Exchange Point
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The URL?

https://unosat.web.cern.ch/unosat/unitar/publications/UNOSAT

_GAZA_REPORT_OCT2014_WEB.pdf
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The URL?

https://zenodo.org

From https://zenodo.org/policies
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https://zenodo.org
https://zenodo.org/policies


We never do “just HEP”
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Windigo operation

88Source: ESET



Cross-platform malware
– Linux targeted, too
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From: http://www.viruss.eu/security/duke-apt-groups-latest-tools-cloud-services-and-linux-support/

http://www.viruss.eu/security/duke-apt-groups-latest-tools-cloud-services-and-linux-support/


Educational/research labs as relays
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Watering hole attacks
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Source: pjah73/flickr (CC BY-NC-ND)



We may be not the primary target

… but we may still be attacked
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Conclusions?
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People and technology
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