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WHAT?

WHyY?

How?
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looks for security 1ssues and vulnerabilities

external non-profit organization ‘

free scanning of networks

sends periodical reports to the subscribers,
on-demand
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HOW DO THEY DO (T?

['ll create a GUI interface
using Visual Basic, see if

[ can track an IP address




WHAT DO WE WANT?

automated tool

fetch the e-mails and extract all needed data
handle repeated reports for the same machine
deal with known false positives and whitelist them
filter out non-CERN hosts

notify devices owners



WHY NOT MANUALLY?
;*-*-*-
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TEDIOUS

REPETITIVE
TIME-CONSUMING

which leads to

IMPORTANT THINGS BEING MISSED



detailed report about the execution of
the tool and 1its results

whitelisting per device and per security
1Issue type — limited amount of time or
forever

managing the whitelist 1nformation
— adding, updating, removing
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Sample output report (summary)

Total number of issues: 21

Number
Number
Number
Number

of issues that are new or not recently reported: @
of issues that have recently been processed: 19

of whitelisted devices found: 1

of devices not registered in LanDB: 1
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Sample output report (manual handles)

ntp: 192.16.xxx.yyy - device NAME1
Previous report(s) older than 7 day(s) (last received on 2016-87-20 11:28:44)
To notify the device owner, please run:
cert ssdb device-notify --device NAME1l --template vulnerable-generic --escalation 1 --batch --batch -D DATE=2816/07/27 --
text "Vulnerability of type ntp was detected on port 123, reported to CERN by an external source.
Please find more details about this type of wvulnerability at: https://www.shadowserver.org/wiki/pmwiki.php/Services/NTP-Version

ssl poodle: 188.185.xxx.yyy - device NAME2
No previous reports.
To notify the device owner, please run:
cert ssdb device-notify --device NAMEﬁ --template wulnerable-generic --escalation 1 --batch --batch -D DATE=2816/87/27 --
text "Vulnerability of type ssl poodle was detected on port 443, reported to CERN by an external source.
Please find more details about this type of wulnerability at: https://www.shadowserver _ org/wiki/pmwiki.php/Services/Ssl-Scan
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Sample output report (unknown devices)

UNKNOWN DEVICES:

netbios: 192.91.xxx.yyy - device unknown
Device not registered in LanDB => ignoring



ntp: 192.65.xxx.yyy - device name NAME1
Device whitelisted for report ntp (until 2016-68-81 11:28:12) =>
Device last report for ntp was 4 day(s) ago {(on 2016-87-25 11:23:

ntp: 192.65.xxx.yyy - device name NAME2
Device whitelisted for report ntp (until 2816-088-81 11:28:18) =>
Device last report for ntp was 4 day(s) ago {(on 2016-87-25 11:23:

ignoring
12)

ignoring
10)
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Sample output report (whitelisted)

ssl poodle: 137.138B.xxx.yyy - device name NAMEﬂ
Device whitelisted for report type ssl poodle (until 9999-12-31 23:59:59) => ignoring
Device whitelisted for report type all (until 9999-12-31 23:59:59) => ignoring
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HOW TO USE THE WHITELIST?

Inserting a new device

$ ShadowserverReports.py whitelist insert -t TYPE/all -d
DAYS/forever 1ip_address

Modifying the next notification time

$ ShadowserverReports.py whitelist modify_time -t
TYPE/all -d DAYS/forever 1ip_address

Removing a device

$ ShadowserverReports.py whitelist remove -t TYPE/all
ip_address



HOW TO USE THE WHITELIST?

Listing certain devices

$ ShadowserverReports.py whitelist print -t TYPE/all -i
ip_address

Listing all devices

$ ShadowserverReports.py whitelist print
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