
Keep an eye on your 

network



● Flow Collector

● Acquisition: direct capture or Cisco netflow/Ipfix collection

● Compatible IPv4 and IPv6

● Probe mode: export as IPFIX (IP Flow Information eXport)

● Adaptable

● Easy to install (available packages for el6/7, Debian and Ubuntu LTS)

● Easy to configure:

● Single configuration file, centralized updates, …

● Single exec file  (server/repo HTTP, probe, collector…)

● Performance: limited by pcap and database insertions (between 5 and 10 Gbps in 

standard conditions) 2

WHAT IS IT ?



● A metrology tool applied to IT Security :

● New innovative 2 levels metrology

● Continuous flow analysis : Anomaly detection

● Storage

● Flows search / extraction

● Local Host’s characterization (OS, timetable,                                                 

list of tcp/udp services…)

● Local Hosts Inventory consultation

● Community: 100 EPST, 21 IN2P3 labs

WHAT IS IT ?
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Znets can also work as a probe and export enhanced IPFIX (with specific fields)

( ⬄ Case of NAT server for example )



● Passive supervision

● “Flows” ⬄ Important information for IP datagrams. 

(Enhanced or not)

● « ZNeTS » flows : 

● Ability to view the flow during re-aggregation 

(Merge on the fly)

FLOWS TRACEABILITY
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▪ Bidirectional

▪ Incoming or Outgoing

▪ Re-aggregated during 1 hour: without loss

nb flow < nb Pkts / 800



ENHANCED FLOWS 

Introspection: application data decoding

●More than 200 detected applications (even on non-standard ports or 

encapsulated in SSL): Skype, Tor, BitTorrent, openVPN, ciscoVPN, 

Dropbox, Teamviewer, MySQL, PostgreSQL, Oracle…

●Outgoing flow: Decoding & Storage of HTTP URLs, DNS query, other 

info + anomaly detection at application level

●Znets probe exports all available information (IPFIX protocol)

Geo-tracking of external hosts
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Probably one of the best metrology tool ever

● takes advantage of all detection mechanisms of ZNeTS: connection 

establishment direction, application detection, geo-tracking, flows….

● Counters / by Geo-location / by Application (ndpi) / by network services…

● TOP consumers (sorted entity having at least 1% of the total amount)

● 2x 2nd level pie chart graphs ( with flows data in DB )

● Traffic volume + Flow number (incoming / outgoing) 

● Statistic accumulation period: by minute, by hour, by day

● Real Time

● Easily split the lan: logical or physical sub lan, parts of lan, group of 

machines…

UNDERSTAND YOUR FLOWS
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Over 100 charts useful for security 

experts, sysadmin, developer, …

● Understands behavior of new applications (bandwidth, 

connections, …)

● Validates load balancing (applications or services distributions)

● Helps debug Software (Developers team)

● Checks for compromission or unusual behavior (traffic, number of 

flows,…)

● Customizable for specific needs: … define your own application’s 

detection templates



● 2 level analysis (based on 

stacked bar and pie charts)

ADVANCED METROLOGY
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PARSING FLOWS
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ADVANCED METROLOGY: 

Easy zooming



ADVANCED METROLOGY

● New charts

(Custom period, last hour, by 
application, by minute, by 
hour, …)
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COMMUNICATING EQUIPMENT 

INVENTORY
● Localhost inventory with OS detection

● Timetable of local hosts presence, characterization of network services…

(Also exported by znets probe - into IPFIX proprietary fields)
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● Mechanisms for real-time flow analysis => detect compromises

● Malicious software (malware, virus, APT…)

● Information theft

● Intentional misuse of the computer resource or not (downloads, P2P, Tor 
network, using VPN)

● Ddos attacks

● Malfunctions

●=> List of heuristics

ANOMALY DETECTION
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● Specific detection algorithms:

● Mac spoofing, scans, number of established connections, syn Flood In/out, 

suspicious DNS query, suspicious host, mail spam, recursive DNS server, 

Malware URL Detected , Fragmented header, Forbidden Application, …

● Realtime detection

● Email Notification / browsable (store in DB)

● Optional extern command on alert

● Each alert : activated / deactivated 

● Include configurable thresholds and exceptions

● Relevant Alerts

ANOMALY DETECTION
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SOFTWARE ARCHITECTURE
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CONCLUSION
●Everything is possible (all features can be activated or deactivated)

● 2nd level metrology need flows in database

●Good practices:

● Export flow from Lan side

● Keep 1 month flows in database

● Use SSD disks for DB filesystem

● Deep Metrology analysis at least one time a week (understand changes)

●SOC approach: send alerts, notification when new tcp service/application/connection, unusual use 
(time, service,…)

●Interested in ZNeTS at CERN ?

=> friendly and dedicated developer, ready to add any features you need ;-)
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Thank you 

!


