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Machine learning in experimental particle physics
• Under the name “multi-variate analyses” we have been using ML in high energy 

physics for decades, e.g. Boosted Decision Trees and shallow neural networks 

• Opportunities to make use of the more sophisticated tools/techniques 
developed elsewhere 

• Applications, current and future 

• Trigger / data acquisition 

• Distributed computing 

• Reconstruction (potentially using image-recognition for whole-event 
reconstruction) 

• Monitoring and anomaly detection 

• Physics analysis



Activities in Oslo EPF
• Distributed computing 

• Optimising/automating computing operations (currently labour-intensive), using the analytics 
platform as a source of training data, and techniques such as supervised and unsupervised 
anomaly detection 

• Physics analysis 

• Applying new techniques and software to the task of signal/background separation 

• Model independent searches 

• One-class (background-only) training 

• Data quality monitoring  

• Automating the comparison between two datasets which are supposed to be the same at a 
statistical level (reference and test): “anomaly detection” 

• Two examples today from Eirik and myself 

• Me: one-class classification/anomaly detection 

• Eirik: studying the importance of different variables in a neural network classifier



An very simple example

• In general we have a signal that we want to separate 
from the background 

• It might be something that we know about, like the Z or 
the Higgs 

• Or it might be something like Z’ that we suspect might 
be there, so we want to suppress the background  

• The key question is: how to we minimise the background 
whilst keeping as much of the signal as possible? 



The traditional way: rectangular cuts
ATLAS CMS

Z’

ee
2e ET > 30 GeV 
Primary vertex 

Isolated 
No opposite charge requirement

2e ET > 35 GeV 
|ηdet| < 1.4442 (barrel) 

1.566 < |ηdet| < 2.5 (endcap) 
At least one in the barrel 

Isolated 
No opposite charge requirement

μμ
2μ pT > 30 GeV 
Primary vertex 

Isolated 
Opposite charge requirement

2μ > 53 GeV, |η| < 2.4 
Isolated 

Common vertex fit χ2/dof < 20 
Opposite charge requirement



The traditional way: rectangular cuts
variable 1

variable 2

TUNED on Monte Carlo to 
maximize S/√B



Multi-variate analysis
variable 1

variable 2

TRAINED on Monte Carlo to 
maximize S/√B

Boundary defined by (e.g.) 
BDT or NN score



Function

6

Find a function

f(X N→ R1)

Neural networks
can learn these 

shapes in high-dim
and summarize
in a 1D output

  LSM+X             P(data | SM+X)
  LSM  P(data | SM)=

And require a histogram
 in only one dimension



Measuring the performance

Signal 
identified as 

signal

Signal 
identified as 
background

Background 
identified as 

signal

Background 
identified as 
background

True Positive (TP)

False Positive (FP) True Negative (TN)

False Negative (FN)

With a binary classifier there are four possible outcomes: 



Measuring the performance - receiver 
operating characteristic (ROC)

Area Under Curve  
(AUC) gives overall performance 

measure 
0.5 = no better than a random guess 

1.0 = perfect classifier 

Classifier score

Signal distributionBackground distribution



Anomaly detection / one class classification

• Automatic identification of data instances (events) that are in some way 
different from the bulk of the data and which need detailed scrutiny by 
experts

‣ Usually implied: fewer anomalies than normal instances

• Can be

‣ supervised: train to recognise specific anomalous cases

‣ semi-supervised: train only on the bulk of the data without anomalies

‣ unsupervised: algorithm automatically identifies the bulk by some means 
and thence the anomalies

• Difficult problem because in general we don’t know what the anomalies 
look like, and there may be very few of them

‣ Testing is particularly challenging: how do we evaluate the performance 
of an algorithm on a type of event that we have never seen before?



Anomaly detection
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Fig. 1. A simple example of anomalies in a two-dimensional data set.

contaminants in different application domains. Of these, anomalies and outliers are
two terms used most commonly in the context of anomaly detection; sometimes inter-
changeably. Anomaly detection finds extensive use in a wide variety of applications
such as fraud detection for credit cards, insurance, or health care, intrusion detection
for cyber-security, fault detection in safety critical systems, and military surveillance
for enemy activities.

The importance of anomaly detection is due to the fact that anomalies in data trans-
late to significant, and often critical, actionable information in a wide variety of appli-
cation domains. For example, an anomalous traffic pattern in a computer network could
mean that a hacked computer is sending out sensitive data to an unauthorized destina-
tion [Kumar 2005]. An anomalous MRI image may indicate the presence of malignant
tumors [Spence et al. 2001]. Anomalies in credit card transaction data could indicate
credit card or identity theft [Aleskerov et al. 1997], or anomalous readings from a space
craft sensor could signify a fault in some component of the space craft [Fujimaki et al.
2005].

Detecting outliers or anomalies in data has been studied in the statistics community
as early as the 19th century [Edgeworth 1887]. Over time, a variety of anomaly detection
techniques have been developed in several research communities. Many of these tech-
niques have been specifically developed for certain application domains, while others
are more generic.

This survey tries to provide a structured and comprehensive overview of the research
on anomaly detection. We hope that it facilitates a better understanding of the different
directions in which research has been done on this topic, and how techniques developed
in one area can be applied in domains for which they were not intended to begin with.

1.1. What are Anomalies?

Anomalies are patterns in data that do not conform to a well defined notion of normal
behavior. Figure 1 illustrates anomalies in a simple two-dimensional data set. The data
has two normal regions, N1 and N2, since most observations lie in these two regions.
Points that are sufficiently far away from these regions, for example, points o1 and o2,
and points in region O3, are anomalies.

Anomalies might be induced in the data for a variety of reasons, such as malicious
activity, for example, credit card fraud, cyber-intrusion, terrorist activity or break-
down of a system, but all of the reasons have the common characteristic that they are
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Fig. 3. Contextual anomaly t2 in a temperature time-series. Note that the temperature at time t1 is same
as that at time t2 but occurs in a different context and hence is not considered as an anomaly.

of 35◦F might be normal during the winter (at time t1) at that place, but the same value
during the summer (at time t2) would be an anomaly.

A similar example can be found in the credit card fraud detection domain. A con-
textual attribute in the credit card domain can be the time of purchase. Suppose an
individual usually has a weekly shopping bill of $100 except during the Christmas
week, when it reaches $1000. A new purchase of $1000 in a week in July will be con-
sidered a contextual anomaly, since it does not conform to the normal behavior of the
individual in the context of time even though the same amount spent during Christmas
week will be considered normal.

The choice of applying a contextual anomaly detection technique is determined by the
meaningfulness of the contextual anomalies in the target application domain. Another
key factor is the availability of contextual attributes. In several cases defining a context
is straightforward, and hence applying a contextual anomaly detection technique makes
sense. In other cases, defining a context is not easy, making it difficult to apply such
techniques.

2.2.3. Collective Anomalies. If a collection of related data instances is anomalous with
respect to the entire data set, it is termed a collective anomaly. The individual data
instances in a collective anomaly may not be anomalies by themselves, but their occur-
rence together as a collection is anomalous. Figure 4 is an example that shows a human
electrocardiogram output [Goldberger et al. 2000]. The highlighted region denotes an
anomaly because the same low value exists for an abnormally long time (correspond-
ing to an Atrial Premature Contraction). Note that that low value by itself is not an
anomaly.

As an another illustrative example, consider a sequence of actions occurring in a
computer as shown below:
. . . http-web, buffer-overflow, http-web, http-web, smtp-mail, ftp, http-web, ssh, smtp-mail,
http-web, ssh, buffer-overflow, ftp, http-web, ftp, smtp-mail,http-web . . .

The highlighted sequence of events (buffer-overflow, ssh, ftp) correspond to a typ-
ical Web-based attack by a remote machine followed by copying of data from the host
computer to a remote destination via ftp. It should be noted that this collection of events
is an anomaly, but the individual events are not anomalies when they occur in other
locations in the sequence.
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Fig. 4. Collective anomaly corresponding to an Atrial Premature Contraction in an human electrocardiogram
output.

Collective anomalies have been explored for sequence data [Forrest et al. 1999; Sun
et al. 2006], graph data [Noble and Cook 2003], and spatial data [Shekhar et al. 2001].

It should be noted that while point anomalies can occur in any data set, collective
anomalies can occur only in data sets in which data instances are related. In contrast,
occurrence of contextual anomalies depends on the availability of context attributes in
the data. A point anomaly or a collective anomaly can also be a contextual anomaly if
analyzed with respect to a context. Thus a point anomaly detection problem or collec-
tive anomaly detection problem can be transformed to a contextual anomaly detection
problem by incorporating the context information.

The techniques used for detecting collective anomalies are very different than the
point and contextual anomaly detection techniques, and require a separate detailed
discussion. Hence we chose to not cover them in this survey. For a brief review of the
research done in the field of collective anomaly detection, the reader is referred to an
extended version of this survey [Chandola et al. 2007].

2.3. Data Labels

The labels associated with a data instance denote whether that instance is normal or
anomalous.1 It should be noted that obtaining labeled data that is accurate as well
as representative of all types of behaviors, is often prohibitively expensive. Labeling
is often done manually by a human expert and hence substantial effort is required to
obtain the labeled training data set. Typically, getting a labeled set of anomalous data
instances that covers all possible type of anomalous behavior is more difficult than
getting labels for normal behavior. Moreover, the anomalous behavior is often dynamic
in nature, for example, new types of anomalies might arise, for which there is no labeled
training data. In certain cases, such as air traffic safety, anomalous instances would
translate to catastrophic events, and hence are very rare.

Based on the extent to which the labels are available, anomaly detection techniques
can operate in one of the following three modes:

1Also referred to as normal and anomalous classes.
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Techniques
• Density methods 

• Data points in areas of high density are likely to be “normal”, those in low 
density “anomalous” 

• Examples: kNN, minimum spanning trees, Parzen windows 

• Boundary methods 

• Algorithm defines a boundary around the “normal” data and anything lying 
outside the boundary is “anomalous” 

• Example: one-class support vector machines 

• Reconstruction methods 

• Algorithms trained to rebuild “normal” data will do badly on “anomalous” 
events, leading to a high reconstruction error 

• Example: auto-encoder



Example: auto-encoder

lep_pT1

lep_pT2

lep_E1

lep_E2

…
…

metrel

Input layer Hidden layer Output layer



Counter-example: classifier

lep_pT1

lep_pT2

lep_E1

lep_E2

…
…

metrel

Input layer Hidden layer

Output unit



Reconstruction error definition  
(auto-encoder only)

NX
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)2Reconstruction error  
per event = 

Sum is over the variables, e.g. N=36 in this case



Software overview
• https://github.com/jcatmore/susy-neuralnetworks

ROOT n-tuple pyROOT 
converter NumPy arrays

NumPy arrays Preprocessing 
(SciKit Learn)

Neural network 
model

 (SKNN + Lasagne+ 
Theano)

NumPy arrays
Performance 

evaluation  
(SciKit Learn)

Plotting  
(Matplotlib)

https://github.com/jcatmore/susy-neuralnetworks

