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Ongoing projects
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Federated access for cloud services

1. Access to cloud management tools
A. Web based management portals offered by the cloud providers

B. Management APIs offered by the cloud providers

2. Access to cloud resources (laaS)
A. SSH access to VMs

B. Desktop access to VMs

3. Access to applications/services on cloud resources operated by the communities

A. Access to web based services

B. Access to hon-web based service

4. Access to applications/services operated by cloud providers ([P/S]aaS)

‘@ARC Pitps/aarc-project o Credit to Christos Kanellopoulos (AARC/GRNET) for this slide
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Ongoing Projects

* High Energy Physics (& other) communities
increasingly turning to Cloud

Cost of (commercial) Clouds

® B H . . o . Pl ) 19
eginning to become fmanCIa”y viable  From theory to practice - find the right bidding strategy
e A few examples included in the following for commercial clouds (AWS)
slides * Apply in practice — get many cores for full simulation
workflow

- Cloud HPC » On premise resources

still cheaper, but Cloud is
O | 5= o | F—y a viable strategy if
i ihantagagl | 10 ' | properly approached —
wougutatocaiors + | | evencamose T | | 7o evew oo need to do smart bidding
i s w0 Gommercial Cloud prices
o Sk are decreasing
*Things you borrow” “Things you rent” “Things you are given"

CHEP (Computing for High Energy Physics Conference)
Track 3 Highlights, strong focus on Cloud!

‘Q 3 ?354/7 Thdico.cern. ch/event/505613/contributions/2331046/attachments/1355033/2047461/summary track3 chep 2016 Ib.pdf
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EGI Federated Cloud
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* https://www.egi.eu/federation/egi-federated-
cloud

* laaS-type cloud for scientific communities 2
https://wiki.egi.eu/wiki/Federated Cloud Comm

unities

* Made of academic private clouds and virtualised
resources

e EGI Cloud Services:

* Cloud Compute — Run virtual machines on demand
with complete control over computing resources

* Cloud Container Compute — Run Docker containers in
a lightweight virtualised environment

* Training infrastructure — Dedicated computing and
storage for training and education
* Federated access:
* SAML 2.0/0IDC for web-based dashboard
* OIDC tokens for CLI tools
* OCCI CLI tools support also X.509 credentials

e

EGI-Engage

EGI AAl Checkln Service Today

| SANL 20
i OpeniD Connact
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« Available via eduGAIN
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IdP Discovery
User Enrolment
User Consent
Support for LoA
Attribute Aggregation:
» SAML2.0 Attribute Query,
REST, LDAP, SQL
Support for OIDC/OAuth2
authentication providers:
» Google, Facebook,
LinkedIn, ORCID
Support for SAML 2.0,
OIDC/OAuth2 services
Experimental support for
elDAS

(@ARC https://aarc-project.eu

Credit to Peter Solagna, EGl.eu, for this slide
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INDIGO

* https://www.indigo-datacloud.eu, open
source, cloud service provider for scientific
communities

* SAML enabled, eduGAIN integration

* Consolidates all identities to OAuth (OpenID
connect)

* Marcus H has been involved and knows
more!

AARC

CZ') dentity in INDIGO

INDIGO - DataCloud

= The INDIGO identity layer el
speaks OpenlD-connect /

External Authentication

SAML (o] [0]0]

' IdP IdP

X.509

=The INDIGO lIdentity and ‘\\
Access Management Service  ~-_
is an OIDC provider

= Authenticates users with
supported AuthN mechanism

= SAML, X.509, OIDC

» Provides to RP access to /
identity information through :
standard OIDC interfaces \

INDIGO
Service

= Can be seen as a first N

credential translation step n ~~_ -
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Credit to Andrea Ceccanti, CERN, for this slide
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GEANT Cloud Catalogue
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* Project in initial stages
e Commercial Cloud Providers

* GEANT will act as broker between cloud
providers and NRENS

* Engaging with CPs to ensure requirements
feasible https://catalogue.clouds.geant.net

* Key requirement is for SAML2.0
consumption

 GEANT is sponsoring the UK as a catch-all
federation for clouds

Network diagram GEANT ™
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——> Notag
NREN tag
P2 =2 Cloud Provider tag

(AS22)
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Credit to Vincenzo Capone, GEANT, for this slide
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The Helix Nebula Initiative
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 Hybrid cloud

* Competitive tender for commercial cloud providers,
one will be selected post prototype

* Procurers: CERN, CNRS, DESY, EMBL-EBI, ESRF, IFAE,
INFN, KIT, STFC, SURFSara

e SAML2 Consumption a requirement but...
* Not necessarily eduGAIN

* Mainly targeting IT Admins though some LToS researchers
may be end users

* Undefined which services will be accessed (management
portal + VMs?)

Supplier

Compute & Storage

Supplier Iaa$ Infrastructure

-
Identity Provider (1dP) [ m
y Uniform AAI Challenge Y
Business Model
Service Delivery Challenge e
- Private Cloud |
) i
Data Management Challenges
Oataintansive Transfors Private laa$ Infrastructure
- LAN
GEANT
Network Challenge

Figure 1: High Level Architecture of the Hybrid Cloud Platform including the R&D challenges

(@ARC https://aarc-project.eu

Credit to Bob Jones & Joao Fernandes, CERN
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AARC’s role in HNSciCloud AARC

* FIM requirements included in Tender Specification
* AARC Approached for guidance for design phase
* Kickoff held November 3rd

“The Tenderer must be able to support an authentication service based on SAML 2.0, such as eduGAIN, for
accessing their services”

“The objective is to provide the IT managers and/or end-users with the ability to use their own credentials
(from their institution) in order to manage and access laaS resources transparently via GUIs and ideally via
CLIs and APIs in addition.”

“Demonstrable evidence for support of SAML 2.0-based identity federations as a Service Provider and
conformance with the GEANT Data Protection Code of Conduct (or equivalent behavioural rules for Service
Providers who want to receive user attributes from the Identity Providers) will score higher marks.”

(@A RC https://aarc-project.eu 9
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Federated access for cloud services

1. Access to cloud management tools
A. Web based management portals offered by the cloud providers

B. Management APIs offered by the cloud providers

2. Access to cloud resources (laaS)

A. SSH access to VMs

B. Desktop access to VMs

3. Access to applications/services on cloud resources operated by the communities

A. Access to web based services

B. Access to nhon-web based services

4. Access to applications/services operated by cloud providers ([P/S]aaS)

‘@ARC Pitps/aarc-project o Credit to Christos Kanellopoulos (AARC/GRNET) for this slide
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How to do it?

Use blueprint architecture patterns
to enable access to non-web clients
and external AAs

Join eduGAIN as a service
provider through a national
federation

AALl: The e-Infrastructure view

&=

=cccee,

Step 1: Review and Step 2: Apply for Step 3: Membership
Accept the Rules of SRuuu, \iombershi R Verification

Membership P

|

|

Legal/Policy
Steps

Step 7: Use

Step 4: Install Step 5: Register Stfg G(J:u'[essgl{-\vci:g:ss Attributes for
Service Provider Service Provider your < Authorisation and
Provider oo,
Provisioning

Credit to Lukas Himmerle — SWITCH/GEANT for this graphic
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Lessons learned

A proportion of cloud providers are already part of identity federations (or in the process)
 Commercial providers are treated inconsistently across federations (financially & policy wise)
* The idea of a shared set of attributes (R&S) seems to be largely accepted

* Biggest concern is using external authorisation sources

* Very difficult to give concrete advice without clear use cases!

* |If there are small numbers of users (e.g. a handful of IT Admins) and no easy options for FIM,
risk of infrastructures adopting a simpler but incomplete strategy

(@A RC https://aarc-project.eu 12
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Challenges for HNSciCloud (and probably others...!) AARC

* Not all users are in eduGAIN - split between eduGAIN and Umbrella - how will this work?
* How can multiple AAs from separate communities be integrated?
* Are there plug-and-play components available?

* In the blueprint architecture, what is run by the cloud providers and what is run by the
research communities?

(@A RC https://aarc-project.eu 13



What can AARC do?
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E Step 1: Review and . i .
g 5 Accept the Rules of > St:‘pe:; b‘:‘:’sprlf for ~ s‘EP‘zrmggﬁEhlp
i Membership P

T

)|

Step 7: Use
Attributes for
Authorisation and
Provisioning

Step 4: Install Step 5: Register Step 6: Test Access

Service Provider Service Provider

to your Service
Provider

AAl: The e-Infrastructure view

What is happening on top of existing Federation infrastructures today

User may have
different accounts in
different IdPs and
technologies

National federations
(eduGAIN)

WBWYLUT BINGUIY

uopejsues]

9 Unauthenticated User
———» User Identity

$30109S puz

LOA, EGOV and

3rd Party group
management might be
addressed via Attribute
Authorities

Attribute Authorities

Reputation
-

Possible flows of

additional attributes:

- Aggregattion at the service
- By the user

- Via the Proxy / TTS

Attribute Flow

Three options to
authenticate at a service:

- Directly [(one ) [z ] [Cove | == [ ] [ ]
- Via Token Translation

e
T =] ) &=

AARC https://aarc-project.eu
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What can AARC do? AARC

AAI: The e-Infrastructure view
What is happening on top of existing Federation infrastructure:

. User
-

s today

XXX

ﬁ,a

GN4 Covering this aspect, great resources

available!

sannuap| Jasn

WBWYLUT BINGUIY

Consult on architecture for specific use cases
Provide specifics of reusable components .

AARC can provide a summary of resources available (there are many!), to help both research communities looking
to integrate cloud services, and the cloud providers themselves

(@A RC https://aarc-project.eu 15
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References

Looking for more details
https://wiki.edugain.org/How to Join eduGAIN as Service Provider

Prefer to speak to someone? Contact edugain@geant.org

(@A RC https://aarc-project.eu 16
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Thank you
Any Questions?

hannah.short@cern.ch

AARC

https://aarc-project.eu
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