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Self-Assessment tool (@ARC
Background |

Software requirements specification:
* https://docs.google.com/document/d/10kguCdxWn38z EGRnrdjCl4GSe044zFGeXWHGmMzz270/edit#

*Developed in 1Q/2016

* Written mostly by Hannah Short of CERN (for SIRTFI) and Mikael
Linden of CSC (for LoA), with contribution and support from the
wider community

*Implementation task in GN4

Use scenarios for self-assessment tool:

* Level of Assurance (start with AARC Minimal assurance level)
*SIRTFI

* GEANT Data Protection Code of Conduct

(@ARC https://aarc-project.eu
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Self-assessment tool AARC
General features -

*|In general, focuses on audits on IdP/SP entities
* Because of the SAML2 metadata integration

*Supports self-assessment + an optional peer-review
* One-off assessment or periodic re-assessments

*Integration with SAML2 metadata
*”In”: import the list of entities-to-assess (and their contact persons)

* Allows (anyone/authenticated user/...) to view assessment results
of an entity
* Individual or aggregated results
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Roles in the tool and who we think could hold the role
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Manager of the installation.
A GEANT project task member.

Subject matter owner.
A GEANT project task member.

Peer IdP/SP entity manager

IdP/SP entity manager or their delegate
(e.g. the IdM developer behind the IdP)

Federation operator




Implementation - Philosophy AARC

* [terative development process

« Start from a very basic (partial) use case, demonstrate the outcome right after
it’s possible in order to stay on the right track, etc.
* SRS document defines 8 system features - proceed one by one
* Feedback very welcome all the time from everybody
* Deployers, system administrators, assessors, assessment coordinators, ...
* We want to support multiple deployment scenarios

 Exploit existing implementations / building blocks
* Some required features are implemented by many already
* Survey creation Ul, survey filling Ul, ...
 ..some by not that many
* SAML metadata import / export, workflow features
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Implementation - Planned Components AARC

*LimeSurvey
* Mature open source survey tool
* Long history (since 2003) and still actively maintained
» GUI for creating and fulfilling surveys
* Remote Control API
* (Plug-in architecture)

*Survey Manager
* New component implemented in this project
* Handles features that are not implemented off-the-shelf by LimeSurvey
* Survey scheduling, assessment coordination, entity management (SAML
pull/push), etc
 Communication with LimeSurvey via Remote Control APl (no need to modify

the LimeSurvey instance)
* Exploits existing (maintained) libraries / components
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Implementation - Current Status ’\’(\AARC

e Skeleton instance running on CSC cPouta cloud
e Apache + Shibboleth SP, connected to Haka test federation
 Survey administrators mapped via eppns

Shibboleth SP

Apache HTTPD server

Java Application Server

LimeSurvey
/imesurvey/* Survey Manager
/surveymanager/*
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Thank you
Any Questions?

Implementation: assurance-service@lists.geant.org

https://aarc-project.eu




