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About Security… 

Security is as good as the weakest link: 
►Attacker chooses the time, place, method 

►Defender needs to protect against all possible attacks 
(currently known, and those yet to be discovered) 

 

Security is a system property (not a feature) 

Security is a permanent process (not a product) 

 

Security is difficult to achieve, and only to 100%-ε 

►YOU define ε as user, developer, system expert, admin, project manager 

 

 

 
 

 

 

 
 

 

 

BTW: Security is not a synonym for safety 
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(R)Evolution of Control Systems 

standard 

desktop PCs 

http://images.google.com/imgres?imgurl=http://www.designbyfire.com/images/img_w3c_13.gif&imgrefurl=http://www.designbyfire.com/images/&h=200&w=350&sz=4&tbnid=IxpwhJQR_Ew4wM:&tbnh=66&tbnw=116&hl=en&start=15&prev=/images%3Fq%3Dxml%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26rls%3DGGLG,GGLG:2005-39,GGLG:en%26sa%3DN
http://www.opcfoundation.org/Default.aspx
http://www.vector-informatik.com/deutsch/produkte/controller_area_network.html
http://www.lynuxworks.com/rtos/rtos.php
http://www.dyertech.com/network.htm
http://www.wiener-d.com/
http://www.beckhoff.de/
http://www.ni.com/
http://www.ad.siemens.de/hmi/html_00/products/software/wincc/index.htm
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Standard Vulnerabilities 

standard 

desktop PCs 

http://www.lynuxworks.com/rtos/rtos.php
http://www.dyertech.com/network.htm
http://www.wiener-d.com/
http://www.beckhoff.de/
http://www.ni.com/
http://www.ad.siemens.de/hmi/html_00/products/software/wincc/index.htm
http://images.google.com/imgres?imgurl=http://www.designbyfire.com/images/img_w3c_13.gif&imgrefurl=http://www.designbyfire.com/images/&h=200&w=350&sz=4&tbnid=IxpwhJQR_Ew4wM:&tbnh=66&tbnw=116&hl=en&start=15&prev=/images%3Fq%3Dxml%2Blogo%26svnum%3D10%26hl%3Den%26lr%3D%26rls%3DGGLG,GGLG:2005-39,GGLG:en%26sa%3DN
http://www.opcfoundation.org/Default.aspx
http://www.vector-informatik.com/deutsch/produkte/controller_area_network.html
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Vulnerabilities are Proven Fact ! 
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Attacks are Fact, too !!! 

Hmm… 

A defaced web-page 

at an LHC experiment… 

A “flame” message 

to some Greek 

“competitors”… 

 

…on 10/09/2008: 

Just coincidence ? 
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Who owns the consequences ? 

How long does it take you  

to reinstall your system, 

if requested right now ? 

Are you prepared to 

take full responsibility? 

Can you allow for loss of 

► functionality 

► control or safety 

► efficiency & beam time 

► hardware or data 

► reputation…? 
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Bottom-up vs. Top-down 
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Defense-in-Depth 
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Strengthen (Remote) Access ! 



Dr. Stef an Lüders (CERN IT/CO) ― DESY ― 20. Februar 2007  “CS2/HEP Workshop Summary” — Dr. Stefan Lüders — ICALEPCS ― October 12th 2009 

Summary 
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Thank You Very Much !  

I would like to thank all presenters and participants, 

making this workshop such a success. 

►Special thanks go to the local organization committee for the arrangements !! 


