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BErowse...

has been performed...
Boot into single user mode:

coWhen "Booting Scientific Linux CERMN™ =g th

.. )
Neglected “Rule of Least Privileges”:

Everyo

ne could upload

h r he/sh nts...
1w atever he/she wants

_/

Bost By pressing aAny key
coLeave Ekernsl selecticn on default == ahould snd in
vrPress et
skt the end of the hoot line, add "single” at the and:

grubk append> ro rocot=LABEL/ rhgb single
«Continue booting

Finmd out MAC mddressass of both natwork interfaces:
ifconfig ethD [use for internal netwozrk)
1feonfig ethl [ze for external general public

Write them down for later wuse

.o 8et root pasaword with "passwd" command from consocle
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documented in Google...

Configuration well
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Deploy different networks
for different purposes: s o

» ...for accelerator, experiments, offices

» ...no Internet connectivity

» ...controlled remote access ‘“") i .

» ...no wireless nor (GPRS) modems  ewmrere s dl
o iﬁliii | e

However: -

» LHC status data needs to be transmitted to experiments (e.g. run info)

» Informational web-sites need to be visible to the inside and outside
(logbooks, status pages, expert instructions)

» Developers need sufficient access for further development & debugging
(“This is an all-time, permanent prototype.”)

» Laptops needed in vast underground areas for commissioning
» Some remote sites are not connected by the “right” network (or at all)
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Ensure prompt security updatesd oscilloscope at CERN

Do cc flavibiling and racnonsibifity (i HENEkPERKP SP2 unpatched
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220-| Current througput: 0.000 Kb/se

220~ Space For Rent: 5858.57 Mb i it
220-| B
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Follow “Rule of Least Privilege”
» Restrict all access to minimum

V Ensure traceatbifity

"Bk, $ERNand §E¥SHaL) Windows
’%?@&-Bﬁ‘éd access system

{owelgisis indicated that

TCENIRSAESWor@ VI WAREJiendenstall
MSHSQW youdatatRatcatiomfaconnt

Passtwetnchecempibyntdeipridefannlt . .

» “Rule of Least Privilege” not always
known/followed, e.g. when publishing data

» Difficult to integrate commercial hardware
» Remote access for too many developers

and experts is a nightmare

re

GO ng[e |samf|:|x site:cern.ch

Weh

oocy WHAT ANDWHEN TO UPLOAD [N MTE

File Farmat: Microsoft Woard - Yiew as HTML

... icon of http:#sm18-operation. web.cern. chfsm18-operation [ sm1E
MTF page gets open, enter login 'sm18op’ and password ‘'samfox’.
wewnw. Cern. chism18-public/sss/procedure AWHAT  Se20VWYHEM %020 &%
20UPLOAD%20IMNY%20MTF %20f0r%20 5355 doc - Similar pages

PP Slide

File Format: Microsoft Powerpoint - YWiew as HTWL

"samfox". if some people. Have forgot. MTF my custom repart. My
custom report. For dipole. Far S35, MTF my custom report. Magne
wewnw. Cern. chism18-public/presentation/Presentation %20 Starting %z

mLs] Sheet

File Format: Microsoft Excel - Yiew as HTML

70, =m18op, password - samfox. Click access equipt data. Type h
and select assemblies only in type. Mow click search, ...

wewnw. Cern. chism18-public/dipole/procedure/SM18%20made %20 eas
20for%200ipole. xls - Similar pages
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» ...development of
hardware & application

» ...testing & deployment
» ...operation
» ...maintenance & bug fixing

configur
integration fr

However, __
> Lack of proper test benches which are, 100% eallstlc & ( ﬂ‘ Il aspects

!! are nt Lif 85 1 B Culture
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Make security an objective
» Get management buy-in (security has a cost — successful attacks, too

== o

N

=

Bring together control & IT experts: | .
» Win mutual trust :
» Gain synergy effects

Train users and raise awareness

Secure coding far Java 24-Mov-09 to 24-Mow-09 1 day
Secure coding far PHP 28-Mov-09 to 25-Mow-09 1 day
. Secure coding for Perl 268-Mow-09 to 26-Mov-09 4 hours
However L Secure cading for Python 26-Mow-08 to 26-Mov-08 4 hours
e . Becure coding for Web Applications and Web Services  23-Mov-09to 23-Mow-09 1 day
> leflCUlt tO get buy-ln When Secure coding in CIC++ to be scheduled 1 day

developers & management are under pressure
» Old (negative) feelings and perceptions difficult to eradicate
» Duplication of services part of the “academic freedom”
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Manufacturers and vendors are part of the solution !
» Security demands must be included into orders and call for tenders

Cyber Security Procurement Language for

“Procurement Language” document Control Systems
» “.. collective buying power to help ensure | | |
that security is integrated into oators: ek Copdlne, Edwera Cors, Dol pars,Joy L,

Will Pelgrin, May Permann, Heather Rohrbaugh

SCADA systems.”

June 2007

However:
> Th|S W|” Increase the V[S[ble COStS INL Critical Infr;&;;lrlL:}chlf]r"eSIIJlr;:;ifjng:;ul:{gmhence Center
» Who takes the responsibility ?

» Manufacturers not always prepared _—
to handle SUCh demands IdahaNatﬁ:?Ll‘;abnratow

U_5. Department of Hoemeland Security, Mational Cyber Security Division
» What if no vendor will/can deliver ?

Under DOE ldaho Operations Office Contract DE-ACOT-051014517

http://www.msisac.org/scada @]
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& eBay - New & used electronics, cars, apparel, collectibles, sporting goods & more at low prices - Windows Internet Explorer I.Elﬂli_hj
QUYF&Y ‘*‘f|n||acu D |
r-\ >
0 qaf | & eBay - New & used electronics, cars, apparel, coll... e Ej ~ =y w |:ok Page v {0 Tools =
] uy Sell My eBay Community Help m
& Welcome! Sign in or register. @@ Live help | Site Map
All Categories ed Search l
Categories ¥ | Motors | Stores Resolution Corter -

/Quiz: Which link leads to www.ebay.com ? \

» http://www.ebay.com\cgi-bin\login?ds=1%204324@%31%33%37
%2€%31%33%38%2€%31%33%37%2€%31%37%37/p?uh3f223d

» http://www.ebay.com/ws/eBayISAPI.dII?Signin

» http://scgi.ebay.com/ws/eBaylSAPI.dlII?RegisterEnterInfo&siteid=0&
co_partnerid=2&usage=0&ru=http%3A%2F%2Fwww.ebay.com&rafld=0
&encRafld=default

(http://secure-ebay.com /
&y




