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Control systems are now routinely connected with enterprise networks and even wide area networks, open-
ing their components to a large array of cyber security threats. Facing threats on such a large scale can
now longer solely be done through ad-hoc incident response and post-mortem activities. Defense in depth
strategies are being widely adopted and advocated through emerging control systems specific cyber security
standards [1]. With these strategies comes the need to accurately prioritise risks and manage system assets,
in order to implement measured, tailored security restrictions and automatically assess damages to provide
efficient and precise incident response. Eventually, an organization must be able to measure incidents trends
and evaluate business impact to feed constant security policy reviews. CERN has implemented a control de-
vice cyber security test bench, entitled TOCSSiC [2], updated to provide standards-compliant measurements.
Such measurements can be employed to automatically evaluate device vulnerabilities and security policy com-
pliance.
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