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Introduction

o Study carried in the context of LHCb RICH sub-detectors Upgrade Program.

o Old photodetection system with Hybrid Photomultiplier-Detection tubes (HPD) replaced
by new one based on Multi-anode Photomultiplier Tubes (MaPMT).

o New readout electronics is embedded in metallic structure making up the elementary
cell, design to run at a trigger rate of 40 MHz.

o Harsh environment induced by beams head-on collisions and the resulting particles
interacting with materials from LHCb detector.

o RICH radiation environment in case of 50 1/fb equivalent: 200 krad TID; 3 x 1012 for 1
MeV neq [cm™#]; 1.2 x 10*# for hadrons >20 MeV [ecm™2].




Introduction

o Radiation-induce hardware & software failure in electronics device rise
reliability issues.

o Changes in FPGA configuration memory modify the device functionality.
o Soft Errors Mitigation (SEM IP) Core from Xilinx.
o Device Under Test: XC7K70T-FBG484C6 KINTEX-7
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FPGA configuration memory

Bitfile header

o Xilinx 7 series SRAM based FPGA built-in memory types: o
configuration memory (CRAM), block memory (BRAM); distributed

memory; flip-flops.

o The design is loaded into device CRAM which is: arranged in
frames, protected by error correction code (ECC) and cyclic
redundancy check (CRC).

o Every frame consists on 101 configuration words of 32 bits each.
o A frame is the smallest addressable segments of FFGA CRAM

Frame Address Register

FDRI: Word_Count

Write FDRI register

Configuration bitstream

CRAM Frames

» FPGA design is compiled into bitstream with fixed length made
up of configuration commands and configuration bits stored in
CRAM.

= Design circuitry changes if one or more essential bits are flipped.
Prioritized

= XILINX essential bits technology embeds an algorithm for B b
identifying the configuration bits essential to FPGA design.

= User can do a priority-filter of the design essential bits.
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FPGA configuration memory ... . .iesets)
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[% il SEM IP Core

= SEM IP Core it is a free and pre-verified XILINX solution for automatic detection,
correction and classification of the bits upsets in FPGA CRAM.

= Configurable to run in three modes Repair, Enhanced-Repair and Replaced.

= When SEM IP is set to idle, we “inject” errors by SEU simulated events into CRAM
memory.

= FPGA has built-in memory bits as internal device control registers as well as state
elements which are reserved and not addressable by SEM IP.

= Single-Event Functional Interrupt (SEFI) can not be mitigated by SEM IP Core.

SEM IP Core in repair mode performance specification for the XC7K70T FPGA:

 start-up latency 110 ms, error detection latency 5.9 ms, error correction latency around
1 ms for 1 bit correctable in a memory frame.

« FPGA resources: 41000 x LUTs, 82000 x FFs, 270 x BRAM18 /135 x BRAM36
« SEM IP resource utilization: 849 x LUTSs, 682 x FFs, 3 x BRAM18 and 3 x BRAM36.

XILINX SEM IP core:
= www.xilinx.com/products/intellectual-property/sem.html#documentation
= www.xilinx.com/products/intellectual-property/sem.html#overview



http://www.xilinx.com/products/intellectual-property/sem.html
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Test bench for KINTEX-7 FPGA
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Complete test bench developed for DUT radiation
hardness qualification.

Extensive study on SEM IP Core mitigation efficiency.

Python script developed to decode and determine the
address of each essential bit of the FPGA design.

SEU injection J
Select the serial port:
% comis =l o
238113
H38113 001900694 1 ~ | Nikne o
) SC 00 110:50:50 AM
si C0019D0695 1>0 &
ize ate
xR PROGRAM FPGA
H 56147 C0019D06%8 051 {Fri, Jun 17, 2016
C0019D0657 SC 00
index 1> N CO019DF86C
38814 COu1900008 §£ Jicronots Windows (Vezsion 10.0.10586] ~
(e) 2015 ALl rights
Errors occured | 001900639 >0
[702 C0019D06OA SC02 C:\Xilinx\14.7\LabTools>settings6d && impact -batch
0> lsem_0_example. txt
C0019D0698 Release 14.7 - iMPACT P.20131013 (nt64d)
Error  PROG OK Saving dat Copyright (c) 1995-2013 Xilinx, Inc. All rights
® .05 OK Saving data T [Eopy
[Preference Table
C0019D06ID st Sattiny
Auto,
START i Autosignacure False
C0019DOGSF Reapsvy False
False
C0019D06AB UseHighz False
Sl stop
CO019D0BAS i
DATA SENDED CO019D0BAA
|I0IN C0019DF6600 C0019D0BAB
CMD SEM C
|
|N CO019DF66D 00190681 PRI S e
& lied
STATE CHANGE <
Report String State Nome C0019D06B3 :::.:'"‘" SR
SCoo e
sCo1 f alization C0019D06B4 [Connecting to cable (Usb Port - USB21).
sco2 Observation [Checking cable driver.
5008 (oo C0019D06BS Driver file xusb_xp2.sys found.
scos Chssification F Driver version: src=2301, desz=2301.
10 iection C0019D0686 Driver windrvré.sys version = 10.2.1.0. WinDriver v10.21
(e) 1997 - 2010 Build Date: Aug 31 2010 xB6_64
SC1F Fatal Error C0019D06B7 |Jungo ¢
|64bit SYS
Report String e w::::,m,‘m 1 co019D0688 [14:14:44, version = 1021.
Cable PID = 0008.
7coo Correctable, Non Essential
#C20 Uncorectable, Non-Essential C0019D06B3 Max current requested during enumeravion is 300 mA_
Fca0 Correctable, Essential - ffype = 0x0005.
Fc60 Uncorrectable, Essential C0019D06BA Cable Type = 3, Revision = 0
3 Setting cable speed to § MHz_
C0019D06BE Cable connection established.
1 [Firmware version = 2401.
OO DTse File version of C:/Xilinx/14.7/LabTecls/LabTools/data/
! DOGE! pusb_xp2 .hex = 2401.
s B [Firmware hex file version = 2401. ~
C0019DOGBE v

GUI developed for SEM IP control and CRAM errors

injection
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(July 2015) Louvain Belgium (UCL), (June 2016) (August 2016)




e e

esults

=  Offline tests with only SEM IP core instantiated in SEM IP Core vs CRAM occupancy

repair mode. Bitstream length | 24090592

= Errors injected one at a time, test bench has run 2 weeks | 15t3] config. bits | 18884576
continuously.

= Test bench for irradiation: FPGA power supplied over 5m
cable and programmed through JTAG using 3m of cable.

» TEST REPORT: 11 bits caused JTAG crash, 26 bits led to FPGA power consumption
increasing, only 50% of SEM IP essential bits were correctable.

= |f bit correction failed then blind scrubbing procedure was launched.
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Results

Core & BRAM power consumption FPGA core and BRAM power consumption
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Conclusions

= SEM IP Core was proven a useful solution to investigate the reliability and
behavior of an FPGA design when CRAM bits are changed.

= Mismatch in FPGA logic resources, because of a error in CRAM, can rise up the
device power consumption.

= Once instantiated into FPGA design, the SEM IP core feedback helps to
distinguish among various effects induced by radiation.

= |rradiation tests performed on our DUT rely on SEM IP mitigation and scrubbing
capability.

= |n the rad-hard tests different particle species has been used such as proton and ion
cocktail.

= Result highlighted that SEM IP mitigation efficiency is overcome when the beam
flux is higher than 103 ions/ cm? /s and the efficiency become even lower if ions
have high stopping power (LET).

= For accelerated irradiation tests, where the beam has high flux, it is recommended
to use an external scrubbing solution.

(o)
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Irradiation facilities

** Heavy ions:

0 160 at 126 MeV (LET=2.85 MeV * cm?/mg) and 1°F at 118 MeV (LET=3.67
MeV * cm?/mg) at SIRAD facility served by a 14 MV TANDEM accelerator
from Legnaro National Laboratories, in Italy; (July 2015)

0 Heavy lon Facility at Cyclotron Resource Center at Louvain-la-Neuve,
Universite Catholique de Louvain Belgium (UCL), the following ions were
used (June 2016):

O

O

O
O

/

** Protons:

13C at 131 MeV (LET=1.3 MeV * cm? /mg);
22Ne at 238 MeV (LET=3.3 MeV * cm?/mg);
“0Ar at 379 MeV (LET=10 MeV * cm?/mg);

>8Nj at 582 MeV (LET=20.4 MeV * cm?2/mg);
83Kr at 769 MeV (LET=32.4 MeV * cm?/mg);

O Paul Scherrer Institute (at PIF) using 200 MeV protons (LET of 0.0036
MeV * cm?/mg); (August 2016)
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SEFI

FPGA core and BRAM power consumption
(Florine A=19 Beam at 118 MeV)
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SEM IP Core control Help

STOP VI

Select the serial port:

% com =l STOR
SEM 1P C

Data sent st

control commands

Write/Read

0

SEM IP Core Report decoding

STATE CHANGE
| Report String State Name
SC00 | 1dle
SCOo1 Initialization
sco2 | Observation
SC04 Carrection
scos ! Classification
SC 10 Injection
SC 1F | Fatal Error
e FLAG CHANGE =~~~
___ReportString | Condition Name
FC 00 ] Carrectable, Non-Essential
FC 20 | Uncorrectable, Non-Essential
FC 40 | Carrectable, Essential
FC 60 | Uncorrectable, Essential

CRAM status

l -
SC 0O

I>R00 * T

X7_SEM_V3_ 6

SC 01

FS 09

ICAP OK

RDBK OK

INIT OK

SC 02

o>\ = T

SC 00

I>0 = -
sSC o2
O>1 % -

SC 00

I> N COO000C640 &——r—9

SC 10
SC 00
I>0 = '

SC 02
O>
SC04 = T

*

SED OK
PA 0000000C
LA 0000000CH _

WD 32 BT 004 1
COR

WD 32 BT 00

END

FC 00
SC 08

FC404 ~ 1
SC 02

O>=

SEM IP initialization

SEM IP in IDLE mode
SEM IP in OBSERVATION mode

SEM IP in IDLE mode

Error injection
SEM IP in OBSERVATION mode

Error correction

Error address (frame no.; word no.; bit no.)

Error classification/ correctable essential

SEM IP in OBSERVATION mode
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file_3

File Edit Search View Encoding Language Settings Macro Run Plugins Window ?

HEHREHB s ahipe|ahl x| B85 ERENEEDNEE

=] o B 3] Ecion, stihem 3] Fie Edit Search View Encoding language Settings Macro Run Plugins Window X

— : = cHEHE e 4R agl2x BRI EIEREENEEB

1 Xilinx ASCII Bitstream (& - — — ——

2 Created by Bitstream P.49d [E] flle 2 & 1l mecton_st22seme £ |

3 Design name: sr132SEM routed.ncd;HW_TIMEO — 1 #Line 58: Write FDRI command detected. =

i : i - - . 2 #Line 59:_Word count: 752248 =

4 Architecture: kintex7  proc b =pad- 1 o)

5 Part: 7k70tfbg484 [ Fle £t Search View Encoding Langusge Setings Macro Fun Plgins Window ? i fls..inetGi:blrlzni?ei&? cfg word 00000000010010000000000000000000 :: 00480000

6 Date: Tue Feb 23 09:45:52 2016 ) = 0 5 2| BRI EEE | [ ZoEarh L oae c1sting

: S SRoBiihs OHR s B4 BEIAC|inE| 2 ERI=IEIEHEEDEE 5 000000073 Frame 0;Word 3;1-Bit @ 19

& 11111111111111111111111111111111] _____[Tmemr) [CR00000076: Erame 0;Word 371-Rit €22

;‘ T EEEE T EEEE IR EE R EE e 28 00110000000000010010000000000001 30012001  PKType: 1; Write; Reg. CORO (01001); WCount=l 7 1End 1-bit listing

00000010000000000011111111100101  02003FES  Cmd Word 1 N = N I

10 111111213133221332131231213133331312132171 00110000000000011100000000000001 3001C001 PkType: 1; Write; Reg. COR1 (01110); WCount=1 ; f;tnetsz.bNZnizeio Cfg word 00000000010010000000000000000000 :: 00480000

= Crd Word 1 !start 1-bit listing
11 111Eiﬂﬁﬁﬂﬁﬁﬂﬁiﬂﬂﬁﬂ 00110000000000011000000000000001 30018001  PKType: 1; Write; Reg. IDCODE (01100); WCount=1 10 000000373 Frame 0;Word 27;1-Bit @ 19

2 00000011011001000111000010010011 03647093 Cmd Word 1 = = .
1; 3 i e B i i b B b M e e s B D OD11D’JODDL\DGDOODlQDOQQOQDOOOfggf— 30008001 Fugy::rdl; Write; Reg. CMD (00100); WCount=1 j;; fgzgoggzzs lfz:xf[elgo'word 27'1_B1t @ 22 f
14 11111111111111111111111111111111 001 PiType: 1; NOOP 13 #Line 110: Non-zero cfg word 00000000000000000000000000000101 :: 00000005

15 11111111111111111111111111111111 00110000000000001100000000000001  3000C001  PkType: 1; Write; Reg. MASK (00110): WCount=1 14 1Start 1-bit listing

~ 01000000000000000000010000000001 40000401 Cmd Word 1 it 0
16 00000000000000000000000010111011 00110000000000001010000000000001 3000001  PKType: 1; Write; Reg. CTLO (00101); WCount=1 15 C000000640 Frame 0;Word 50;1-Bit @ 0

17 00010001001000100000000001000100 01000000000000000000010000000001 40000401 Cmd Word 1 16 €000000642 Frame 0;Word 50;1-Bit @ 2
18 111111111211112111121112111111121111 00110000000000001100000000000001 3000C001 m;’:e:dl; Write; Reg. MASK (00110); WCount=1 17 1End 1-bit listing
ox E

19 11111111111111111111111111111111 00110000000000110000000000000001 30030001  PKType: 1; Write; Reg. CTL1 (11000); WCount=1 18 #Line 112: Non-zero cfg word 00000000010010000000000000000000 :: 00480000
20 10101010100110010101010101100110 19 !start 1-bit listing ;
21 00100000000000000000000000000000 B 20 C000000693 Frame 0;Word 52;1-Bit @ 19
22 00110000000000100010000000000001 001, g; ?2030202?5 lFri‘f‘e 0;Word 52;1-Bit € 22
23 00000000000000000000000000000000 gay e "o - -pLt.isting
24 00110000000000100000000000000001 gg; I fi f:t:it51fl;i§o?;:iii cfg word 00000000000000000001110011100111 :: 00001CE7
25 00000000000000000000000000000000 001 Z: (‘:000004640 Peame 4?Word S 0 - R

e 001 000000 < ’ 7 L=
2: 00110000000000001000000000000001 00110000000000000010000000000001 30002001 ; Reg. FAR (00001); WCount=1 26 £000004641 Frame 4:Word S50:1-Bit @ 1 Error InJeCtlon address
27 00000000000000000000000000000000 27 'C000004642 Frame 4;Word 50;1-Bit >

28 00100000000000000000000000000000 00110000000000001000000000000001 30008001  PkType: 1; Write; Reg. CMD (00100); WCount=l

e
@
@
1 28 000004645 Frame 4;Word 50;1-Bit @ 5
29 00110000000000001000000000000001 001 uuuf Socoin ;.::iy::fdli NOOP |l 2¢ 000004646 Frame 4;Word 50;1-Bit @ 6
30 00000000000000000000000000000111 00114 1 PkType: 1; Write; Reg. FDRI (00010); WCount=0 30 C©000004647 Frame 4;Word 50;1-Bit @ 7
31 00100000000000000000000000000000 920 T T T R e gy T 31 C00000464A Frame 4;Word 50;1-Bit @ 10
32 00100000000000000000000000000000 Cnd Word 2 32 C00000464B Frame 4;Word 50;1-Bit @ 11
33 00110000000000100110000000000001 Cud ¥ord 3 33 C00000464C Frame 4;Word 50;1-Bit @ 12
34 00000000000000000000000000000000 s S . 34 !End 1-bit listing
35 00110000000000010010000000000001 Cnd Word 6 Conflg. Words Il 35 #Line 540: Non-zero cfg word 00000000000000000000000010000000 :: 00000080 |
36 00000010000000000011111111100101 gl Hord 7 36 !start 1-bit listing = N
37 00110000000000011100000000000001 Cnd Word 8 el i 8
e Iength25596490hnes752339LnECuI33 5-=|-:-0E0 o [Normaltestfle _ tength: 3857785 _ines: a4145 Ln:1 Col:25 Sel:0[0 Dos\Windows _UTFS s ]
Cmd Word 12
FPGA configuration ety : ial bi '
8 N ' Essential bits address calculation
Normal text file length : 44306522 lines : 752832 Ln:59 Col:72 Sel:0|0 Dos\Windows UTF-8 INS

file with the
bitstream in ASCII FPGA configuration file decoded

and prepared for frames extraction

e A script was developed in Python to automatically decode and
python” determine the address of each essential bit.
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