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ICYMI
• Singularity: portability of environments.  A container solution 

originally focused on being HPC-friendly. 

• http://singularity.lbl.gov/ 

• I’ve been working to adopt this as a potential solution for isolation. 

• As a happy side-effect, this allows one to run a payload in a 
container. 

• Does not provide traceability.  No user certificates needed. 

• Does not preclude us from implementing traceability at the 
VO-level.

http://singularity.lbl.gov/


Singularity
• Currently at version 2.2.  Added support for: 

• User-specified bind mounts. 

• /cvmfs as a bind mount. 

• Directory-as-an-image (meaning you can use CernVM as your 
image; /cvmfs/cernvm-prod.cern.ch). 

• The -C/--containall flag provides the sort of isolation we are 
looking for. 

• Pulling from Docker Hub (many improvements planned for this for 2.3). 

• Upshot: Singularity 2.2 has the features we need to replace glexec.



Deployments
• As Singularity is meant to be a “HPC-friendly” container solution, we’re starting to see this at large 

sites: 

• GSI (300k cores).  GSI “Greencube”. 

• TACC (466k cores) 

• SDSC (60k cores) 

• Purdue (100k cores) 

• NIH (54k cores) 

• UChicago (25k cores) 

• Nebraska (30k cores) 

• “Deployed cores” is a silly and contrived metric; however, using that metric, Singularity may 
already be ahead of glexec! 

• More important than cores, I hope this is indicative of the fact this software is site-friendly.



Isolation and Portable 
Environments

• Isolation via Linux kernel namespaces prevents the payload from seeing any pilot 
directories (e.g., seeing pilot credentials / modifying log files), processes outside 
the payload (other payloads, the pilot), or shared directories ($HOME is very 
dangerous!). 

• Unlike Docker, this is a single executable: no separate daemon.  Unlike 
glexec, no UID switching.  Make your batch system admin happy! 

• Portable environments allows the pilot to select the OS environment for the 
payload, independent of the host OS. 

• This is a path for running RHEL6-only jobs on a RHEL7 host.  Very relevant to 
CMS: our RHEL6 binaries are not compatible with RHEL7 due to glibc issues. 

• This may be a very big “carrot” for adoption: in addition to security (using 
isolation, something that physicists sometimes lack excitement for), I view this 
as a concrete new feature.



Using Singularity
• Integrating singularity with your pilot should be 

straightforward: 

• becomes: 

• In reality, a few more arguments are needed to setup 
mapped directories inside pilot.  As there’s no UID 
switching, the overall integration is relatively simple.

jobWrapper.sh arg1 arg2

singularity exec /cvmfs/cernvm-prod.cern.ch/cvm3 \  
jobWrapper.sh arg1 arg2

http://cernvm-prod.cern.ch/cvm3


Integration with other 
systems

• HTCondor 8.6.0 will contain preliminary support for Singularity: 

• Will invoke the setuid binary when configured by the sysadmin.  Should work within a 
pilot. 

• Flexible configuration - can either isolate all jobs, or only when OS portability is 
needed. 

• OSG VO is working to: 

• Allow payloads to match & run inside a RHEL6 container only on RHEL7 hosts. 

• Provide isolation between LIGO payloads. 

• Both can be done in HTCondor 8.6.0, but we want to use this in prior versions. 

• SLURM plugin will be available in Singularity 2.3.0.  Allows user to specify an image 
directly from their submit script.  Notable in that it does not require setuid executable 
on the worker node (as the batch system runs as root).



OSG Plans
• OSG is working on a few plans for Singularity: 

• Get this approved as “tech preview” for the December release. 

• Work with a few sites that already have it installed (or are willing 
to install a tech preview) to make sure it is functional for us.  
Have OSG VO(s) test it “in the wild” with their jobs, including 
CMS. 

• Add official support during ~June 2017’s OSG 3.4 release.  
Have it ship in EPEL but we will depend on the RPM for our 
meta-packages. 

• Drop glexec support in the same timeframe (if agreed to by 
stakeholders).



Proposal
• Strawman: 

• Declare a preliminary interest in this WG to adopt singularity as the next-generation isolation tool 
for the WLCG.  Start the technical work along these lines! 

• Traceability will continue to be handled by the VOs (or glexec). 

• Get singularity updated to 2.2 in EPEL. 

• Deploy singularity at the CERN HTCondor instance. 

• (Implies we first determine what is needed on the CERN security side!) 

• This provides plenty of exposure for all LHC VOs.  They can attempt to add singularity 
support to their pilot framework. 

• Could this occur in the next two months? 

• Upgrade from “preliminary interest” to “selected tool” by end of Q1. 

• In the timeframe of Run3+, we may not need WLCG “blessing” as RHEL8’s kernel may be sufficiently 
new to not require setuid for singularity.


