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INTRODUCTION

Large Hadron Collider (LHC) Compact Muon Solen0|d (CMS)
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ARCHITECTURE

Detector Control System composed of 6 major components

= CMS ECAL DCS Supervisor = Barrel/Endcaps Low Voltage
= Preshower Control and Monitoring = Barrel/Endcaps Bias Voltage
= Barrel/Endcaps Safety System = Precision Temperature Monitoring

and several extensions (few examples below):

= |LHC Status =
= Magnet Status =

Racks Status = Humidity monitoring

Cooling parameters = Laser parameters

S Control and Monitorin

. umber _
The DCS in 1 Low Voltage Bias Voltage Temperature Humidity External
_ channels channels Sensors Sensors parameters
Barrel / Endcaps 860 1240 908 164 > 1000
200 | 192 | 216 | 16
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ARCHITECTURE

Environment temperature sensors
Water leak sensors

Connection to readout units

Low Voltage racks water leak sensors

Low Voltage crates water cooling flow meters

PLC-based Safety Systems

Barrel/Endcaps

CMS Magnet Control System (MCS)

Environment temperature sensors
Thermal shield temperature sensors
Cooling temperature sensors

Heating temperature sensors

Humidity sensors

INPUTS
dual redundant —|_ | CFases )
—E»I Barrel / Endcaps Cooling PLC |

Ll CMS Safety System (DSS)

Preshower Cooling PLC
Preshower :
two independent )
— non-redundant Preshower
PL Low Voltage/Bias Voltage
crates

INTERLOCKS J
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SOFTWARE

 Developed with the SIEMENS WinCC Open Architecture control system toolkit
O Extensive use of CERN Joint COntrols Project (JCOP) and CMS DCS frameworks
 Two-level role-based access control: operator / expert

O Integrated to the CMS DCS through a Finite State Machine mechanism

O Automatic health checks constantly running to ensure data and system integrity
O Use of central databases for configuration parameters and conditions archiving

O Software redundancy:
= All field buses (CAN, Modbus-RTU, etc) converted to Ethernet to allow multiple clients
= Components distributed among three servers to balance the software load

= Three additional servers run a replica of the software as hot standby

=  Automatic transition to the hot standby system upon failures or unavailability of the primary set
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PROTECTIVE

AND SAFETY

ACTI O N S 1 Protective actions performed by the control system software are NOT safety actions!
L Controlled shutdown of partitions, prior to safety actions at the hardware level
L Hardwired failsafe interlocks and heartbeat monitoring across major systems

A 5-layer protection system ensures the detector and infrastructure integrity:

* DCS shifter / DCS operator / DCS expert

* ECAL * ECAL
Control > Safety —3> L3 Safety
g System \ System System
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Safety System




SUPPORT
AND
MAINTENANCE

O CMS ECAL DCS two-level (operator / expert) 24/7 on-call service

O Alerts to the CMS shifter and notifications via e-mail/SMS to all relevant experts

L Support ]

O Agile methodology (JIRA) for logging and tracking issues

\ O In-line with the CMS DCS development, current hardware technologies and software platforms

nce

[ Periodic verification of hardwired interlocks and infrastructure conditions

0 Three test areas for software and hardware validation prior to deployment into production

L Major changes, bug fixes and improvements deployed during LHC technical stops and shutdowns

l Maintena
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UPGRADE

PLANS Targeting the LHC Phase Il Upgrade - foreseen for ~2024

Barrel / Endcaps:

L Evaluation of the latest generation of SIEMENS PLCs to replace the existing system

L Evaluation of humidity sensors and readout electronics to replace the existing system

O Standardization of temperature sensors and readout electronics

L Redundant power distribution including a local UPS system

O Further integration of DCS services to the PLC system

O Improve self diagnosis and error handling at the PLC level

Evaluation setups

CHEP 2018 CMS ECAL DCS Diogo Di Calafiori 09.07.2018 10



UPGRADE

PLANS

Example: Standardization of NTC sensors readout and direct integration to the PLC system

7 ]
- : G
: 7 . !:. BN "'." :
32-channel NTC sensors 32-channel NTC sensors 64-channel NTC sensors readout
readout units (ESS) readout electronics (PTM) (figure shows a 32-channel prototype)
e Direct connection to PLC e Connection to DCS server e Direct connection to PLC
e Custom protocol e CAN protocol e Ethernet (TCP/IP or Modbus-TCP)
* RS-435 e CAN - Ethernet (converter)  Private Safety Network
* Obsolete microcontrollers * Obsolete readout electronics * Long term supported microcontrollers
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SUMMARY

O The CMS ECAL DCS is a very heterogeneous and complex system

O All hardware interfaces converted to Ethernet to allow software redundancy

O Constant work towards optimization and reduction of maintenance efforts

 Standardization and preferable use of industrial devices on the next system generation

L Ongoing evaluation of hardware solutions for the DCS upgrade during the LHC Phase Il Upgrade

O Contributes to the high level of availability of the CMS experiment
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