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ELIXIR connects national
bioinformatics centres and
EMBL-EBI into a sustainable
European infrastructure for
biological research data

[medicine ]

[ agriculture ]

[bioindustries ] ELIXIR underpins
life science

research — across

academia and

industry
EIM

[environment ]




ELIXIR AAIl history — where we are now

e Use case gathering -- Autumn 2014

* Requirements and design — Spring 2015
e Deployment starts -- Autumn 2015

e First release -- Autumn 2016

* Until that ELIXIR AAl in pilot status

* Key components up and running already

* Today

- Key components are in production
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The stack

Human data Rare disease Marine Plant
community community community community etc
ELIXIR (ELIXIR AAI)

e-infrastructure AAIS (EGI Check-In, GEANT eduTeams, EUDAT B2ACCESS)

Federations (eduGAIN)

Google, ORCID...

Network (GEANT)
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Design of ELIXIR AAI
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ELIXIR AAI design ok prgress
Completed

Relying services

ELIXIR AAI

o
~

ELIXIR .
_ .| Bona fide management
Directory

S e T

External authentication
(e-infrastructures)
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ELIXIR AAI design

Relying services

Nata archive

EGA elLearning wiki
Cloud Intranet
!
Credential
translation
Step-up
AuthN

i

ELIXIR Proxy IdP

"

ELIXIR Proxy IdP

- User has one ELIXIR identity

- User can authenticate using
external identities

- Proxy IdP consolidates the IDs
- Acts as SAML IdP or OIDC IdP

for Relying services

'\ -

eduGAIN IdPs

Common IdPs (e-infrastructures

External authentication

)
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ELIXIR identity

Relying services

EGA | | wiki

Cloud Intranet Data archive

t i 1

tommi@elixir-europe.org
3dfafhif39f19fhg... 1fh1fh@elixir-europe.org
(ELIXIR ID)

I

nyronen@csc.fi | | tommioffinland@google | | 0000-0002-3634-375
(eduGAIN) (Google ID) 6 (ORCID)

ELIXIR AAl

External authentication
(e-infrastructures)

EIM
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ELIXIR AAI design

Relying services

EGA elLearning wiki

Cloud Intranet Data archive
| L
Credential Step-up Authentication
translation 1. User authenticates weakly
using external authentication

iﬁﬁﬁp%( 2. User authenticates with second

r factor
ELIXIR Proxy IdP - Surfnet’s stepup component

\ External authentication

eduGAIN IdPs Common IdPs (e-infrastructures)
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ELIXIR AAI design

Relying services

EGA elLearning wiki

Cloud Intranet I = !
T Credential translation
Credential | | — - ELIXIR Proxy IdP is web
ranseton | - Some services are non-web
- SSH access to an laaS VM
Step-up d . . .
AuthN N - Triggering file transfer
i - X.509 (ClLogon/RCAuth.eu)
ELIXIR Proxy IdP J - SSH pUbIIC key
~—_| - Kerberos

eduGAIN IdPs Common IdPs T (edinfrastructures)

EIM



ELIXIR AAI design

Relying services

EGA elLearning wiki

Cloud Intranet Data archive
T ) ‘ ELIXIR AAI
Credential
Group management (Perun) Dataset authorisation
management
- Users can manage groups °
- Add/remove/invite Group/role management
memberS ~——{ Bona fide management
- Custom application forms
etc pp - Attribute self-management

- Access to services can rely External authentication
on group memberships and :l (e-infrastructures)

attributes P(‘
elixir



ELIXIR AAI design

EGA elLearning

wiki

Cloud Intranet

Data archive

Bona Fide researchers

- Anyone can have ELIXIR ID

- Bona Fide researcher: a
member of bioinformatics
community with certain basic

privileges

- For instance: access to a
registered access beacon

Relying services

ELIXIR AAl

Dataset authorisation
management

Group/role management

ona fide management

Attribute self-management

eduGAIN IdPs

Common IdPs

External authentication
(e-infrastructures)

EIM
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ELIXIR AAI design

EGA elLearning wiki

Cloud Intranet Data archive

T

Credential
tranglation

Dataset authorisation
management (REMS)

- Sensitive human data

- Data access application

needed

N
:

Relying services

ELIXIR AAI

Dataset authorisation
management

Group/role management

Bona fide management

/

Attribute self-management

eduGAIN IdPs

Common IdPs

External authentication
(e-infrastructures)
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Use case:
ELIXIR Beacon
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Beacon — registered access

How many samples you

have with A in position | have 123/500

: 1234567 in Beacon
Bona fide
chromosome 2?
researchers
ELIXIR
W Beacon | have 234/500
Proxy IdP | attributes network Beacon
have 345/500
Log-in
_ Beacon

bona fide
researcher

* ELIXIR AAl keep record on bona fide researchers

 ELIXIR AAI use OAuth2/OpenID Connect to deliver the bona
fide attribute to the Beacon network & beacons

&)
e Each beacon enforce access control EIM



Use case:
Sensitive human data
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( GA4GH )

f ] .
: High d
E:5/G: ﬁ Gitvor | encrypled cata
3 transfer

Sequencing
centers

*

Data Generation Data ArChiving Secure data access remote API

European Nucleotide Archive GridFTP/Globus/A
spera

Supporting
sample logistics Enforcing the access rights in
- )| the data center

5 - the user launches a VM

- the user has read access to the
local replica if the DAC has

r- granted access to him
I Managing Access

~

Data Owner aaad ..
Data Access Agreement\/ i Brlnglng users

Data Access Committee

Data Request tO data

Authorization Management Tools
(EGA and CSC REMS )

- © ﬁL

cscC

Secure Compute




Thank you
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