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Ooops, yvour files have been encrypted!

YVi'hat Happened to My Computer?
Your pnportant fles are encrypted.

' Many of your docurnents, photos, wdeos, databases and other files are no longer accessible
because they have been encrypted. Maybe yvou are busy looling for a way to recover your
files, but do not waste your time., Mobody can recover yvour fles wathout our decryrphion
service,

h | — 5T =
Fayment will be raised on B Can T Recover My Files?
SMM2Z01T 165006 Sure. We guarantee that you can recover all your files safely and easilly. But you have not so
enough tumne.
You can decryvpt some of your files for free. Try now by chckang <Decrypt>
Bt if you weant to decrypt all vour files, you need to pay.
Yo only hawe 3 days to subrmt the payment. After that the price wall be doubled.
Alzo, if wou don't pay m 7 days, you won't he able to recower your files forewver.
We will have free events for users who are so poor that they couldn't pay i 6 months.

Your files will be lost on

How Do I Pay?

Payment 1z accepted in Bitcoin only. For more mformation, chck <About bibc oins=,

Please check the cwrrent price of Bitcoin and buy some bibcoins, For more information, chek
=Howr to buy bitcoms™>

And send the correct arnount to the address specified in thas wandeosss

A fter yvour payvment, click <Check Payment™. Best tirme to checle 9:00am - 11:00am GMT
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SAMNZ0TF 16510106

Time Lefit

Send $300 worth of bitcoin to this address:

1185pTUMMnNgoj1pMvkpHijcRAFINXSL LA
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Consequences Karen White (ORNL)

* Unauthorized access or actions can
be malicious or unintentional

* In either case, the impact can be far
reaching

— Damage to equipment or facility
— Loss of data
— Operational downtime

— Institutional embarrassment, loss of
confidence from funding authority or
management

— Disciplinary actions (will someone be
fired for this?)

es untifurther 10
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Aﬁ‘; IT security coordination o
group 7
Definition

* The IT security coordination group at ALBA is a
consultancy Inter-section group in the Computing

Division Sergi Blanch &

Objectives . .

« Afford cybersecurity from a multidisciplinary point of view Se rg 10 V icente (A L BA)

* Avoid collisions among different section interests.

* Propose the measures to be deployed to the section
heads in the Computing Division

Sergicicente & Sargi Blanch Rethinking Institution Security Approach 0EMO2017
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Governance for Software Security -

Denis Paulic (ESS)
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= |ECe&1511: 2016
- Part 1, Clause 8.2.4,

= A security risk assessment shall be carried out to identify the security wulnerabilities of
the 515, It shall result in:
— A dagcription of devices covered by this assassment (515, BPCS, any device connectad to S15)
— A dascription of Identified threats that could explolt vulnerabdbties and result in security events

— A description of potential consequences resulting from security events and Bkallhood of these
events occurring.

= Consideration of variows phasas, such as design, implementation, commissioning, operation,
angd maintananca

= Tha detarminaticn of requiremants for additionad risk reduction
& dascriptsen of, or referencas to information on, the measures takan to reduce tha,., threats,

= |EC 61508 : 2010
= Part 1, Clause 7.4.2.3

= |f the hazard analysis identifies the malewolent or unauthorised action, constituting a
security threat,..., then a security threats analysis should be carried out

* |EC 62443 - Security for Industrial Automation and Control Systems

* NIST Special publication 800-82: Guide to Industrial Control Systems
(ICS) Security

15T = Sateora | Institute of Standards aned Tachnol oy b
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L Beamline Channel Access Gateways
1;'——___ EPICS aCCess *« Connect beamlines with accelerator

* Dual network interfaces
* Beamline writable from accelerator
* Accelerator not writable from beamline
[except for selected channels)

Goals
* Allow safe channel Access between

beamlines and from office
* Read-only access

+ .except for selected channels

sswss® Dirk Zimoch (PSI)

Network

Accelerator Channel Access Gateway
* Read-only acceszs from office

* Uses non-standard port through firewall

[

QICALEPCS2017 ontrol the Network



Distribution of loT at CERN
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v Pascal Oser (CERN)
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Two-factor authentication

Both the user's password and a physical second factor
would be needed for access.

. The second factor can be a USE key, smartphone
application (e.g. Google Authenticator) or SMS with a
one-time password.

Prevents access if a password is compromised.

To be integrated into central account management and
applied to SSH, web (Single Sign-On) and Windows
remote desktop.

Should be applied on the bastion hosts and required
when passing over the perimeter of the accelerator
network.

&' |ICALEPCS2017 control User Access




SULEIL

SYNCHROTRON

>

Continuous Integration orchestrates binaries production

= “All binaries must be constructed from source code independently

of the development environment”
*  Source code is stored in various repositories : CVS, SVN, GIT
= Some repos are outside SOLEIL {GitHUB, SourceForge)
*  Otherareinside SOLEIL{SYN,CVS)

> Software applications are regrouped in so called “packages”

> “Continuous delivery” is done during “SOLEIL
shutdowns”
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*  Each package regroups a coherent set of software components

delivering a Yhigh level servica"

Software Development Cycle for Controls 'y

Alain Buteau &

Official redeases of all software packages are installed on the
accederators and all the beamlines without any exceptions
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Philippe Pierrot (SOLEIL)
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09:00

Logistics of the 6th Control System Cyber-Security Workshop Dr. Stefan Lueders
Palau de Congressos de Catalunya 09:00 - 09:08
Why Control System Cyber-Security Sucks Dr. Stefan Lueders
Palau de Congressos de Catalunya 09:05 - 09:20
The Trickle Down Effect: Protecty zing  Ashiey Tolbert

human eror through pl

" Stephen Page
09:45 - 10:10

Alain Buteay

010 - 10:35

p - 11:00

\ Wiser
0-12:35

a ‘ Kevin Browr
s Bfitrol System Andrei Sukhanav
Wigressos de Catalunya 14:00 - 14:30

e ecrets management in a control system environment using Vault Anton Joubert
“e Palau de Congressos de Catalunya 14:30 - 15:00
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1000 things you always want to know about SSO but you never dared to ask! Luis Rodriguez Fernandez
Palau de Congressos de Catalunya 15:00 - 15:30
Coffee Break
Palau de Congressos de Catalunya 15:30- 16:00
16:00 Discussion on AuthN & AuthZ Karen White
Palau de Congressos de Catalunya 16:00- 16:45
General Discussion Dr. Stefan Lueders
17:00
Palau de Congressos de Catalunya 16:45- 17:30
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