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Distribution of IoT at CERN
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Small selection of IoT at CERN
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Vulnerable IoT at CERN
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Vulnerable IoT at CERN
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Which IoT is „secure“?

• We are implementing a solution to estimate 

the security level of an IoT device.

• This software will examine how much the 

new device worsens an existing network 

subnet in sense of security.
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Which IoT is „secure“?

• Detecting devices by

• Clock Skew

• Firmware analysis

• Risk assessment

• Devices

• Subnets
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Summing-up

• Be aware that even a single IoT connected 

to the network can harm your control 

systems.
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• Keep in mind

„Attackers won't ignore HEP systems,

just because it's HEP.”
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Questions?

Drop me a line

p.oser@cern.ch
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Work sponsored by the Wolfgang Gentner Programme of the 
Federal Ministry of Education and Research: 
http://cern.ch/gentner

Resources

• Hacker logo: https://www.stopthehacker.com/wp-content/themes/sth/img/StopTheHackerIcon.jpg

• Oscilloscope: https://www.batronix.com/images/generated/hmo3004-hero-1536x992-White-min.jpg
https://www.batronix.com/images/generated/hmo3004-back-1672x984-White-min.jpg

• LHC: http://www.astronoo.com/images/articles/LHC/lhc-tunnel.jpg
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