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SOLEIL Synchrotron : General facts

History

– Project initiated at the beginning of the 90s 

– Construction started in 2002

– First beamlight in September 2006 

– First beamlines opened to 

users in January 2008

– 26 beamlines built in 2 phases

+ 3 beamlines built on projet (EquipEx, CPER)

– Total cost of construction : 473,23 M€

(CNRS, CEA, région IDF, CG 91, région Centre, ANR, …)

�A high-tech instrument for research, as well as major national and industry 

challenges

Civil Corporation

–Held by CNRS : 72%, CEA : 28%

–Annual budget  : 60M€

–350 employees; app. 450 people

–More than 100 partnerships and collaborative contracts

Today

–29 beamlines (27 are operational) covering 9 

orders of magnitude in energy

–Continuous operation : 5 cycles (RUN) 

planned in 2017

5091 hours of  //« Faisceau Lignes », 

1261 hours of //« Temps Machine »

–~2500 users per year



SOLEIL IT organization

Operational teams in RED

Functional teams in BLUE



SOLEIL IT organization
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IT SECURITY ORGANISATION



SOLEIL security policies

• 2013 IT security audit points several aspects to be corrected, mostly regarding 

our organization.

Security 

projects 

progress 

reported to 

SOLEIL 

Board

FIRST STEPS: 

� �Appointment of an IT Security Officer: 

Establish and maintain IT security policy.

Add security concerns early in projects development.

� Rewriting of our IT charter (done)

� Document management policy (done).

� Strengthening of our password policy (done)

� Migration or replacement of XP computers (some are still remaining)

� Survey about Remote Access usage for SOLEIL employees  (done).

� User awareness improvement though communication actions

COMING SOON: 

� Global IT Security Policy to be defined in the next months 

( PSSI du Gouvernement Français )



TCP/IP NETWORKS 



Network topologies and Firewalling

Network segmentation:

• Machine Control (RCM)

• Beamline Users (REL)

• Beamlines Control (RCL)

• Data Storage (RSD)

• Office (ReS)

Dedicated DMZ for experiments

(under construction), to allow remote

control and high volume data transfers



Beamline network topology

Beamline switch is L3 � VLAN separation

Users interact with control system through X terminals



Security means also availability

• Every critical service is either duplicated or distributed
– 2 computer rooms

– Clustered core routers

– Clustered storage servers

• Every critical system is backed up or easily replaced
– Control servers are deployed in minutes using scripts 

– Centralized backup system + external copy

• Systems monitoring
– Nagios + Centreon

– Currently working on ELK and Zabbix

• Real life
– PCs are sometimes (when delivered by instrument manufacturers) 

« black boxes » for IT, so we have to work on a backup method
(imaging).

– Failover/failback procedures not always documented and tested



Users and computers authentication

ReS (offices network) 
- ActiveDirectory based authentication (SOLEIL employees only)

- LAN = DHCP reservation � only IT managed computers

- WLAN = Soleil_Wifi, AD based authentication, open DHCP, no HW check

- Internet access, apps and system updates

- Antivirus updates for Windows systems

REL( (external beamline users)
- LDAP based authentication (SOLEIL + Users)

- LAN = automatic DHCP reservation through SUNset

- No WLAN

- Internet access, apps and system updates

- Antivirus updates for Windows systems

RCL (beamline Control network)
- LDAP based authentication

- LAN = Manual DHCP reservation, upon request

- No WLAN

- No internet � no system updates

- Antivirus updates for Windows systems

RCM (Machine Control network)
- LDAP based authentication (operators only)

- LAN = DHCP reservation � only IT managed computers

- No WLAN except for Ring maintenance

- No internet � no system updates

- Antivirus updates for Windows systems



End User accesses to the Experiment data

• A formalized process is enforced for accounts 
management
– Once a «beamline project » is accepted through our User portal 

(called Sunset)

• LDAP accounts are created for the Project and its members 

• Accounts are activated only during experiment

• Data management
– Experiment data files are 

• stored by the acquisition system on the central data storage 

• with a set a well defined rights : which groups and people have the 
authorization to access experimental files 

• Real life
– Generic accounts are still used to connect to control systems for 

simplicity of operation

– Using « project accounts » for data storage is not mandatory 

• And data taking can be done using generic accounts instead



End User PC connection

to the beamlines

• Administrative Process
– REL � open network

– RCL � Request form + SLA + security check

• Who is in charge?
– REL � IT Helpdesk for beamline PCs provided by IT

User for his own PC

– RCL � SOLEIL Beamline contact

• Real life
– IT operation mandatory to open network access

– JIRA tickets allow to keep track of operations



Physical Access to installations

• Access control is done to enter 
the Campus

• Synchrotron building is opened
only to SOLEIL employees and 
users running an experiment

• Many network/server racks are 
in the Hall , with an open 
access, on the beamlines as 
well as the Machine

• The idea was to build the 
beamlines to be « autonomous » 
if central systems fail.

The drawback is that they do not 
benefit from computer room 
security (access control, 
redundant power, UPS, cooling)



SOLEIL CONTROL SYSTEMS



Architectures of SOLEIL Control System

� Schematic view of the hardware architecture 

� Most of the equipments or electronics 

controlling the equipments are connected via 

Ethernet

• Compact PCI crate 

• Motion system (Galil or DeltaTAU)

• PLC (SIEMENS)

• Cameras (basler)

� Servers are running Centos6 Virtual Machines 

on PROXMOX hypervisors

� 90% of the end user stations are X terminals

� 5% are PC controlling specific equipments

� 5 % PC running end user sessions 

� On the software side ,

� The Tango control system is the core 

“software backbone” 

� And connects our SCADA , experts 

applications (MATLAB, python, Labview), 

Java rich client applications

� On top of Tango a set of end users 

services are delivered : data logging, 

workflow editors, data visualization ,etc..

 

Profibus

Supervision / Control : TANGO
Process Management 
General Services: Archiving, Configuration, 

. TANGO 

EquipmentsEquipments

ETHERNET 

Compact PCI Crate 

Profibus

PLCs  

 

 

Motion System 



The general view of control systems at SOLEIL

� A Tango Control system is deployed on :

� The accelerator

� Every beamline

� Test stand laboratories

� In total more than 30 Tango control system are deployed at SOLEIL

� Each Tango control system is deployed on a dedicated , private TCP/IP network 

or VLAN : 

• 30 RCL (Reseau Controle Ligne) 

• 1 RCM (Reseau Controle Machine)

� Tango protocols (i.e CORBA) 

� are all allowed in the TCP/IP routers for communication between TANGO control 

systems

� Specific VLAN are defined on Control networks

� To isolate specific families of equipments (like Galil motion systems) for instance

� To allow more fine-grained filtering rules from 1TCP/IP network to another (like 

allowing only the servers from 1 beamline to discuss with a limited set of servers on 

Machine side)



Remote connection

to Control Systems for SOLEIL experts 

• Administrative Process
� Access to control system is given only to SOLEIL beamline scientists or Machine experts 

� A formal administrative process is followed and Management has to explicitly grant the access 

• Technical aspects
� An account is then created on our VPN gateway (only accessible to SOLEIL employees)

� An NX account is also created and a specific NX profile is setup depending on the foreseen 
usage

� There are various NX Gateways depending on the user profil. For exemple :

• Machine expert connects only to the « nxAccelerator » gateway which gives access only to the 

“Machine Control Network”

• Beamlines scientists connect to the « NxBeamline » gateway which gives access only to the  

“Beamline Control Network”

• What can they do?
� On Machine Control Network (RCM) :

� Equipment people can only run a limited set of applications

� Machine experts can run all applications on the RCM: Use Tango apps to check device status

� On Beamline controls network (RCL)
� Beamline scientist has a full access to the Tango control system of his beamline



CONFIGURATION 

MANAGEMENT



Software Development Cycle for Controls

Developer 1

CVS 
source code 

repository

Developer1
working directory

Module 1 development: 

2: Developer1 puts official tag 

1: Developer1 commits source code

Developer2
working directory

Module 2 development: 

2: Developer2 puts official tag 

1: Developer2 commits source code

Developer 2
HUDSON checks out the

tagged version of source code of all modules

MAVEN builds the checked out 
source code on compilation platforms

MAVEN assembles 
modules binaries in packages

Software package 

Module 1
 binary

Module 2
 binary

Build process

� Continuous Integration orchestrates binaries production 

� “All binaries must be constructed from source code independently 

of the development environment”

� Source code is stored in various repositories : CVS, SVN, GIT

� Some repos are outside SOLEIL (GitHUB, SourceForge) 

� Other are inside SOLEIL (SVN,CVS)

� Software applications are regrouped in so called “packages” 

� Each package regroups a coherent set of software components  

delivering a “high level service”

� “Continuous delivery” is done during “SOLEIL 

shutdowns” 

� Official releases of all software packages are installed on the 

accelerators and all the beamlines without any exceptions

 
TANGO Software bus 
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Configuration management of the other

components of control systems

� Operational configuration management practices for standard electronics 

� SIEMENS PLC programs are versioned in our CVS local repository

� Motions systems embedded software are versioned in our CVS local repository

� CompactPCI O.S images are versioned and stored in CVS 

� Operational configuration management practices for SOLEIL experts applications (MATLAB, 

python or Labview)

� SVN repository is available and structured following SOLEIL and/or project organizations

� Source code management practices have been proposed, training have been done and users are 

strongly encourage to these “best practices”

� For these configuration items 

� there is no operational process (like “dry redeployments” to enforce theses practices)

� Network components configurations

� Switch configurations are automatically version thank to the RANCID tool



FORECAST EVOLUTIONS



Forecasted evolutions

• Remote access
– Has to be provided for beamline users (i.e « non SOLEIL people ») 

– on a limited set of beamlines (like MX ones)

– Through a specific NX infrastructure

• Remote data processing
– Tomography users will not be able to fully process their data during their

beamtime, so we need to allow them to access our compute cluster and/or 
workstations on the beamline.

– Using the new NX infrastructure or Web services?

• Outsourcing
– Outsourcing « non synchrotron specific » services (email, backup, HPC…) 

to focus on our core competences

• GDPR (General Data Protection Regulation)
– What are the implications in terms of data storage, archiving and 

accessibility?

• External I.T Security Audit
– Get periodic check on our progress from an independant witness
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