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Control systems and cyber security

- Laboratories invest significant resources ($$ millions) to build and
maintain computer based control systems

* We hire engineers who know how to
control bespoke devices, pass
information around thousands of
nodes, log data, generate alarms and
provide creative user interfaces

» Cyber security skills...not required

* We have users who want to do
anything and everything with the
controls system from remote
locations so physical security is not
enough




AuthN and AuthZ

* Authentication

— As controls professionals, we have an obligation to our sponsors to prevent
unauthorized access to our system

— We need to predefine who is allowed to access the our system
— We need to validate the user is indeed who they say they are when attempting
to access the system

* Authorization

— We also need to limit users to performing only their approved functions once
they access the system

— System administrators, developers, operators, system engineers, etc. have
different organizational roles which need to be mirrored in their control system
access
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Consequences

 Unauthorized access or actions can
be malicious or unintentional

* In either case, the impact can be far
reaching

— Damage to equipment or facility
— Loss of data
— Operational downtime

— Institutional embarrassment, loss of
confidence from funding authority or
management

— Disciplinary actions (will someone be
fired for this?)
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