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2 Events (there have been more)

• Inexpensive Laser purchase
– Tried connecting to China
– Device was purchased from non-standard vendor
– An equivalent device cost x4 more from a ’standard’ vendor
– Cyber espionage?

• Red Pitaya evaluation board
– Tried connecting to Slovenia
– Device had been used in USPAS class
– Inexpensive (~$300)
– Only supports vendor OS
– Malware portal?



Our procedures

• Empty network ports are locked out
• All network enabled devices are ‘screened’ by the network 

group prior to putting into service.
• All controls devices are on private/non-addressable 

networks
• Two (at least) firewalls between the controls and the 

outside world.
• Only registered devices can communicate on the networks 

(mac address registration)
• Cyber Security is in Department Operations Procedures
• Department specific training + awareness notices (see 

example on next page)



Email message to department:

A sales representative of a company that BNL does business with had their email 
account compromised by a hacker. The hacker then cleverly crafted an email to 
this person's contact list, including BNL’ers. The email was a simple message, 
but it contained a Word Document attachment that was malicious via 
macros. The message simply said, "Morning, If you have any questions or 
comments contact me." Below this message was a thread containing BNL 
personnel that have corresponded with this Sales Rep. in the past. It all looked 
perfectly legit, but ...

You couldn't tell if you had any questions or comments unless you opened the 
attachment to see its content. Of course that was the lure. Several people at 
BNL fell for the phishing expedition. Wouldn't you, especially if you had dealt with 
this company to purchase their instrumentation in the past? Especially if you had 
dealings with this particular Sales rep?

Please be careful. No matter how much training we receive, it's easy to fall into a 
trap when you are familiar with the company name, sales rep., or the product 
shown. The sales rep's signature was the original, so this looked perfectly 
normal.

Think about it,
Department Cyber Security Officer



The Problem (stated provocatively)

• In the purchasing process, 

– Who asks about cyber security?

– Who asks what products/vendors are ‘approved’?

– Who ensures a product is what it’s advertised to be?

– Few people ask the controls group what products they 
should buy and from what vendors.

• Are these things even possible/practicable?



Still being provocative

• What have you experienced?

• What can be done? Possible solutions?

• One problem: the network group is now the front line – as 
# of devices proliferate, how will they keep up?
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