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Topics

Main focus:
To prevent accidental setting of equipment.

e Current status

 Network infrastructure of the
Collider-Accelerator Complex (C-AD).

* Device access monitoring.

 ADO Client-Server model.

» Authentication schemes.

* Implementation.

» Password protection of device parameters.



Current Status of Device Access at
RHIC

» All wired networking equipment is isolated from the
rest of the lab behind the strictly maintained
department firewall.

 Each new device, before being wired to the network,
passes rigorous certification process.

» Control of all devices is unified using an Accelerator
Device Object (ADO) software abstraction layer.

* The device access policy currently is based mainly
on access monitoring rather than on the access
control.

» Several access control schemes provisioned and
being evaluated.



Network Structure
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Device Access Monitoring

Set History System (SHS), installed in 2006s stores important
setting information at a rate of several hundred thousand sets
per day with good performance and reliability and with no
noticeable impact on application performance.

It helps to answer following

waDaRer C guestions:
++ -
Client _ e A failure or some other event
Thread | < Client happened at a particular time.
SSteI:?o What changed at that time?
i i Client : « A setting currently has an
Temp. File g y
e Thread |5 é?vat unexpected value. How (who,
Bl Birce Aol \rl]vhen, f’gom where) did this
Per Minute appen p
Database \ Python « A particular setting is not archived
Database — -7 1head Client or logged. How has its value

changed over time?

 All of the released client applications provided with a
'Set History' feature.

* The 'Set History' feature is embedded into the HTTP
Device Access Protocol, for Java and Python API.



ADO Client-Server Model
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RHIC Controls client-server model:
 Client-server protocol: RPC (RFC1057).

* Transport layer: TCPIP.
* The current implementation does not use RPC

authentication protocols (AUTH_NONE).
e Duration of TCPIP connection: short, 1-2 ms

Configuration of ADO Managers is stored in the
database and managed by a fecManager application.



Authentication schemes being
evaluated

Authentication based on:

« User group.

Ky,
J
<
~

/I\/Iodification of the\\
ADOQO protocol

e Host IP address.

\Jsrequwed

Already
l implemented in new
~managers.

* Client program name.

 User name (for password-protected parameters
and lockout-tagout operations).

Or use Indirect method to find UID/GID

for known Hostname and Port:

* ssh to the Hostname to execute
/usr/sbin/ss -tnpe sport = Port.

« parse the output of the ssh to find 'uid:'

It takes 0.7-1.0 seconds to find the UID/GID.



Implementation being evaluated

Add new ADQO property: 'restricted'.

If a parameter has the 'restricted’ property then in the ADO
set() function, the request will be executed only if the RPC
request have valid all of the following fields:

e Group ID

 Hosthame

« Username

 Program ID

Configuration options for authentication lists:

W Static lists:
e As a program arguments (managed by Startup application)
« As FEC configuration arguments (managed by fecManager

application)

m Dynamic lists:
* A dedicated ADO parameter stores the lists.

e The setting of this parameter is allowed only to Main Control
Room operators (mcrops user group).




Password Protection

If the user credentials is provided\Py the client.

Then the implementation is simple:
The password is kept in a password Proposed
PV, (content is not shown in GUI) . ‘ AUTH_UNIX

Aalfart[es - RPC authentication

changed the

password PV
\ Callback function:

Clear the

password PV 'Set' request for
Y the protected

PV is received.

 Wasit
“an authorized - i
v Yes < clientinthe -
Add the client o list?
to the list of S ves
allowed L
clients Set the PV




Password Protection

If the user credentials are not available.

Then the only reasonable solutionis  ~ rent
to allow unlocking of the sensible implementation of
parameter for a short period of time. the ADO protocol.
During that time it will be vulnerable
to changes by other clients.

Example: \Iil\ |

PV1 is password protected, O O-PV2

it self-closes in 10 s. T

PV2 controls access to -0

PV3,PV4,PV5 JTO—PV3
So—pva

4Q
O

~—PV5



Conclusion

* The device access policy currently Is based
mainly on access monitoring rather than on the
access control.

e We are motivated to take more careful look at our
device access security provisions.

» Several authentication schemes being evaluated.

» Modification of the existing managers Is
necessary, but it can be very minor.
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RPC Authentication

 The RPC protocol provides the fields necessary
for a client to identify itself to a service, and
vice-versa, in each call and reply message.

e Provision to use AUTH UNIX protocol. It Is

supported by VxWorks.

struct authsys _parms {
unsigned int stamp;

unsigned int uid,;
unsigned int gid,;
unsigned int gids<16>;};

string machinename<255>;

 Evaluate RPCSEC _ GSS protocol. (Not
supported by VxWorks).
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Hostname/IP authentication

Client software Is not affected, hosthame
IS known for duration of TCPIP connection.

The ADO manager enables the
setting of particular parameters only
from the predefined hosts.

: : : " Complete code of a
The list of hosts is provided by the Python ADO manager

fecManager program. ~_— with one control
. parameter 'newPV'

from cad import ampy
class ADOMan (ampy.ampyClass):
def add more parameters(self):
self.newPV = self.add par('newPV', 'IntType' ,1,0,cns Feature. WRITABLE)
self.newPV.add('desc' ,'descrlptlon here )
self.newPV.set = self.check host() - -
mgr = ADOMan(allowedHosts = 'hostl host2 ') ~ which will be called

server = mgr.AdoServer ('newADOManager') when a client executes
server.loop() . ado.set() request.

 Register a function,
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