A

ALBA

Rethinking
Institution Security
Approach

Sergio Vicente &
Sergi Blanch

2ICALEPCS20I17

' Barcelona - Spain, October 8-13 - Palau de Congressos de Catalunya __

torandilargelEXpETmentall
'cs §.,€i5~(3"ﬁ

Sergio Vicente & Sergi Blanch Rethinking Institution Security Approach 08/10/2017



A

~ALBa Overview

* What is a CISO and his/her main
functions?

* The IT security coordination group

* Example project: ISPyB / MXCuBE
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~Lea IT security coordination
group

A chief information security officer (CISO) is the senior-level executive
within an organization responsible for establishing and maintaining the

enterprise vision, strategy, and program to ensure information assets and
technologies are adequately protected.

Ref: https://en.wikipedia.org/wiki/Chief information_security officer
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~Lea IT security coordination
group

Definition

« The IT security coordination group at ALBA is a
consultancy Inter-section group in the Computing
Division

Objectives

« Afford cybersecurity from a multidisciplinary point of view

« Avoid collisions among different section interests.

 Propose the measures to be deployed to the section
heads in the Computing Division
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~ALea |T security coordination
group

Current team members

Sergi Blanch Torné
Controls Systems

Alfonso Burgos Olanda
Management Information Systems

Sergio Vicente Molina
IT Systems
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~Lea IT security coordination
group

Tasks already performed since 2016

 Development of a checklist to enable remote Internet
access to specific applications.

« Description of the main concerns and IT security risks for
each section in Computing.

« Evaluation of different proposals of IT security audits. The
chosen will be performed in the following weeks.
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Thanks,
any guestion?

For further contact:
itsecuritycoordination@cells.es

« |SPyB: https://ispyb.github.io/ISPyB/
« MXCUuBE: http://mxcube.github.io/mxcube/
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