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Gy Motivation

Enabling Grids for E-sciencE

Experience with Service Availability Monitoring (SAM)
framework

Improve the reliability of the grid by giving grid
administrators better tools

Provide system which fits future organizational model
Monitoring infrastructure will be managed by Regions
Reduce manpower needed centrally

Rely on existing and widely accepted solution
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Enabling Grids for E-sciencE

What is the Nagios?
open source monitoring framework
highly flexible with advanced features
widely used & actively developed

Why do we need it?
probes need to be executed
avoid development & maintenance of house-grown tools

provide solution admins are familiar with
50 sites already have already installed egee-NAGIOS
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Gy Messaging Systems

Enabling Grids for E-sciencE

Message exchange between people
Middle ages
Messengers hired by King or Lord

Nowadays
Post Office

Message exchange between computer applications

Past
Direct connections between software entities

Now and Future
SOA: Message broker
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Gy Messaging Systems

Enabling Grids for E-sciencE

What is the messaging system?
Method of communication between applications

Standardized, asynchronous and scalable communication
between distributed entities

Reliable network of brokers that provides guaranteed delivery of
messages

Email is for people what messaging is for applications
https://twiki.cern.ch/twiki/bin/view/EGEE/MsgArchitecture

Why do we need it?
Interaction between distributed monitoring components

Standard interface enables easy integration of monitoring
software
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Gy Messaging Systems

Enabling Grids for E-sciencE

Msg
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" Y
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Sends o
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Point-to-Point Messaging

Subscribes Client 2

Delivers
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Delivers
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Publish/Subscribe Messaging
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Gy Messaging Systems

FUSE Message Broker

based on Apache ActiveMQ

industry support contract has been signed

training organized in July 2009
Good performance characteristics

1K — 20K messages per second depending on features used
Deployment

networked brokers at CERN and SRCE (Croatia)

https://twiki.cern.ch/twiki/bin/view/EGEE/MsgServerDetails
Packages for SL4 & SL5 available

Security
SSL authentication and authorization
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ClE Vendor tests

Enabling Grids for E-sciencE

The 1/n/1 Test on Local-Linux

22000
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# msgs/sec

1 4 71013161622252831343740434649525558

Batch #

From “Optimizing FUSE Message Broker” - http://open.iona.com/resources/collateral/#whitepapers




Total Messages / second
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CERN openlab tests

Enabling Grids for E-sciencE

Total 100B message throughput

Number Consumers

® NumberProducers 1
B NumberProducers 2
® NumberProducers 3
® NumberProducers 5
NumberProducers 10
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openlab
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Site Nagios — ROC checks (1/5)

Enabling Grids for E-sciencE

W ‘Current Network Status - Mozilla Firefox [ ][ [z
File Edit View History Bookmarks Tools Help
B > c fh ‘E https://ngsm2-egee.srce.hr/nagios/ cgi-bin/status.cgihost=all&stye= detail &servicestatustypes=2 P ‘
£ Most Visited Getting Started [y, Latest Headlines 5y, EGEE SA1i386 &y TWiki'sITGD web & Directory listing /rpms... | Index of fsal/centosd/.. || Previous E https://network.cern.c... “= Radio Lac B} One FM »
| N Current Network Status | : } -
F =
Cutrant Network Statas Host Status Totals Service Status Totals -
Last Updated. Fri Oct 23 17:3523 CEST 2008 Up|Down| Unreachable] Pending} | Okl Wamning| ding
Updated every 90 seconds
Nagios® Core™ 3.2.0 - www Nagios.org @ o 0 0 @ 1 = - o
Logged in as /DC=ch/DC=cerm/OU=0rganic Units/OU=Users/CN=wiapks
Ch=623537/CNWoiciech Lanka | All Problems| All Types MM
View History For all hosts ] 3
View Motifications For Al Hosts
View Host Status Detail For All Hosts
Test result imported from : .
Display Filters: : P ; Service Status Details For All Hosts
Hoststatus Types:an | |Regional (ROC) Nagios |
Host Properties: Any
Service Status Types: Ok
Service Properties:  Any
[ Status T _|Last Check 7| .
bdi-egee sicehir 4 BDl-check-0P§ sy ﬁ.% | 10232009 16:55:39 10 1Tn Bm18s 11 SAM status: ok
org bdil Entries-roc 11 - 08-20-2009 13:42:56 754 13 38m 10s  2/2 CRITICAL
i eshness=204s, entries=
org bdii Freshness ) *E%ﬁf |J1D-2‘3-2m91721521d1ﬁ1|{3m415 104 OK: fri entries=1
org bdii Freshness-roc i’j - % ] 10-23-200% 17:22:35 1d 16h 5Tm 48z 1/4 ha3-egee. srce.hr: OK: createTimestamp=Fri Oct 23 15:21:24 2008 UTC, diff=1 min
org bdii Published-roc ﬁﬁ_%; |; 10-23-2009 17:20.27 1d 16h 14m 56s 144 ha3-egee srce.hr: OK: GlueServiceEndpoi ieges sroe hr 2170imds | o=arid
org eqee npm Top-BOI ﬁ*_% | 10-23-2009 17:30:04 2020 23m21s 111 oK
org nagios BDI-Check :10-23—2%9 17:21:51 1d 16h 16m 8s 104 LDAP OK - 0.045 seconds response time
org.nmap Top-BDI — 10-23-2009 17:33:52 1d 16h 13m 388 112 NIMAP OK - open
cel-sgessrceir ¢ APEL pub-0PS TSy @; ] 10-23-2009 15:25:03 1d 180 10m 205 141 SAM status: ok
CEATLASsftico-tan-Atias | | ¥ H- gﬁ I 10-23-2009 17:00:08 1d 180 STm 115 141 SAN status: ok
cenostcertuaioors [Py 0K | 10232009 164548 10 ten s2m 10 141 SAM status: ok
i
CE-sft-brokerinfo-0PS ”‘“’ﬁ-ﬁ. ;ﬁ_ l 10-22.2009 17:12:58 1d 170 22m 3% 141 SAN status: ok
CE-sft-caver-OPS J 10-23-2009 17:13:05 1d 1T7Th 22m32s 111 SAM status: ok
CE-sft-csh-LHCh 110-23-2009 15:30:40 1d 19 42mSs 11 SAM status: ok
CE-sft-csh-0PS ] 10-23-2009 17:13:00 1d 17h 22m 388 141 SAM status: ok
CE-sft-job-Alice 110-23-2009 17:13:17 1d23h 10m9s 11 SAM status: ok
CE-sft-ipb-Atias Jm-za—zms 16:45:16 1d 17Th 50m20s 171 SAM status: ok
CE-sft-job-LHCh l 10-23-2009 15:25:12 1d 200 11m0s 141 SAM status: ok
CE-sft-iob-0PS ] 10-23-2009 16:25:39 1d 17h 9m 188 141 SAM status: ok
CE-sftlco-rm-OPS "‘“"@% ;ﬁ_ | 10232009 17:43:41 0a 3 2Am s 144 SAN status: ok
CE-sft-softver-0PS 1l | 10232009 17:12:59 10 17h 22m 385 141 SAM status: ok
CE-sfi-vo-swdir-Alice TS ;ﬁ_ | 10-22.2009 17:0203 19 19h 46m3ts 141 SAN status: ok
CE-sftvo-swdir-Atlas TS % | 10-22-2009 17:00.04 10 16h STm 145 111 SAN status: ok -
hitps://ngsm2-egee.srce hr/nagios/cgi-bin/extinfo.cqittype=2&host=bdii-egee.srce.hriiservice=org.bdii Entries-roc = &' S3rax

EGEE-III INFSO-RI-222667 12



Site Nagios — ROC checks (2/5)

Enabling Grids for E-sciencE

W Extended Information - Mozilla Firefox =] ==
File Edit View History Bookmarks Tools Help
b4 c b 4 Q @ https://ngsm2-egee.srce. hr/nagios/ cgi-bin/extinfo.cgiftype=28host=bdii-egee srce. hr@iservice= org.bdii. Entries-roc i '| !-"' G P‘

2 Most Visited ] Getting Started 5, Latest Headlines 5., EGEE SA1 386 &y TWiki'sITGD web = Directory listing /rpms... | Index of fsal/centosd/.. || Previous E https://network.cern.c... “= Radio Lac B} One FM

| 7;_5 Extended Information I - E
Service Information Service =
Last Updated: Fri Oct 23 17:36:25 CEST 2008 W cl .
el org.bdii.Entries-roc C||Ck here_
MNagios® Core™ 3.2.0 - www.Nagi0s.org On Host
Logged in as /DC=ch/DC=cern/OU=C0rganic Units/OU=Users/CN=wlapka bdii-egee.srce.hr
/CN=62353T/CN=Wojcie G
i (bdii-egee.srce.hr)

Wigw Information For This Host
\Wiew Status Detail For This Host
Wiews Alert History For This Service

i

Member of \

Wm Service m’ M’ m 2
Wiew Availabilty Report For This Service Extra Actions
Wiew Motifications For This Service 161.53.0.235
Service State Information Service Commands

Current Status: NERITIEE (for 1d 16h 23m 50s) #* Enable active checks of this senice

Status Information: CRITICAL @Re—schedule the next check of this semice

Performance Data: PJ:[Suhmit passive check result for this senice

Current Attempt: 1/4 (HARD state; XStop accepting passive checks for this sewice

Last Check Time: 10-23-2009 17:12:35 1’ Start obsessing over this service

Check Type: PASSIVE x isable notifications for this senice

Check Latency / Duration: N/A / 0.000 seconds end custom senice notification

Next Scheduled Check:  N/A # Schedule downtime for this sewice

Last State Change: 10-22-2009 01:12:35 xDisabIe event handler for this semvice

Last Notification: /A (notification 0) /* Enable flap detection for this senice

Is This Semrvice Flapping? N/A

In Scheduled Downtime? | NO

Last Update: 10-23-2009 17:36:19 { 0d Oh Om 6s ago)
Active Checks:  [IDISABIEDN
Passive Checks:

Obsessing:  [IDISABEEDN
Motifications: ENABLED
Event Handler: BLED

Flap Detection: [IDISABEEDN

Service Comments
£ Add a new comment & Delete all comments

Entry Time|Author|Comment|Comment ID|PersistentTypelExpires|Actions

This senice has no comments associated with it

Done a3 # sarox

EGEE-IIl INFSO-RI-222667 13



Site Nagios — ROC checks (3/5)

Enabling Grids for E-sciencE

@ Extended Information - Mozilla Firefax =)
File Edit View History Bookmarks Tools Help
-, c N\ Q @ https://sam- ce-roc.cern.ch/nagios/cgi- bin/extinfo.cgittype=2&host=bdii-egee.srce. hréservice= org.bdii.Entries | W | I-‘l = G P|
£ Mast Visited 9 Getting Started 5, Latest Headlines 5 EGEE SA1i386 & TWiki'sTTGD web @ Directory listing frpms... || Index of /sal/fenfosdf.. | Previous [B] https://netwark.cern.c... “& Radio Lac ) One FM »
! N Extended Information % | N Extended Information X i ok : |_v-
Service Information Service
Last Updated: Fri Oct 23 17:37:18 CEST 2009 org.bdii.Entries
et On Host
gios® 3.0.6 - www.nagios.org - i .
Logged in as /DC=ch/DC=cem/OU=Organic Units/Oti=Users/CN=wiapka bdii-egee.srce.hr | Redirected fo Regional Nagios (ROC) |
R T s (bdii-egee.srce.hr)
[Wiew Information For This Host
[Wiew Status Detail For This Host
[View Alert History For This Service Member of 2 5
Viw Trends For This Serves SERVICE_Top-BDII, SITE_egee.srce.hr Top-BD | Click here:
[Wiew Alert Histogram For This Service local, org.bdii
IWiew Availabilt Report For This Service 1ecg), Sl (WP
[\Vigw Notifications For This Service
161.53.0.235
Extra Actions
Service State Information Service Commands
Current Status: [OK (for 11d Oh 3m 29s) 3 Disable active of this senice
Status Information: OK: time=0s, entries=3331 Ww
Performance Data: time=0s entries=3331c ﬁSuhmit assive check result for this senvice
Current Attempt: 1/4 (HARD state) xSto accepting passive checks for this semvice
Last Check Time: 10-23-2009 17:33:53 xStu obsessing over this semvice
Check Type: ACTIVE x Disable notifications for this senice
Check Latency / Duration: 0.101 / 0.572 seconds “,,w
Next Scheduled Check:  10-23-2009 18:33:53 £ Schedule downtime for this senice
Last State Change: 10-12-2009 17:33:49 xD\sab\e event handler for this semice
Last Notification: N/A (notification 0) #* Enable flap detection for this senice
Is This Senice Flapping? MN/A
In Scheduled Downtime? NG
Last Update: 10-23-2009 17:37:11 ( 0d Oh Om 7s ago)
Active Checks:
Passive Checks
Obsessing:
Notifications:
Event Handler:
Flap Detection: | IDISKBEIEDY
Service Comments
g} Add a new comment E:f Delete all comments
Entry TimeAuthor| Comment|Comment ID|Persistent|Type[Expires|
This service has no comments associated with it
Done 3 #" s3rox
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Site Nagios — ROC checks (4/5)

Enabling Grids for E-sciencE

|

»

'f,\f " |-;l' Google

File Edit View History Bookmarks Tools Help
' https://sam-ce-roc.cern.ch/nagios/cgi-bin/cmd. cgifcmd_typ=78&host=hdii-egee.srce.hriiservice= org.bdii.EntriesBforce_check

ﬂ Mast Visited Getting Started 5 Latest Headlines v EGEESAT1 1386 5 TWiki'sITGD web & Directory listing /rpms... |_| Index of /sal/centosd/... |_| Previous E https://network.cern.c... “ Radio Lac B} One FM

X { N External Command Interface X IT‘

You are requesting to schedule a service check
Command Description

Command Options
. Hoﬂhlam& bdii-egee.srce hr | This command is used to schedule the next check of a particular service. Nagios will re-gueus: the service to be
- _— checked at the time you specify. If you select the force check option, Nagios will force a che sk of the service
regardless of both what time the scheduled check occurs and whether or not checks are enabled for the
servica.

E = - org.bdii Entries
Check Time:  10-23-2009 17:37:45

Force Check:
[ Commi |

Please enter all required information before committing the command.
Required fields are marked in red.
Failure to supply all required values will result in an error.

d # sarox

Done




Site Nagios — ROC checks (5/5)

Enabling Grids for E-sciencE

w Current Network Status - Mozilla Firefox
File Edit View History Bookmarks Tools Help

=

B-c

{h ‘E https://ngsm2-egee.srce.hr/nagios/cgi-bin/status.cgi’host=all &stye= detail &servicestatustypes=2

£ Most Visited Getting Started 5 Latest Headlines 5 EGEE SAL1 386 &y TWiki's[TGD web @ Directory listing /rpms...

Current Network Status | .

| Index of fsal/centosd/.. || Previous E https://network.cern.c.. “= Radio Lac B One FM >

Current Network Status

Last Updated: Fri Oct 23 17:35:23 CEST 2005
Updated every 50 seconds

Nagios® Core™ 3.2.0 - www .nagios.org

Host Status Totals

Mo [ o [ o

Service Status Totals

Logged in as /DC=ch/DC=cem/OU=0rganic Units/OU=Users/CN=wlapks
| ACN=623537/CN=Wojciech Lapka
View History For all hosts

View Motifications For All Hosts
Miew Host Status Detail For All Hosts

Display Filters: Test result imported from
=Y Regional (ROC) Nagios
Host Properties: Any 2

Service Status Types: Ok
Service Properties: Any

Host 1 [Service 1

bdiiegee srce.hr - BDl-check-0PS

|status T_[Last Check *_|Duratio
“‘*@*_% | 10-23.2005 16:56:38 1d 17h 8m 195

FASY

org.bdii Entries-roc RS % 10—23—2{"]9 17:12:35 1d 16h 22m 48s

ora bdil Freshness ‘*% ﬁmz;zoug 17:21:52 1d 16h 18m 415
FASY —f

ora.bdii Freshness-roc L{ﬁ_& ‘1&2}2009 17:22:35 1d 16h 57m 488

oro.bdii Published-roc T B 10-23-2009 172027 14 16 14m 56

org.coce.npm Top-BOI Ui« \m-za-zcma 17:30:04 24 2h 23m 215

W4 0K 10222000 17:21:51 1d 16h 16m s

oK ]10.23.20u91733521d15h13m355

cel-egee srcehr - APEL-oub-OPS T8y 4 B 10-22.2009 152503 14 180 10m20s
CE-ATLAS-sftlcotao-Atlos | |y - @ ] 10-23-2008 17:00:08 1d 16h 57m 115

org.nagios.BDI-Check
org.nmap Top-BOll

CE-host-certvald-OPS | | %t iy | | 10-23-2009 16:48:46 1d 16h 52m 10s
CE-sft-brokerinfo-DPS TS @ ] 10-23-2009 17:12:59 1d 17h 22m 385
CE-sft-caver-0PS TS % | 10-23-2009 17:12:05 14 17h 22m 325

CE-sft-csh-LHCh

"““’@*@ ]10-23-200915 30:40 1d 19h 42m S5

CE-sficsh-OPS
CE-sfi-job-Alice
CE-sfi-job-Atlas
CE-sfi-job-LHCE
CE-sfi-jpb-OPS
CE-sfi-lcg-rm-OPS
CE-sft-softver-OPS

CE-sfi-vo-swdir-Alice

mvﬁ#—% ]1&2}2009171317 14230 10m 95

© 10-23-2008 16:45:16 1d 17h 50m 20s

10-23-2009 16:25:39 1d 17h 9m 18
"’“"%-ﬂp% ]10.212009171341 0d 30 21m 37

% | 10-23-2009 17:12:59 1d 17h 22m 38s
"""’%#% ] 10-23-2009 17:02:03 1d 19h 46m 31s
TSy K} 10-23-2009 17:00:04 1d 16h 57m 148

CE-sfi-vo-swdir-Atlas

| All Problems| Al
o

Service Status Details For All Hosts

"
n
"
n
1
n
n
1
n
1n
n
1n
n
1n
n

(DES

]
m

SAM status: ok

ha3-egee srce hr: OK: entries=3332 time=0.249164 sec
OK: freshness=204s, entries=1

hal-egee.srce.hr: OK: createTimestamp=Fri Oct 23 15:21:24 2009 UTC, diff=1 min
hal-egee.srce.hr: OK: GlueServiceEndpoint=ldap./ibdi-egee srce.hr:2170/mds-vo-name=local, o=grid
oK

LDAP OK - 0.045 seconds response time

NMAP OK - open

SAMN status: ok

SAM status: ok

SAMN status: ok

SAM status: ok

SAM status: ok

SAM status: ok

SAM status: ok

SAM status: ok

SAM status: ok

SAM status: ok

SAM status: ok

SAM status: ok

SAM status: ok

SAM status: ok

SAM status: ok -

https://ngsm2-egee.srce.hr/nagios/cgi-bin/extinfo.cgiltype=2&host=bdii-egee.srce.hrétservice= org.bdii.Entries-roc
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(= Integration with Messaging

Enabling Grids for E-sciencE

Opan Science Grid
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Gy SAM - existing architecture

Enabling Grids for E-sciencE

280 sites
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G SAM - enhanced architecture

Enabling Grids for E-sciencE

| Project-level metrie D
! collection EGEE -_ |
11 Nr:qlonal |
in the NJ(N) () () () (8) (M) () (N)
regions /.
AR RN RRRR AR
280 sites
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e SAM — HEP VOs

Enabling Grids for E-sciencE

Project-level metric
collection Q D

i 4 HEPVOs
S Gallations A%E ATLAS OMS LHOb

at
CERN

v ¥ YWY Y VY ¥V o Yy
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Cy Data Flow
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Cy Data Flow
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Cy Data Flow
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Cy Data Flow
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Cy Data Flow
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Cy Data Flow
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Cy Data Flow
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MyEGEE portal & iGoogle

Enabling Grids for E-sciencE

W by Grid Operations Center
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Gy Conclusion

Enabling Grids for E-sciencE

Multilevel monitoring based on proven commodity
software

System fits the organizational model of the grid

Provide the means for administrators to better monitor
their services

Integration with existing components to automate
operations of monitoring instances
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Qe

- OAT web page
https://twiki.cern.ch/twiki/bin/view/ EGEE/OAT EGEE lII
- OAT Multi-level monitoring architecture

hitps://twiki.cern.ch/twiki/bin/view/EGEE/MultiLevelMon
itoringOverview

- OAT Milestones
hitps://twiki.cern.ch/twiki/bin/view/EGEE/MultiLevelMon
itoringMilestones

- Operations Automation Strategy
https://edms.cern.ch/document/927171

Enabling Grids for E-sciencE




i

Enabling Grids for E-sciencE

Watch our demo:
http://tinyurl.com/EgeeSAM (YouTube)
http://www.youtube.com/watch?v=PADg2x800kw

Service Availability
Monitoring in EGEE

L T1( i Hlf }I"l{i
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Cy - Thank you!

Questions?

/? Wojciech.Lapka@cern.ch
» /
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