


Your privacy using Google tools. 

Can you preserve it ?

Alberto Pace

Disclaimer: this analysis is made using Google tools. 

Very similar conclusions can be produced for other “free” cloud services providers
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Can you preserve your privacy ?

• I have two news

• One good

• One bad
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Can you preserve your privacy ?

• The good news: 

• Google is fully transparent on the information they 

have about you.

• And you can manage this information…

• You can view it

• You can export it

• You can delete it
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http://google.com/takeout 
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After only few hours …
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So … what have I got back ?
• Of course …

• Every document I have uploaded to Google Drive

• Every video I have uploaded to Youtube

• Every Email I have received and sent
• including spam and deleted messages in the trash

• All my contacts

• All my bookmarks

• But also …
• All web pages I have visited 

• Every location I have been with my mobile phone
• Including guesses on names of shops, restaurants, hotels, sightseeing …

• Including guesses on how I have been traveling (Car, Train, Bus, Airplane, …)

• Everything I have searched on the web since 2006

• Everything time-stamped to the microsecond precision



IT-ST IT Lightning talks, May 2017, Alberto Pace 13

Browser History

{

"page_transition": "TYPED",

"title": "New Tab",

"url": "chrome://newtab/",

"client_id": " GFL25x\u003d\u003d ",

"time_usec": 1494858277225897

},

{

"favicon_url": "https://indico.cern.ch/images/indico.ico",

"page_transition": "AUTO_TOPLEVEL",

"title": "IT Lightning Talks: session #13 (19 May 2017)",

"url": "https://indico.cern.ch/event/630931/",

"client_id": " GFL25x\u003d\u003d ",

"time_usec": 1494858272155242

},

{

"favicon_url": "https://webcast.web.cern.ch/webcast/favicon.ico",

"page_transition": "LINK",

"title": "CERN Webcast | IT Lightning Talks: session #13",

"url": "https://webcast.web.cern.ch/webcast/play.php?event\u003d630931",

"client_id": "GFL25x\u003d\u003d",

"time_usec": 1494858267338395

},
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Google Searches
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Location History
{

"timestampMs" : "1494853808994",

"latitudeE7" : 245521890,

"longitudeE7" : 75487946,

"accuracy" : 23,

"activity" : [ {

"timestampMs" : "1494853806162",

"activity" : [ {

"type" : "ON_FOOT",

"confidence" : 54

}, {

"type" : "WALKING",

"confidence" : 54

}, {

"type" : "UNKNOWN",

"confidence" : 44

}, {

"type" : "IN_VEHICLE",

"confidence" : 2

} ]

} ]

}

{

"timestampMs" : "1494849199573",

"latitudeE7" : 412234242,

"longitudeE7" : 50870613,

"accuracy" : 1342,

"activity" : [ {

"timestampMs" : "1494849217420",

"activity" : [ {

"type" : "IN_VEHICLE",

"confidence" : 85

}, {

"type" : "UNKNOWN",

"confidence" : 13

}, {

"type" : "STILL",

"confidence" : 3

} ]

} ]

}
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Do we have a problem ?
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So what Google can do …

• Correlate my data from multiple applications

• Correlate my data with the data of other people

• Persons in the same location

• Contacts I have been exchanging mail/messages

• Persons sharing an activity (ex: browsing same web site)

• Google knows: who you are, where you have been, who 

you have met, what you have discussed about, what you 

have purchased, … who you are spending the night with 
• And this for every day of your life
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Conclusion
• Can you preserve your privacy ?

• The good news: 
• Google is now fully transparent concerning the information they have about 

you.

• And you can manage this information…
• You can view it

• You can export it

• You can delete it

• The bad news:
• If you do not trust Google, you should seriously think twice before using their 

tools

• Your entire private life is at stake. Also towards third parties
• What if you lose your password or your account get’s hacked ?

Or any other cloud provider




