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Heavy ions
Protons
Electrons
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Historical facts ~CSa

d 1975: [Binder] first reported “single event effect” SEE anomalies;
unexpected triggering in bipolar digital circuits due to cosmic rays

a 1978 - 1985: SEUs in Pioneer 12 (Venus probe), in a 1024 bit PMOS shift
register

0 1985-1995: SEU example in the OBC of Spot1-2-3; Half of these SEUs lead
to operational problems, including switching the satellite to safe mode.
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e SEE basic mechanisms
- Beam: LET, range, energy
— Counting events, cross-section

e Different types of SEEs
— SEU, SET SEL SEB SEGR
— New effects: MBUs, proton and electron direct ionization

e Practical aspects of SEE testing
— Checking the beam
e PIN diode, SEU monitor, RPUM
— Statistics, Uncertainties, Error Bars
— Part-to-part variations
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Outline

» SEE basic mechanisms
- Beam: LET, range, energy
— Counting events, cross-section

e Different types of SEEs
- SEU SET SEL SEB SEGR
- New effects: MBUs, proton and electron direct ionization

e Practical aspects of SEE testing
— Checking the beam
e PIN diode, SEU monitor, RPUM
— Statistics, Uncertainties, Error Bars
— Part-to-part variations
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SEE basic mechanisms

Funnel s f— _ Depletion Regon
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Both Heavy ions (Z>2), protons can dzesa

induce SEE
High energy proton

Heavy ion electron or neutron
Each ion produces Most protons pass through
an ionizing track the device with little effect A few protons

(~10-) cause
nuclear reactions

Short range
recoils produce

lonization
Direct energy deposition Energy mainly deposited by fragments of nuclei, from
by the ion along the track. inelastic collision between a proton and a silicon nucleus.

The fragments usually deposit in turn all their energy along
their track or produce a cascade of particles.
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lon deposited charge: Linear Energy @t ega
Transfer

Dose[rad(Si)] = LET [MeVcm?®/mg] x Fluence [cm ] x1.610” [mg rad/MeV]

70
60 /\ e RADEF
? 50_' 9.3 MeV/amu
NE 0 _/\Kr
= 30
% -/\ Fe
: 201 /Ar
' Si
W 40 — "~ Ne N
O T T T T
0] 50 100 150 20C

Travel distance in Si (um)

Higher LET => Lower range
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pdx

LET =

[MeVcm?/mg]

Higher Energy => Lower LET

SILICON

proton LET

L m | MR | MR
107 10° 10° 10*
Energy (MeV)

—— Total Stopping Power
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Example of ion beam cocktail at RADEF

9.3 MeV/amu cocktails (M/Q=3.7, *M/Q=3.3).

lon Energy LETV®™* LETV®A® LET*R™ Range®™  LET*®
[MeV] @surface @Bragg peak @surface [microns] @Bragg peak
[MeV/mg/cm?] [MeV/mg/cm?] [MeV/mg/cm?] [MeV/mg/cm?]
BN 139 1.87 5.92 (@191 um) 1.83 202 5.9 (@198 um)
Nne® 186 3.68 9.41 (@138 um) 3.63 146 9.0 (@139 um)
30gj*8 278 6.74 13.7 (@114 um) 6.40 130 14.0 (@120 um)
Oart?* 372 10.08 18.9 (@100 um) 10.2 118 19.6 (@105 um)
°pe*™® 523 18.84 29.7 (@75 um) 18.5 97 29.3 (@77 um)
2K 768 30.44 41.7 (@68 um) 32.2 94 41.0 (@69 um)
Bilxe*®* 1217 54.95 67.9 (@57 um) 60.0* 89* 69.2 (@48 um)
ESA UNCLASSIFIED - For Official Use ESA | 09/05/2017 | Slide 10
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Charge collection by drift and diffusion {cesa

3 . .

dra i fast collection by Microbeam ions

rain—.| « - -
< o funneling (drift) ) z/ ‘ ‘
£
=
= 1- slower collection _/?u;\IM(;i
= < by diffusion
5 O Cace S L
—~source == 000000 Multiple pulse amplitudes
05 00 05 1.0 15 2.0

and shapes are
Time (ns) measured depending on
the ion strike location
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[Ferlet-Cavrois, 2006]
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Sensitive Volume SV

‘Depletion
Region
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lon Trajectory
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The volume responsible
for charge collection for a
SEE (in um?3)

. 52 p+E) / Real sensitive volumes do

a P 2/ not really have regular

p . * shapes and therefore, not

¢ . o only incidence angle but also

n p¢ \“Reco" pitch and roll may have an

Heawv ion (Z>2) High E proton impact in the total amount of

’ ) 7 = ' charge collected.
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Why SEE testing? For SEE rate prediction Q eSa

Need to know:
a. Space Environment: Integral flux as a function of LET or energy

b. Cross-section vs. ion LET or proton energy

Fluence
Cross Section

LET or Energy

ESA UNCLASSIFIED - For Official Use ESA | 09/05/2017 | Slide 13

— Il b c= ' W= "Il D - 5 mm 11 — == K2 = I+l European Space Agency



\\ \\\\\\\_

SEE Cross Section Curve vs LET \=€CS4d

The SEE cross section measures the
probability for a SEE to occur

&LE: csat | . N
\C/ /g/”’k—/ CmZ > O = events
% /’/ [ ] Fluence «—— [Nparticuleslcmz]
g2 ¢/ Fit with Weibull (integral form)
ELH) z LETth
A ( [LET—LETth T]
a O =0,y |1-—exp W
0O 10 20 30 40 50 60

W and S are fitting parameters

SEE cross-section is a crucial input
for in-orbit SEE rate prediction.
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Outline

e SEE basic mechanisms
- Beam: LET, range, energy
— Counting events, cross-section

» Different types of SEEs
- SEU, SET SEL SEB SEGR
- New effects: MBUs, proton and electron direct ionization

e Practical aspects of SEE testing
— Checking the beam
e PIN diode, SEU monitor, RPUM
— Statistics, Uncertainties, Error Bars
— Part-to-part variations
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Some Classes of SEE
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Soft Errors (no permanent damage)

SEU Single-Event Upset

MBU, MCU Multiple Bit (or Cell) Upset
ASET Analog Single Event Transient
DSET Digital Single Event Transient
SEFI Single Event Functional Interrupt

Hard Errors (permanent damage to device/circuit) This Is not a complete listing of

SEL Single-Event Latchup all possible single-event effects!!

SEHE Single-Event Hard Errors
SEDR Single-Event Dielectric Rupture
SEB Single-Event Burnout

SEGR Single-Event Gate Rupture
Destructive events
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Single-Event Upset in _SRAMs: W:esa
The Feedback Mechanism

/—

LA

//ﬁ//

Race Condition

A Voo A Recovery occurs before feedback:
No Upset
:“:— -4[ l Recovery Feedback occurs before recovery:
Cell Upsets
7N 5.0 T T T
( S aof Threshold LET ~ 42 MeV-cm?/mg ]
FeedbaCk % 3.0 LET = 9 MeV-cm?/mg |
g =
:“_ _l lon Strike g ]
iI(t) ‘2 ; § e LET = 40.5 MeV-cm?/mg |
>°r LET, = 45 MeV-cm?/mg

- - 104 101 10 101* 10710 10° 108 107 10
. .. - : Time (s) [J. R. Schwank,
SEU is a circuit effect initiated at the device level. P. E. Dodd, 2001]
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Multiple Cell Upset (MCU) {cesa

o N ) 0 40nm SRAM
s s Tilt=0, Roll=90,

f" AP NG Xenon, UCL

5.1 b i e smaller cells
= o L => more MCUs

ITH#G4 zoom 2 (2 MCUs)

[ESTEC contract 18799/04/NL/AG
Hirex SEE test report, HRX/SEE/0288
STMicroelectronics 40nm SRAM]
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IT#G64 zoom3 COther MCU example

One ion strike can induce
more than 100 cell upsets
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SEU sensitivity for low energy protons (1)\=€Sa

Memory Devices with very low LET thresholds are sensitive to proton-
Induced SEU set by direct ionization.

Bulk 65nm SRAM Proton Sensitivity 65-90nm SRAMs
— ————— — . 1.E-07 .
‘10: : EéSIELC 1 E-08 @ CY 90nm QDR
107°F  eee * UC Davis - i A @CveSnm QbR
= C 4 U g 1.E09 BT 65nm eSRAM
= — > o — Bendel =
l.‘\lE f B 1.E-10 xlItl & BAESOnm e5RAM
< 102f E 1611 b * M 3 IBM 90nm eSRAM
[=] F =
— - E ’
;,:,-: - - - ﬂé 1.E-12 ‘ﬁ
gm‘“é- - -t . - & MEIET ¢ Oiﬂjﬂ B x ach i A4
i — 1.614 @ =¥ qu:ll:lq:l o ‘j
- - - &> @
2 - 1.E-15
R I . M. SR . —
107" L 5 T 0.1 1 10 100 1000
_Proton Enef‘gy {MeV) Proton Energy [MeW]
[B. Sierawski, TNS 2009] [H. Puchner, REDW 2011]

State of the art memories (Higly scaled devices) have very low LETth and can be prone to
proton direct ionization.
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SEU sensitivity for low energy protons (2)\=

\\ \\l\\\_

eSa

Protons have a low LET and relative low penetration compared to heavier ions but
can be very abundant depending on the orbit or during solar flares.

0.6

0.5-
30 MeV H"

ol

0.4 4

[cm

0.3

0.2

LET (MeVem®/mg)

Bit Cross-Section

0.1

0.0+
0)

10 15 20 25 30 35
Distance in Si (um)

5

[SRIM]
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1.E-14
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0.01

- 1

m TAMU - Heavy lons

& LBML - Protons

& a

0.1 1 10 100

LET [MeV-cm2Z/img]
[H. Puchner, REDW 2011]
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SEU sensitivity for high energy electrons \ =

o
10" 3 2 A Electron-Induced - Test Chip A
3 2 e Electron-Induced - Test Chip B
= % 21 MeV/c u - Test Chip A 1.E-10 ¢
10-1 = v m 21 MeV/c | - Test Chip El E
3 L w 3 MeVW Protons - Test Chip B ‘g‘
. =
= — = -
£ 1075 b 4 E
=3 E 2 1.E-11 ¢ *
e B ‘ = E -
{g a | = [ i=]
s 1073 o . - g . -
S 3 - v 2 ~
=4 4 8 1.E-12 ¢
S 103 F 5 F 3 b4
3 - =
5] 7]
10 ?
= 1.E-13 T T T T
107 28 nm 0 5 10 18 20 25
0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0 Electron energy (MeV)

Applied Bias (V)

[Pellish 2013] [Samaras 2014]

New highly integrated technologies may be sensitive to electron induced SEE. This
could be an issue in Jupiter environment. Technology evolution may even lead to

direct ionization by low energy electrons.
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Single-Event Transients
in Digital Logic Circuits (DSETSs)

lon Strike

e A VA
: 1 4 ] .
: [ ¥
1 : :
1 1
1 I
: _|>,_:J:
1 I
1 : :
I_ _________________ I
Inverters D-Latch
(combinational) (sequential) [Buchner, TNS Dec.1997]

A strike on the inverter shortly before a clock edge can pass bogus data
into the D-latch.
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DSET propagation increases with frequency! =€sa

Sum
- - - - Combinatorial Logic
— — Sequentiai Logic

105'

o
<

- N Propagated SETs

1l N from inverter strikes
: — D-Latch errors

Error Rate (Arb. Units)

0.1-=
1

10 100 [Buchner, 1997]

Frequency (Arb. Units)

As clock edges come more frequently, the probability of a transient being

captured and propagated to subsequent circuitry increases.
Trend in new technologies: combinatorial SET pulses are becoming larger than
gate transition times and can propagate. Single event rates in combinatorial logic

are becoming comparable to those in latches.
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Example of DSETs measured at the {cesa
output of a chain of logic cells  .Rail-torai transients

1.27 o -Large variety of SET
1.0 130nm logic | duration, depending on the
0.8 lon strike location within the

% o6 logic path

(@)) i

£ o0.4- The modelling of SET

=~ ool propagation is layout
dependant

0.0 ; 0
- O . 2 .

B e R — *New generation
technologies are

Time (n[IS:)erIet Cavrois07] particularly prone to DSETs
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SET glitches in PLL built in ProASIC3 \
FPGA

[A. Evans, iIRoC Tech., IRPS 2015]

h~
®
)]
Q

25
d ~
21 AAANNNA A p
SRS SEEEYEdES R

BB Be

Voltage (V)

RUSIER! (R RIR R
N 50 ns / div
(a) Multiple Pulses Missing
—_ z| ’,-"" - p—
=2 4 £
S
s
g -o L’—‘ ‘\- \ ‘“‘-_‘- .‘"H
Micro-beam experiment ol A L=
. . 20 ns/ div
PLL sensitive region (b) Distorted Pulse
ions, 144 um x 144 um :
Aurions, H H Sample glitches
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SETs in Complex Circuits

1.0e-07 ¢
| : [l : |
1oe08 o w " " | i ' " » Cross section
g otoe09 | : i 1 l l ] normalized per-gate
€ 1.0e-10 | | l | l | _
p j | l | | » 50 MHz operation
S 1.0e-11 - : : g
i Ne H 1 . =g . .
10012 | | ar : 1 » Significant variation
1.0e-13 | : - . . . (Close 1OX)
- - - . .
05, 00, % g 0 %04;4%0 4::0*8 % e, 0, depe_ndlng on circuit
Ot Pr kg PR3 function
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Analog SET - ASET:

Example in Im124 o= |
[Buchner, 2004] | L ate ]

5
o
Q

shapes depending on the strike position,

— 580 nm Laser J

*May affect subsequent circuits if not well - . = ]
filtered in the design Time (us)
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ASET on a DC-DC converter

[Y. Ren et al, 2011]

Reference Voltage Pawer-on Resst Soft Start

EMF_DN1

bus fikering
- bius fikering

Pasilive —1?| Subcirmuits i o
5 . Sensitine SeOn E"_E—S] NAND =%l
Current | bipalar o .

R P e £

The single event transient (SET) pulses on the internal reference voltages (band
gap references) propagate to the soft start circuits which falsely triggers a short
alert signal to the system. This results in a reset and thus an output power drop
that will last the required time to discharge and charge the soft start capacitor.
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SEFI, may appear in complex digital sequential devices, for W
example in SDRAM, CPU, ADC, DAC, FPGA, POL, memories X\\‘ esa

Samsung 1Gbits DDR1 SDRAM 8-Gbits NAND-Flash, Samsung

10 LET = 18.5 MeV cm?mg"’

+ SEU 0 . e T
O MeLU -*

102 4 & SEFI O

A

Page Address [%]

O+

O+

1072 1

50 =
104 4 3

Ll ’ o 100 - HEREARE :

. [Hagen Schmidt, IDA, 2608

Cross Section (cm?/dev)
*
Error Density [1k / pixel]
o
0

100
a] 20 40 510] a0 100 120 Column Addrlss [%]
Effective LET (MeVecm?/mg) SEFl is in fact a SEU in a critical register impacting

A
10% T T T

the device’s functionality.
SEU-MBU-SEFI-SEL.: SEFI in a memory:

Effect of die revision: x102 SEE rate *Rows, columns, blocks are in error:

Lot-to-lot variations *Need reset or power cycling
[Ladbury 2006] «Mitigated by decreasing the refresh time
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Single Event Latch-up, SEL {zesa

Integrated devices contain parasitic structures due to the proximity of their transistors.
Substrate v Well

Contac\t\ JT——I T / Contact
e[y b d Wl RGO, >

P
~AWE AAA
l[rd-bv Fsv n-well
AAA A
Fsi bl
rs

1

p-substrate

An ion strike can trigger the PNPN parasitic structures present in CMOS devices,
This may create a low resistance path between power and ground.

ESA UNCLASSIFIED - For Official Use ESA | 09/05/2017 | Slide 30

— Il b c= ' W= "Il D - 5 mm 11 — == K2 = I+l European Space Agency



—

"7z

SEL Facts -CSa

o Self-sustained current, only recovered by power cycle
o SEL increases with temperature

o Modern devices may have different latchup paths
oBoth high current and low current SELs can occur

o Characterization of SEL requires long range ions

o SEL is a critical effect with potential catastrophic
iImpact on spacecraft systems

oSEL sensitive components shall as far as possible be
avoided
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SEL increases at high temperature

T T T T T
Temperature Dependence of Basic Parameters
102 Vg drops from 0.7 to 0.5V at 125 °C —
— Well resistance doubles at 125 °C
NE compared to room temperature
o
= - —— =\ Saturation
s 10-3 i
2 — — — = \_cross section
S increases with
w — — = =) temperature
W
8 1ol -
(&)
o
=
= I
2 I
o 100 - I Threshold LET decreases —
: 1 %f with temperature
I 1
l/@
10-6 LI | ! ! ! I I
0 5 10 15 20 25 30 35
LET (MeV-cmZ/m :
( 9 [JPL course by L.Scheick
ESA UNCLASSIFIED - For Official Use ESA | 09/05/2017 | Slide 32

— Il b c= ' W= "Il D - 5 mm 11 — == K2 = I+l European Space Agency



\ \\l\\\_

Single Event Hard Errors: stuck bits €=

Samsung 1Gbits DDR1 SDRAM Hyundai 64-Mb SDRAI\/I

€Sd

8000

| 200 MeV Protons ] ety . -l--
Device 7 © % - ' rL
6000 |— — o 1&g e e 2
g B o . 2z =
g 4000 |— “ - E E % :E 2 %’ %cfr §
% = - E 1&-7 E g g B - % : :m., 35-:
= 2000 - ' — & | | ® °
E 1e-8 F - . Bl
- - on - . i
‘0 1 | | i L 12-9 — ++ " - MR - - e
0 2x1012 4x1012 6x1012 0001 .01 a1 1 10 100
lon Fluence (cm-2) ] . LET (MeW-cmmg)
Large Egrt to garztalgilatlons Due to Micro-dose or displacement damage
- [Edmonds ] | ~ [Edmonds 2008]
Bit Cells that can not be wrote any more, their content is stuck.
They may recover with time, or not.
Can beat EDAC, in the past they appeared at EOL, now may occur at BOL
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DDR3 results - Stuck bits {tesa

Hard SEUs: can not be removed by rewriting [|\/|_ Herrmann’ |DA’ 2014]

4E+0 _

= | e . g
S ... | e L N 2
~ 1lE-11 e —rommess . 4E-2 é
£ e - ~
O, 1E-13 - 4E-4 “E
5 S,
5 1E-15 - . 46 §
Q -==--4 Gbit Samsung - SEU S
9 1E-17 ——4 Gbit Samsung - hard SEU | | 4¢.g §
g ] ----4 Gbit Elpida - SEU 3
1E-19 - ' ' —4 Gbit E|p|da - hard SEU —  4E-10 8

0 10 20 30 40 50 60 70 80
LET [MeV cm? / mg]
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Stuck bits in NAND-flash

Oz, [cm? bit?]

R R R R R R R R R

.E-09
.E-10
.E-11
.E-12
.E-13
.E-14
.E-15
.E-16
.E-17
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o - e
oL o r
40 ° i -"i' % ¥—¢—%
L R S 4 ., ¥ ¥

= f A 1
’ - ! A t 3

3— * * soft SEU
10 E 'i- = 3 = hard SEU
) F : —3 * E : * $

(o] 200 400 600 800 1000 1200 1400

Byte Address

[K. Grirmann, IDA, 2012]

% / / == 16-G Micron
; A = -
E \/ =
Flo S .
H 7(‘%1 significant soft SEU Annealing only at Nitrogen ‘ NE g
! S 2
// ‘ SEU = soft SEU + hard SEU K g‘
n a.
y/ 3
* SEU, Micron 16-Gb 1 3
H x soft SEU after 20 days, Micron 16-Gb &
— A hard SEU, Micron 16-Gb = o
i = hard SEU after 20 days, Micron 16-Gb 6
T T T T T T
6] 10 20 30 40 50 60
LET [MeV mg? cm?]
am H 4. I = T QI D == =311

s

I+l
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Destructive events in NAND-Flash Q\\‘fesa
/—f Samsung 8Gb NAND-Flash

F.'g 1:E-06 é - =- E_

E 1.E-07

o Y
1'E:°9 / I ::g::;i;r:unng(fmm”m.

LET [MeV mg cm?]

Thermal picture charge pump region
[K. Grarmann, IDA, 2012]

[F. Irom, TNS Feb. 2010]

- Permanent damage with indefinite data loss

« 16 Gbit Micron shows also other failure types affecting the on-chip microcontroller
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Single Event Burnout SEB \=€CS4d

Quasi-Stationary Avalanche Simulation

100
101
102 o
SEB 103 4
|_ Sensitive =4 10°¢ 4
_LE /| Volume Z loe ]
/ 5 107 4
= 10% 4 [S Liu, 2006]
Y, b 10 3 De'uica#a
o 10710 4 {Low Source Dose)
1011 4 O Device #2
p.channel 1012 A i Sowrce Dose)
4013 E (High Source Dose)
1014 T T T T T T T
/ 400 S00 600 700 SO0 9S00 1000 1100 1200
/ % '| Drain Voltage (V)
; \ d Triggered by heavy ions, and

| Parasitic BJT possibly by protons and neutrons
\ (Bipolar Junction|Transistor) |

J O Always destructive

\n+ substrate +VDs Jl,f
d power BJTs, FETs, MOSFETs are
ESA UNCLASSIFIED - For Official Use Se n Sitive to S E B
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SEB damage in MOSFETs, IGBT dcesa

IGBT damage
[E. Lorfevre, 1998]

Power MOSFET
[E. G. Stassinopoulos, 1992]
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SEB damage in Schottky diodes

200V Schottky diodes

[J. S. George, 2013]

415 m Also observed in low voltage
s Schottky diodes (35V — 45V)

[M O’Bryan 2012]

. 0.01
= 0.001
: =
- 0.006°
SDOSOSC200 01 02 jpg -
DIC (Normarski) Imaging 0.004 l
Creation Time: 1/5/2012 3:14:12 PM 0,00
bjective Lens: LMPLFL BD 20x /0 40 o _]
18
Time ()
| S - Beam OFF IR (A) - Beam o |2 ~] |

Mean flux 5000cm %.s* - Fail @ Fluence 1.00E+04cm? after 2sec

|, at reverse Voltage of 45V
[TRAD SEE test report 2015]
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Single Event Gate Rupture SEGR {zesa

| Gate | —

| The charge deposited by the incident ion increases
Gate oxide fon Track the electric field already present at he gate,
NN __ exceedlng the oxide breakdown field.

O Always destructive
d Decreases with angle of
incidence

N cpiager N — O Increases with electric field

. ' O Power MOSFETs most

' smmmmmmn U SCEPLIDlE
| oraia O MIM capacitor structures
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S
SEGR damage {sesa

[O.H. Pakarinen, NIM B 2009] [A. Mefteh, Phys. Rev. B, 1994 ]

d The initial ion track damage is < 10nm in diameter
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Safe Operation Area (SOA): issue of ion &

range (energy) used for testing

200 —

160 —

120 —

B0 —

Drain-to-source voltage (Vds) [V]

40

¢ $ ¢ 5

K
o JPL (Xe @ 49 MeV._cm®mg)
O IR (Br @ 37MeV._cm3mg)
v IR (I @ 80 Me%V_cm3mg)

-25

ESA UNCLASSIFIED - For Official Use

— 0] b c= N 4 ||

-20 -15 -10 -5 o0

Gate-to-source voltage (Vgs) [V]

mE T Il D D e ERID T S EXEE M

—

()
(dp]
QO

-

o /Manufacturer’s data

with short range ions

.—Data with long

range ions

*IRHMB57260SE 200V
NMOSFET.

*SEE were SEB and SEGR

[L. Scheick, DW 2009]
[L. Scheick, JPL 2008
http://nepp.nasa.gov]
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Single Event Dielectric Rupture

(SEDR) in linear devices
Bromine lon, 36.7 MeWVocm=/mg

m._l1.ﬂ'2 L T A
= o _ .
_ .. K3 capacitor area = 1. 2x10%em2 .
L 10° o
- e
_ e
:‘E 1qu : El,.f'""f
3 —
s[ o
o =] 8 / Absolute
E 10 i operating imit
i o

O 107¢ = ¥ —O— Lot Date Code 9736
% A Lot Date Code 9544

1D-Ep A I R S T T R T - P

20 2> 30

Supply Voltages [+/-

=
4
Lt

®
7
0

OP27 Low Noise
Operational Amplifier.

[G. Lum 2000,
N. Boruta 2001]

These events often occur at the output capacitor of linear operational amplifiers when

supply and outp
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ut voltage bias is close to the maximum limit.
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Single Event Effects - Summary

ESA UNCLASSIFIED - For Official Use

—_— 01 b=

Single Event Upset (SEU)

corruption of the information
stored in a memory element

Memories, latches in logic devices

Multiple Bit Upset (MBU)

several memory elements
corrupted by a single strike

Memories, latches in logic devices

Single Event Functional
Interrupt (SEFI)

corruption of a data path
leading to loss of normal
operation

Complex devices with built-in state
machine/control sections

Single Hard Error (SHE)

unalterable change of state in
a memory element

Memories, latches in logic
devices

Single Event Transient (SET)

Impulse response of certain
amplitude and duration

Analog and Mixed Signal circuits,
Photonics

Single Event Disturb (SED)

Momentary corruption of the
information stored in a bit

combinational logic, latches in logic
devices

Single Event Latchup (SEL)

high-current conditions

CMOS, BiCMOS devices

Single Event Snapback (SESB)

high-current conditions

N-channel MOSFET, SOI devices

Single Event Burnout (SEB)

Destructive burnout due to
high-current conditions

BJT, N-channel Power MOSFET

Single Event Gate Rupture
(SEGR)

Rupture of gate dielectric due
to high electrical field
conditions

Power MOSFETS, Non-volatile
NMOS structures, VLSIs, linear
devices ...

- g

L —
—

= == CH 11

Non Exhaustive list, more in ECSS E-ST-10-12C

= I L
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Complex devices may be sensitive to  {-esa
many different SEE types

Example: mixed signal ASICs, SEEs may propagate to other blocks / subsystems

o ———— e e O-———-1 1 ——————— O{F———— -
I ‘ SET, SEB, SEGR, SEFI ET SEFI SED SET |
I Temperature PowerControdl | | Voltage Frequency Generator I
I B Regulator Q--,z-nl_nny /Timer l
Lk |
¥ v i
E:] g _SE |
| Analogue 2 SET I
I *|  Sfigna 2 Apc SEE SEu &= | 23 >LJ,3
0 conditioning SEU & || micro control ~ | SEFI 2 |
- 2
, SET SEFI™ : B i o 2 = ’lj'j
a =
: é SEE} 2 g S <[]
! - : : H ki
1 -1 = & =
[ il e "SET | 5 B B SEESJ
— Analogue filter SEFI 3 SRANA " I
¢ ~ - ’[X),E,..:l | = ,'l.l.jrl.'al e DAl - E RAM Flash §
conditioning v '™
' \‘ ) FOMINg SEU EEU SEU | L g
| SEF EFI SEFI 2 & s
" e SHE SHE =SEU "
| SEGR? ==E |
e e s —— . —— —— —— — — — — — — — — — — — — — — — — — — — — — — — — — — — — — ————
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Examples of SEE anomalies (-esa

South Alllanlic Anomaly: 784km: >100MeV protons

=

20T T
i

. Ny ‘ = o K o
T o ¢ = e, ——
; " ~ Trapped )
[ L proton= B pee————
E »zoll— ) - . {SAn) \ ’ : \\
- r - ) \\\ . |
r \’\ : -
wllL— '}5 :
S |

- n P
—— R

PRARE on ERS-1. A 64-kbit CMOS SRAM failed e . W
due to SEL. PRARE only lasted operational for 5 IAISI on METOP. About half the SEUs are located
days

in the SAA. Those upsets may be related to the
emerging issue of high-Z recoils within the

diation hardened device (HX622 _
ISS. SETs on optocoupler 6N134 are held 2¢1on hardened device (X628 memor)

responsible of unexpected reset on a reset circuit [R. Ecoffet TNS 2012]

that was designed only to be used for ground
testing.
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Outline

e SEE basic mechanisms
- Beam: LET, range, energy
— Counting events, cross-section

e Different types of SEEs
— SEU, SET SEL SEB SEGR
— New effects: MBUs, proton and electron direct ionization

» Practical aspects of SEE testing
— Checking the beam
e PIN diode, SEU monitor, RPUM
— Statistics, Uncertainties, Error Bars
— Lot-to-lot variations
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Checking the beam: the ESA SEU {:esa
monitor

ESA Monitor

i
i
i

Bit Cross-Section (cm*bit)
3

50 80
LET (MeV/(mg/cm?))

[F-X Guerre, HIREX, 2013]
4 dies module of the 0.25um
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Uniformity of beam flux

Kr, 305 MeV

AR
- : -3

T

= 3 ]
LU LD

== =
L LT
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Checking the beam: the ESA
calibrated PIN diode system

Xe Charge
collection \ \ ,
/F

(7
®
7
o

1400

Relative distribution

S;: 1200 y =R92'3_’1126x
~. 1000
g 800 //
100 1000 5 600 o
Energy deposited in the PIN diode (MeV) £ 400
§ 200 -
9 . 3 M eV/a E 0] '/// T T T T T T
- 0O 20 40 60 80 100 120 140
RADEF COthall lon Atomic Mass Unit
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Statistics: counting events {zesa

In this case

Counting SEB events at GANIL (Xe) - 4 ence of 1E5 particles/cm?2

100
The number of SEB detected is

@ LET [MchmZImg] :

£ proportional to fluence.

o 27, 60

: 10 “q;;‘"' ® run’/7/79

; >° = run780

= E ® run784

§ @ - run785

1 ol ¢ |
10 1000 100000

Fluence (cm2)
[Binois, Carvalho, 2013]
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Fluence of events follows Poisson, i.e. @ @s3
Weibull function with a shape factor of 1

SEGR in power MOSFET and capacitors

2 ° HGOK Capacitor Observed for both

5 1 planar large area

3 0 capacitors and power

s MOSFETs

— -1 ) =

2 -2 ™~ Shape factor This statistical

%) 3 (slope) is 1 behaviour is expected
for all single event

100 10° 10° 10° _10° 10° effects
Fluence of failure (cm™) _
[V. Ferlet-Cavrois, TNS 2012]
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Suggested Error Bar Recipe, in the new
version of the ESCC25100 (Oct. 2014)

(7
®
7
o

_ Nevents 5JSEE 5Nevems SFluence\’
OSEE —
Fluence OSEE Nevems Fluence
oFluence ., yncertainty on the facility dosimetry
Fluence
> 10% [ESCC25100 ]
SN events * Follows a Poisson distribution
Nevents

* Advised 95% confidence level

> “Real” value will be within measured N events plus or
minus error bar for 95% of data.
The accuracy of the X-section depends on the fluence deposited
and the number of events detected.
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Upper and Lower limits of Error Bars

10000 -
cxXF
1000 |
100 -
. [ESCC 25100,
I Oct. 2014]
I // T 1
0 100 Noyene 1000
Confidence level
-———67% - - 90% —— 95%
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Test Example, use of Error Bars

Same reference but different date codes:
different latch-up response

10-7_; = DC220
T 10°] 4 385327/‘_" éSka 16 SRAM
S § amsung
— 10‘9 l -
2 T K6R4016V1D
8 10'10 §§ T /?%_
¢ 114 : |
Lé; 10'11 /J l / |

107+ i

10 20 100 200

Proton Energy (MeV)
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Cumulated effects: TID + SEE

In some cases SEE sensitivity can vary with received TID.

—~ 6x10°1 = DC220#3 e
= 1 = DC328 #1 DC220 anc! DC3.28.
= 5x10°1 e DC328#2 o were showing similar
= o ] SEL response,
8 410 "4 o R G R
P . 5 5 5 5 » Same process?
@ 3x10°4 T
o ] | | | | :
S ox10°4d . I~ R T S SR But their TID response
7 n | | ‘ | is different
X107 17g _ 2 T > Not really
0 . ! : : : : : :
0 50 100 150 200
Total ionising dose TID (krad)
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Same Example: with heavy ions

to fly. Always test your lot if you are using COTS.

256k x 16 SRAM Samsung K6R4016V1D
107",

Cross Section (cm’)

10

1073

-4 1

10
10

10°°-
107
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-2 ]

5

E =>4

= A

= ‘
/! e m DC220
e DC328
7{6 A DC922
/T e DC419 #81 |

3 5 10 20 30 50 80

—
—

— ] bhm = W = ] W

LET (MeV*cm?/mg)

Il - — & == 11 T 22 0 ZE

I+l

=@sa

Manufacturer process changes also affect SEE sensitivity. Test the LOT that you want
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SEE Test complexity (1)

- SEE tests can be very long and complex on devices like ASICs,
FPGAS, pProcessors or new state of the art electronic devices, many
different SEE types can appear at the same time.

- The presence of a radiation effects expert and a electronic design
engineer is often required because real-time decision making is
critical depending on test results. Repeating SEE test can be very
costly in terms of planning and budget.

- SEE tests can be done at device level or at board / application level.
The later are even more complex.
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Configuration

T (N
wodem | psu ssea fun Board pare | lon wevemy| T emnzsn [time e |run fuence
protection| (Mev) (um) ef )
me) b
-~
Setup twoconfiguration one \ R
PSRBT T —
=
1o o 1o o [rosem [0 2] o0 71 EE o ioomed] 1000 rooeor]iczsor \ -
Top Top | Top ves 2|Modem =3 25 995 73.1f 62.5| o] 1.00€+04 1000 1.00€407)1C1401
on ron o ves 3|modem | cocvaoarw 25| 093| 734 625 of 1.00cr04] 1000 1.008.07 12501
AorsTaAc
on ron o o a|mosem |01 25|10 ar12e 379) 1205] 10 of 1.o0cr04] 1000 1.00e.07[1c2301
AoraTssen
op ron o ves s|vodem ; 2s|a0ar12e 379) 120.5] 10 of 1.00cr04] 1000 1.00e.07 11401
op o o0 ves | modem 2s|a0araze 379) 120.5] 10 of 1.00ci04] 1000 1.00e.07[1c2501

Setup twoconfiguration two

Modem board

[ [T A . ~F Al S .

N T ; SISl I RNIEIE, A == >)

coriom [sortom [ror e B a55| A e = L oowo7|icis02

otiom  |sotiom  |rop o 25 sos| = s A~ A +oozor)iczon

I N O L 1OYIC 1) Q) C
+ o VHo v g

cotiom [oottom[1or o ron 12 o | teos| o Vioorodl Tooo| sooeror|icioos

cotiom  [sovom [ror oronies o[ 10 10 o[ sooruad]

Energy Angle TID
Time | Run DUT lon Pentration | MeV LET (deg) LETeff (krad) Vbiasl Isb1 Vbias2 Isb2

not not
11 part #1 position A (Temp 72C) Xe 73um 995 62.5 (0] 62.5 10.00 15V meas - 15V meas
not not
16:05 12 part #2 position B (Temp 81C) Xe 73um 995 62.5 [0} 62.5 10.00 15V meas - 15V meas

not not
16:50 13 part #3 position A (63.5temp C) Xe 73um 995 62.5 [0) 62.5 10.00 i5v meas -15Vv meas
not not
17:05 14 part #4 position B (81 temp C) Xe 73um 995 62.5 o 62.5 10.00 i5v meas -15v meas

[ I o I g e | e e ey 1 ey ey |
[Tpssazonn
sottom  |sottom  [1op No. 30|Psu e 25|a0ar 12+ 379) 120.5] 10| o| 1.00ev04 1000 1.00e+07|ic5001

Setup one_configuration one

SSPABoRTa (o be periormed at the end orthe text
(e
Top Top Top No 38|psu I 25 995 731 62.5| o 1.00€+04] 1000 1.00€+07|1c4010

Setup one_configuration two
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Conclusion
« Large variety of single event effects
« SEE are linked to the DUT technology
» New SEEs arise in new technologies.
» Highly scaled techs have higher SEE sensitivity
» SEE tests can be very complex
» Real-time decision making is a must.
« COTS issue
» Test of the flight lot is mandatory
» Secure procurement for an homogeneous lot
« For experimenters
»  Check your beam
» Use error bars
« Ask a radiation effects expert in case of doubt
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