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Incidents at KEK year by year
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The number of incidents found at KEK is decreasing.
But is it the silence before a storm?



Growing targeted-mail attack in Japan

e Academia becomes a target

* Jan 2017: Notice mail about
carried over grant funding from
JSPS with malicious zip file to
researchers

(JSPS : Japan Society for the
Promotion of Science)

 KEK users are targeted

* Password reset scam mails
from someone masquerading
KEK’s mail administrator

e Suspicious mails from famous
companies as Apple, Amazon,
NTT-X (Japanese online shop),
credit-card company, ...

Number of reports on phishing mails
to Council of Anti-Phishing Japan

1,193
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https://www.antiphishing.jp/report/monthly
/201709.html

It is difficult to protect against such attacks by a mail
security appliance and endpoint anti-virus software.
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Virus detected in KEK Mail system per

Monthly mail traffic
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Since Apr. 2014 to Sep. 2017

2000

o O
o O
n O
—

8 x10% / month

| Total7number of Mails

number of SPAMS

5

| Total

HEPiX2017 Fall@KEK FYuasa

2017/10/19



The situation surrounding us has changed.

» Japanese Government enacted a law on
cybersecurity in 2014.



The Basic Act on Cybersecurity
Law Number: Act No. 104 of 2014

(Responsibility of Educational and Research Organizations)

Article 8 In accordance with the basic principles, universities and other
educational and research organizations are to make an effort to ensure
Cybersecurity voluntarily and proactively, develop human resources specialized
for Cybersecurity, disseminate research and the results of research on

Cybersecurity, and cooperate with measures taken by the national government or
local governments.

( http://www.japaneselawtranslation.go.jp )

in Japanese
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concerns

* KEK does not want severe security incidents which
should be reported to MEXT (Ministry of Education,
Culture, Sports, Science and Technology).

* KEK fears “Damage to reputation”.



Basic plan on cybersecurity Branch team
practices (since Mar 2017)

* A new regime for
information secu rity KEK CSIRT has two layers.
started since April 2017
to carry out the plan.

* Core KEK CISRT
becomes a part of
Computing Research
Center to focus its
efforts on the technical
things

* Incident handling
* Prevention
* Monitoring and logging

9O
g

Branch team Branch team
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Prevention Number of manual blockings since 2017 April

450

* FW blocking of malicious o ﬁ WannaCry}

URLs and IP addresses by 0 effect
CSIRT .
e information from 200 /3\
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100 AN \ :
SOCS, MEXT and so on. X N N a2
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* a Web notification system 2017 N
in an administrative
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About 1 notification per 2 Oxening atached e Computer Security Incident

days. “’ Findingav.(ebpagebeing e
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* Education through regular ,Mw,;-uy'c.,m,,k.; = csirt@kek.jp
security course (face to P ——

face) by CSIRT member

Extract from security leaflet “KEK computer security 11
Best Practices” issued in 2017 for foreign researcher



Alert from FW on eduroam network

WildFire Analysis Report

File Name: fetch.php

Uploaded by: XXXXX (S/N 001801008003) at 2017-10-16 09:02:02 JST
SHA256:
082a33011c4f0536468e8fd9ebd9fc14c5c0e6d191b262d527627a1629390dc
a2

MD5: 4e8b6bf934bd218daac531¢89035097a

File URL:
w3.hepix.org/afs/hepix.org/project/benchmarks/lib/exe/fetch.php?media=
hep-spec06-cease-and-desist.doc

User: unknown

Application: web-browsing

Source IP/Port: XX.YY.ZZ.UU:80

Destination IP/Port: xx.yy.zz.uu:32099

Verdict: This sample was determined to be malware.

Summary of behaviors observed during analysis:

- Created or modified a file in the Windows system folder
- Created or modified a file

Alert from ISP we contracted on guestnet

WEF21T7WebT— b T2/ —EX TAILRRAIZCDOWNT

FREBTRAZSEEDZLEBEVRLETEY, FEIZNEF 2T
WebT — b T2 A —EXEZZTHAWELZZELT, FHITHYHED
T WET, ST, TREOBY VAL ERE L, ERWZLE L
DTHREWNZLFEFT,
WE
B

- —E X 3— K :XXYYZzZUU
-BERE AR HEFBEEEAN &I R F — RIS EEE
- [FB=1E# No. : 000000000

- FAERZ :2017-10-16 09:33:15

-7 A4 JLRX% :HEUR:Trojan-Downloader.Script.Generic
: HEUR:Trojan-Downloader.Script.Generic

- Bt : XX.YY.ZZ.uu

-a—HE :-

- FAERZ  :2017-10-16 09:34:03

-7 A JLAX% :HEUR:Trojan-Downloader.Script.Generic

: HEUR:Trojan-Downloader.Script.Generic

3z 4k o .
- Started a process ) it%i{j_ﬁ% ' ).(X'W'ZZ'UU
- Modified the Windows Registry ) .
- Executed a DLL with rundll32.exe
_ Used SSL - FAERZ :2017-10-16 09:34:49
- Opened a Command Prompt window -7 A JI//_.'\% HEpR:TrOJanI-DczlwnIoafjer.Scrlpt:Generlc
- Opened a Windows PowerShell window . : HEL.JR.TrOJan-Down oader.Script.Generic
- Document contains an embedded OLE object - EimeTG - XX.yy.zz.uu
D . -a—HE -
- Document contains a macro
- Opened another process permission to duplicate handle
- Enumerated running processes
- Sample has no signer
- VBA started a program
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Alert from FW : eduroam

WildFire Analysis Report

File Name: fetch.php

Uploaded by: XXXXX (S/N 001801008003) at 2017-10-16 09:02:02 JST
SHA256:
082a33011c4f0536468e8fd9ebd9fc14c5c0e6d191b262d527627a1629390dc
a2

MD5: 4e8b6bf934bd218daac531¢89035097a

File URL:
w3.hepix.org/afs/hepix.org/project/benchmarks/lib/exe/fetch.php?media=
hep-spec06-cease-and-desist.doc

User: unknown
Application: web-browsing

Source IP/Port: XX.YY.ZZ.U

Destination IP/Port: xx.yy.:

Verdict: This sample was d
Summary of behaviors obs

- Created or modified a f

- Created or modified a fuc
- Started a process

- Modified the Windows Registry

- Executed a DLL with rundll32.exe

- Used SSL

- Opened a Command Prompt window

- Opened a Windows PowerShell window

- Document contains an embedded OLE object

- Document contains a macro

- Opened another process permission to duplicate handle
- Enumerated running processes

- Sample has no signer

- VBA started a program

Alert from ISP: guestnet

WEF21T7WebT— b T2/ —EX TAILRRAIZCDOWNT

FERERETRAIBEEOZI L EBEVRLETEYT, FRIZINEF 2T
Web7T — b7 2 A —EXRZZHBWNWEEELT BICHYIED
TZWEYT, ST, THRDOBY 7ML Z=EHE L, B\ L L7
DTHEWLZLEFT,
WE
it

- —E X 3— K :XXYYZzZUU
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: XX.yYy.zZz.uu

- BT

-1—H% :-

- FERFZ] :2017-10-16 09:34:49

-7 A JLAX% :HEUR:Trojan-Downloader.Script.Generic
: HEUR:Trojan-Downloader.Script.Generic

- BTt : XX.YY.ZZ.uu

-1—H% :-



Not only us but also NREN is pressured by the law.



NREN In Japan: SINET

The Science Information Network (SINET) is a Japanese academic
backbone network for about 850 research institutes and
universities operate by NIl (National Institute of Informatics).

National Institute of Informatics News
commentary ISSN 1883-1974 (Print) ISSN 1884-0787 (Online)

2016 NIl Today | No.58 o o

SINETS

Los Angeles

New York

SINETS5 started full

operations in April
2016 Domestic line (100 Gbps)

©  SINET node

s |nternational line (100 Gbps)

At the same time, NIl established
Cybersecurity Research and
Development Center.

International line (10 Gbps)

In September 2017, NII
started NII-SOCS officially.
The SOCS monitors packets
in a sampling method and
notices when suspicious
packets are found.



Cconcerns

* We have to protect intra network segments where
iImportant systems such as an accelerator control
system, a detector control system and systems for
the administration.

* Though campus wifi VLANs are separated and
monitored by FW, there is no FW/IPS among the
campus wired VLANSs currently.

* So it is difficult to catch the symptom of mal—
behavior even if virus tries to spread over a wide
area of campus wired VLANSs.



We have to consider the future
direction of KEK computer security



Campus network

experiment
edurpam T HPC

|

Around 150 VLANSs

\Qcc.

KEK Computing Research Center

is planning new network environment.
Monitoring traffic among VLANs and storing
log is strongly required.

In 2018 Summer
Campus network

experiment
edurpam T~

core FW

|— = MlONitoring

& logging

\
|

Around 150 VLANSs
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